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VirtEngine-Waldur Documentation

Welcome to VirtEngine-Waldur documentation!

VirtEngine-Waldur is a platform for managing hybrid cloud resources. It is used to control both internal enterprise IT resources and for selling clouc
to the public. VirtEngine-Waldur is composed of the following main components:

® VirtEngine-Waldur MasterMind - broker and orchestrator of cloud services. Responsible for technical service delivery and connected matte
Exposes REST API for management
® VirtEngine-Waldur HomePort - web-based self-service portal. Talks REST to MasterMind.

VirtEngine-Waldur is open-source, extendable and comes with a professional support provided by DET-IO & OpenNode

Please note that wiki documentation setup is in progress. We are adding / moving / integrating contents as we go. If there's a particular
topic you feel should be covered, please drop a line to hello@virtengine.com.
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® VirtEngine-Waldur MasterMind installation

Hardware requirements

Please refer to Hardware requirements. In particular, all-in-one setup: Hardware requirements#All-in-one

OS requirements

VirtEngine-Waldur is packaged for the RHEL7-compliant operating systems. All of components are distributed as RPM through YUM repositories.

® Set up database backend

® Set up queue and cache backend

® Set up events backend

® Set up VirtEngine-Waldur MasterMind

OS is expected to have SELinux set into non-enforcing mode for MasterMind.

RHEL Flavor
Please note that instructions below are for CentOS7! Other flavors of RHEL, including RHEL7, might have differences in installation

process.

VirtEngine-Waldur MasterMind installation

MasterMind is an assembly of components delivering a broker functionality. Historically the base components were called NodeConductor, name
migration is done, however some leftovers might exist. Below is a description of the basic installation process on a vanilla CentOS 7.

Set up database backend

Install PostgreSQL server (version 9.5 or later is required):




# Cent OS

yum instal |

htt ps:// downl oad. post gresql . or g/ pub/ repos/ yun 9. 6/ redhat/ rhel - 7- x86_64/ p
gdg- cent 0s96- 9. 6- 3. noar ch. r pm

# RHEL

yum instal |

htt ps: // downl oad. post gresql . or g/ pub/ repos/ yum 9. 6/ redhat/ r hel - 7- x86_64/ p
gdg-redhat 96- 9. 6- 3. noarch. r pm

# Al
yuminstall postgresqgl 96-server
[ usr/ pgsql - 9. 6/ bi n/ post gresql 96-setup i nitdb

Start PostgreSQL server and enable it to run on startup:

systenct|l start postgresql-9.6
systenct! enable postgresqgl-9.6

Create database for VirtEngine-Waldur MasterMind:

su - postgres -c "/usr/pgsql-9.6/bin/createdb -EUTF8 wal dur"
su - postgres -c "/usr/pgsql-9.6/bin/createuser wal dur"

Set up queue and cache backend

Install Redis server:

yuminstall epel-rel ease
yuminstall redis

Start Redis server and enable it to run on startup:

systenctl start redis
systenct| enable redis

Set up events backend

Install Elasticsearch and Logstash:



yuminstall https://opennodecl oud. confcentos/ 7/ el astic-rel ease.rpm
yuminstall elasticsearch java-1.8.0-openjdk-headl ess | ogstash

Configure Logstash:

File: /etc/logstash/conf.d/input.conf

i nput {
tep {
codec => json
port => 5959
type => "wal dur-event"
}
}

File: /etc/logstash/conf.d/filter.conf

filter {
if [type] == "wal dur-event" {
json {
source => "nessage"
}
nmut ate {
remove field => ["class", "file", "logger_ nane",
"priority", "thread"]
}
grok {
mat ch => {
"host" => "% | PORHOST: host }: % POSI NT}"
}
overwite => ["host"]
}

}
}

"met hod",

"pat h",



File: /etc/logstash/conf.d/output.conf

out put {
el asticsearch { }

Start Elasticsearch (version 5.4 is required) and Logstash (version 5.4 is required) and enable them to run on startup:

systenctl start elasticsearch
systentt! enable el asticsearch

systentt!| start |ogstash
systentt!| enabl e | ogstash

Set up VirtEngine-Waldur MasterMind

Install VirtEngine-Waldur MasterMind:

# Cent OS

yuminstall centos-rel ease-openstack-pi ke epel -rel ease

# RedHat

yum instal |

https://repos. f edor apeopl e. or g/ r epos/ openst ack/ openst ack- pi ke/ rdo-rel eas
e- pi ke- 1. noarch. rpm

yum instal |
https://dl.fedoraproject.org/ pub/epel/epel-rel ease-|atest-7.noarch.rpm
subscri ption-nmanager repos --enabl e=rhel-7-server-optional-rpns

--enabl e=rhel - 7-server-extras-rpns --enabl e=rhel -7-server-rh-common-rpns

# Al
yuminstall http://opennodecl oud. com centos/ 7/ wal dur-rel ease. rpm
yum install wal dur-nasterm nd

Initialize VirtEngine-Waldur database:

su - waldur -c "waldur migrate --noinput”

Start VirtEngine-Waldur MasterMind services and enable them to run on startup:



systenct| start wal dur-celery
systentt!| enable wal dur-celery

systenctl start wal dur-cel erybeat
systenct!| enabl e wal dur-cel erybeat

systenct! start wal dur-uwsgi
systentt! enabl e wal dur-uwsgi

VirtEngine-Waldur MasterMind configuration

Default configuration file location for waldur-celery, waldur-celerybeat and waldur-uwsgi processes in /etc/waldur/. If you wish to
customize base location of the configuration files, you can pass WALDUR_BASE_CONFIG_DIR=/path/to/new/config/base variable to
the correponding processes.

Set up VirtEngine-Waldur HomePort

Hostname
The instructions below assume that you will be accessing VirtEngine-Waldur HomePort from 'http://localhost/'. If you are using a different i
hostname, please update it in:

® /etc/nginx/conf.d/waldur.conf
® /etc/waldur-homeport/config.json (set "apiEndpoint” to a corresponding value).

Install VirtEngine-Waldur HomePort:

yuminstall http://opennodecl oud. com centos/ 7/ wal dur-rel ease. rpm
yum install wal dur-honeport

Set up webserver:

yum install epel-rel ease
yum install nginx

Configure Nginx:

File: /etc/nginx/conf.d/waldur.conf

server {

# CHANGEME set the nane or |P of a server from where VirtEngi ne- Wl dur
i s accessed.

server _name | ocal host;

# Virt Engi ne- VAl dur API
| ocation / {



add_header ' Access-Control-Allow Credentials' 'true' always;
add_header ' Access-Control-All ow Headers' ' Accept,
Accept - Encodi ng, Authorization, Content-Type, Oigin, User-Agent,
X- CSRFToken, X-Requested-Wth' always;
add_header ' Access-Control -Al | ow Met hods' ' DELETE, GET, OPTI ONS,
PATCH, POST, PUT' al ways;
add_header ' Access-Control-Allow Origin' "$http origin" always;
add_header ' Access-Control - Expose- Headers' ' Link,
X-Resul t-Count' al ways;

i ncl ude uwsgi _par ans;

uwsgi _param Host $host;

uwsgi _par am X- For war ded- For $proxy_add_x_f orwarded_f or;
uwsgi _par am X- Forwar ded- Prot o $http_x_f orwarded_pr ot o;
uwsgi _param X- Real -1 P $renote_addr;

uwsgi _pass uni x:/run/wal dur/ uwsgi / uwsgi . sock;

}

# Virt Engi ne- WAl dur HomePor t

| ocation /homeport ({
alias /usr/share/wal dur-homeport;
i ndex index. htm ;

}

| ocati on /homeport/scripts/configs/config.json {
alias /etc/wal dur-homeport/config.json;

}

| ocation /homeport/| ogin-1o0go. png {
# Make sure to set 'loginLogo' value to 'login-logo.png in
# [ etc/wal dur-honmeport/config.json -- check VirtEngi ne-\Wal dur Hone
config
# docs for details.
alias /etc/wal dur-homeport/| ogin-1o0go. png;

}

| ocati on /homeport/sidebar-1o0go. png {
# Make sure to set 'sidebarLogo’ value to 'sidebar-1ogo.png' in
# [ etc/wal dur-honmeport/config.json -- check VirtEngi ne-\Wal dur Hone
config
# docs for details.



alias /etc/wal dur-honeport/sidebar-10go. png;

Start Nginx and enable it to run on startup:

systentt!| start nginx
systentt!| enabl e ngi nx

Build VirtEngine-Waldur VM

Install Packer: https://www.packer.io/intro/getting-started/install.html

Clone waldur-packer repository:

git clone https://github.com virtengi ne/ wal dur - packer. git
cd wal dur - packer

Build VirtEngine-Waldur VM:

packer build wal dur.json

Built VM image can be found in out put - genmu/ wal dur . gcow2.

Introducing LXD on Ubuntu 16.04 LTS to build VirtEngine-Waldur VM

If LXD is not already initialized on the Ubuntu 16.04 LTS host

sudo apt-get update

sudo apt-get install Ixd zfsutils-Iinux

sudo I xd init

Narme of the storage backend to use (dir or zfs): zfs

Create a new ZFS pool (yes/no)? yes

Nane of the new ZFS pool : | xdpool

Wul d you like to use an existing bl ock device (yes/no)? no
Size in GB of the new | oop device (1GB m ninmum: 100

Wul d you Iike LXD to be avail able over the network (yes/no)?

no
Do you want to configure the LXD bridge (yes/no)? yes
War ni ng: Stopping | xd.service, but it can still be activated

by: | xd. socket
LXD has been successfully confi gured.


https://www.packer.io/intro/getting-started/install.html
https://github.com/opennode/waldur-packer

Preparing container to build VirtEngine-Waldur VM

| xc |'aunch ubuntu: 16. 04/ and64 bui | ddenowal dur ubunt u16041 xc
| xc config device add bui |l ddemowal dur ubunt u1604l xc kvm uni x- char

pat h=/ dev/ kvm
| xc exec buil ddenowal dur ubunt ul604l xc -- bash

Start VirtEngine-Waldur VM

® Get VirtEngine-Waldur VM
® Option 1: Download VM image
® Option 2: Build with Packer
® Start new VM
® VirtualBox
® Virtual Machine Manager (virt-manager)
* QEMU
® Pre-created VirtEngine-Waldur data

Get VirtEngine-Waldur VM

Option 1: Download VM image

URL: http://opennodecloud.com/waldur-vms/waldur.qgcow?2

Option 2: Build with Packer

See Build VirtEngine-Waldur VM for details.

Start new VM

VirtualBox

Install QEMU: https://www.qemu.org/download/

Convert QCOW2 image to VDI format that VirtualBox can read:

gemu-ing convert -f qgcow2 -O vdi wal dur.qgcow2 wal dur. vdi

Install VirtualBox: https://www.virtualbox.org/
Start VirtualBox
New
Name and operating system
Name: (set VM name)
Type: Linux
Version: Red Hat (64 bit)
Memory size

2048 VB


http://opennodecloud.com/waldur-vms/waldur.qcow2
https://www.qemu.org/download/
https://www.virtualbox.org/

Hard disk
[X] Use an existing virtual hard disk drive
Choose a virtual hard disk file... > (path to waldur.vdi file)

Select and start created VM.

Virtual Machine Manager (virt-manager)
Install Virtual Machine Manager: https://virt-manager.org/
Start Virtual Machine Manager
New VM
Step 1 of 4
Choose how you would like to install the operating system: [X] Import existing disk image
Step 2 of 4
Provide the existing storage path: <path-to-waldur.qcow2>
OS type: Linux
Version: CentOS 7.0
Step 3 of 4
Memory (RAM): 2048 MiB
CPUs: 2
Step 4 of 4

Name: VirtEngine-Waldur

QEMU

Install QEMU: https://www.qemu.org/download/

Start VirtEngine-Waldur VM:

genmu-system x86_64 -m 4096 wal dur. qcow?2

If you are using KVM hypervisor you may want to add - machi ne accel =kvmparameter.
You may also wantto add - r edi r t cp: 8080: : 80 paramater to access Wladur services from the same host.

Once the VM is started, update api Endpoi nt value in VirtEngine-Waldur HomePort configuration:

File: /etc/waldur-homeport/config.json

{ |
| Set this to

"api Endpoint”: "http://local host/" <--| - "http://locaohost:8080/"
if you mapped VM ports to | ocal host
| - "http://<vmip-address>/"
if you are using bridged networKking

} |

Once the VM is started you can access VirtEngine-Waldur services on http://localhost:8080 (or http://<vm-ip-address> if you are using bridged net


https://virt-manager.org/
https://www.qemu.org/download/
http://localhost:8080/

Pre-created VirtEngine-Waldur data

System user:

® Login: r oot , password: passwor d

VirtEngine-Waldur users:

® Login: adni n, password: admi n

® Login: a. owner , password: Passwor d1

® Login: al. adni n, password: Passwor d1

® Login: al. manager, password: Passwor d1
® Login: a2. adni n, password: Passwor d1

® Login: a2. nanager , password: Passwor d1
® Login: b. owner, password: Passwor d1

® Login: bl. adnmi n, password: Passwor d1

® Login: bl. manager, password: Passwor d1
® Login: b2. adni n, password: Passwor d1

® Login: b2. manager, password: Passwor d1
® Login: support, password: Passwor d1

VirtEngine-Waldur organizations:

® Name: Organi zati on A, owner: a. owner
® Name: Organi zati on B, owner: b. owner

VirtEngine-Waldur projects:

®* Name: Proj ect Al, customer: Organi zati on A, admin: al. adnmi n, manager: al. manager
®* Name: Proj ect A2, customer: Or gani zati on A, admin: a2. adnmi n, manager: a2. manager
® Name: Proj ect BL, customer: Organi zati on B, admin: bl. adnm n, manager: bl. manager
® Name: Proj ect B2, customer: Or gani zati on B, admin: b2. admi n, manager: b2. manager

https://github.com/virtengine/ve-waldur-packer/blob/master/init-data.sh

Upgrade

Release upgrade

® Release upgrade
® VirtEngine-Waldur MasterMind
® Before upgrading
® Upgrade
® Stop running services
® Dump PostgreSQL database data
® |nstall latest VirtEngine-Waldur MasterMind packages
® Update database schemas
® Start VirtEngine-Waldur MasterMind services
¢ HomePort
® |[nstall latest VirtEngine-Waldur HomePort package

VirtEngine-Waldur MasterMind

This instructions demonstrate VirtEngine-Waldur MasterMind upgrade using Nginx HTTP server. Similar steps can be performed for other HTTP s«
such as Apache.

Before upgrading

It is a good practice to perform configuration test for Nginx server before upgrading:


https://github.com/virtengine/ve-waldur-packer/blob/master/init-data.sh

ngi nx -t

Current VirtEngine-Waldur MasterMind packages' versions can be saved in case rollback would be needed after the upgrade.

Following command can be used to list installed VirtEngine-Waldur MasterMind packages:

yum list installed 'wal dur*'

Upgrade

Stop running services

systenttl status nginx && systenttl stop nginx

systenct| status wal dur-celery && systenttl stop wal dur-celery
systenct!| status wal dur-cel erybeat && systenttl stop wal dur-cel erybeat
systenct!| status wal dur-uwsgi && systenctl stop wal dur-uwsgi

Dump PostgreSQL database data

sql _dunp_file="/var/Ilib/wal dur/dbdunp-$(date ' +%%aTUAWE' ). sql . gz"
su - waldur -c '/usr/pgsql-9.6/bin/pg dunmp wal dur' | gzip -9 >

"$sql _dunp_file"

chrnod 600 "$sqgl _dunp_file"

This command will dump data from wal dur database and create a/var/ | i b/ wal dur/ dbdunp- <dat eti me>. sql . gz file. Afterwards the
file can be used to restore the database state.

Install latest VirtEngine-Waldur MasterMind packages

yum cl ean all
yum -y update wal dur-mast erm nd

Update database schemas

su - waldur -c "wal dur migrate --noinput”

Start VirtEngine-Waldur MasterMind services



systenct| start wal dur-celery
systentt!| start wal dur-cel erybeat
systenct! start wal dur-uwsgi

ngi nx -t && systenctl start nginx

HomePort

Install latest VirtEngine-Waldur HomePort package

yum cl ean al l
yum -y updat e wal dur - honeport

If interface changes are not visible, try to remove cache for the page in browser (for Chrome users hit Ctrl + Shift + R on the VirtEngine-Waldur Ho
page).
Smoke tests

® Backend system test for VirtEngine-Waldur MasterMind

® Background processing processes

Backend system test for VirtEngine-Waldur MasterMind

[localhost ~|$

su - waldur -c¢ "wal dur status"

Background processing processes

Check that the following processes are running

® waldur-celery
® waldur-celerybeat

Example commands:



[localhost ~]$

# Check if celery worker process is running
systenct| status wal dur-celery > /dev/null && echo OK || echo Failed

# Check if celerybeat process is running
systenct!| status wal dur-cel erybeat > /dev/null && echo OK || echo Failed

# Check HTTP response code

test "$(curl -o/dev/null -s -w % http _code}\n' -XPCOST
"http://1ocal host/api-auth/password/')" = "400" && echo OK || echo
Fail ed

Monitoring

Monitoring in HomePort
Monitoring via Grafana dashboards
Setup instructions
Prerequisites
® Configure VirtEngine-Waldur analytics plugin
® Create Grafana datasource
® Import VirtEngine-Waldur dashboard to Grafana

VirtEngine-Waldur allows you to monitor resource usage via HomePort and Grafana dashboard.

Monitoring in HomePort

Resource usage data is rendered via charts in organization and project dashboards.

Total cost Virtual machines Private clouds Ctorage

€243,431.35 3 2 erzEm -

Team size

.

The following charts are available:

Title Description
Virtual machines Total number of virtual machines in the current project or organization.

Private clouds Total number of virtual private clouds in the current project or organization.


http://grafana.net

Storage Total number of block storage devices, such as OpenStack volumes and snapshots, in the current project or
organization.

Team size Total number of users in the current organization.

Total cost Predicted cost for all resources in the current organization.

Monitoring via Grafana dashboards

Aggregated resources usage across all organizations is available via Grafana dashboards.

{3 Grafana B Flayground -

154 GB 409 MB

Dkl i

Wiuresd Sike

1.004 TB




Volurrsed Site

1.004TB

Wil Site

The following charts are available:

Name

Virtual machines by state
Resource types

RAM

vCPU

Block storage

Volumes count
Snapshots count
Volumes size

Snapshots size

Description

Total number of OpenStack instances by state, provisioning, online, offline, erred.
Total number of virtual CPU, RAM size and storage size.

Consumed and allocated RAM size.

Consumed and allocated vCPU count.

Consumed and allocated block storage size for OpenStack volumes and snapshots.
Consumed and allocated OpenStack volumes count.

Consumed and allocated OpenStack snapshots count.

Consumed and allocated OpenStack volumes size.

Consumed and allocated OpenStack snapshots size.

Note that historical charts for consumed and allocated computing resources are rendered per day for the past month.

Setup instructions

Under the hood, VirtEngine-Waldur periodically collects and pushes actual measurements to InfluxDB via Celery task.

Grafana executes queries to the InfluxDB database and renders charts.



Waldur
MasterMind

PostgreSQL
(TODO) InfluxDB

Grafana

Celery
(TODO)

Prerequisites

Setup Grafana and InfluxDB. Setup instructions are outside the scope of this guide and are widely available on the Internet.

Configure VirtEngine-Waldur analytics plugin

First, you should specify InfluxDB credentials in the /etc/waldur/override.conf.py file.

VirtEngine-Waldur analytics configuration

WALDUR_ANALYTI CS = {
" ENABLED : True,

"I NFLUXDB' : {
"host': 'l ocal host',
"port': 8086,

"usernane' . ' USERNAME' ,
"password': ' PASSWORD
' dat abase' : ' DATABASE' ,
"ssl': Fal se,
"verify_ssl': False,

Create Grafana datasource

Then, you should specify the same InfluxDB credentials in the Grafana datasource: http://docs.grafana.org/features/datasources/influxdb/

Import VirtEngine-Waldur dashboard to Grafana


http://docs.grafana.org/installation/
https://docs.influxdata.com/influxdb/v1.2/introduction/installation/
http://docs.grafana.org/features/datasources/influxdb/

Finally, you should upload VirtEngine-Waldur dashboard from JSON file to Grafana: http://docs.grafana.org/reference/export_import/

{. OPS-257 - Getting issue details... = STATUS

Dashboard JSON file can be found in https://github.com/virtengine/waldur-grafana-dashboard

When Grafana asks you about datasource, please use datasource created in the previous step.

Hardware requirements

® VirtEngine-Waldur MasterMind
® Celery workers
Elasticsearch
PostgreSQL
Redis
uWSGlI
® All-in-one
® VirtEngine-Waldur HomePort

VirtEngine-Waldur MasterMind

Celery workers

By default 3 Celery workers and one Celery beat process are started.
Minimum requirements: 1 CPU, 512 MB RAM

Recommended setup: 2 CPU or more, 1 GB RAM or more

More memory should be added if more Celery worker processes are running on the same host (512 MB for each 4 Celery workers).

Elasticsearch

Minimum requirements: 1 CPU, 1 GB RAM

Recommended setup: 2 CPU or more, 2 GB RAM or more

PostgreSQL

Minimum requirements: 1 CPU, 512 MB RAM

Recommended setup: 2 CPU or more, 1 GB RAM or more

Redis

Minimum requirements: 1 CPU, 512 MB RAM

Recommended setup: 2 CPU or more, 1 GB RAM or more

uWSGI

By default 4 uWSGI processes are started.
Minimum requirements: 1 CPU, 512 MB RAM for every node

Recommended setup: 2 CPU or more, 1 GB RAM or more

All-in-one

It is possible to run Celery, Elasticsearch, PostgreSQL, Redis and uWSGI services on one machine. This setup is not recommended for
production environments but can be useful for demonstration and evaluation purposes.


http://docs.grafana.org/reference/export_import/
https://opennode.atlassian.net/browse/OPS-257
https://github.com/opennode/waldur-grafana-dashboard
https://github.com/opennode/nodeconductor/blob/develop/packaging/etc/nodeconductor/celery.conf
https://github.com/opennode/nodeconductor/blob/develop/packaging/etc/nodeconductor/uwsgi.ini

Recommended setup: 4 CPU, 10 GB RAM

VirtEngine-Waldur HomePort

Minimum web server capable to serve static files is enough. HomePort should work just fine with Nginx on 1 CPU and 512 MB RAM.

MasterMind configuration

Introduction

VirtEngine-Waldur Core settings
Admin dashboard configuration

Custom templates configuration
Use local time zone

Introduction

VirtEngine-Waldur is a Django based application, so configuration is done by modifying settings.py.

Warning
If you need to specify Unicode characters in invoice configuration, you should ensure that Python configuration file contains encoding
declaration at the top of the file:

# -*- coding: utf-8 -*-
from __future__ import unicode_literals
If you want to configure options related to Django, such as tune caches, database connection, configure custom logging, etc, please refer to Djan
go documentation.
Configuration for VirtEngine-Waldur Core is namespaced inside a single Django setting, named WALDUR_CORE.
Usually each plugin's settings are namespaced, so please refer to plugin documentation for details.

Basic configuration might look like this:


https://www.djangoproject.com/
https://docs.djangoproject.com/en/1.11/
https://docs.djangoproject.com/en/1.11/

WALDUR_CORE = {
' CLOSED _ALERTS LI FETIME : tinedelta(weeks=1),
" ELASTI CSEARCH : {
'username': 'usernane',
"password': ' password',
"host': 'exanple.com,
"port': '9999',
"protocol': "https',
b
"ENABLE_GEQ P': True,
" EXTENSI ONS_AUTOREG STER : True,
" GOOGLE_API" @ {
"Android' : {
"server_key': ' AlzaSyA2_7UaVl xXf KeFvxTj QNZbr zkX@&OTCkg' ,
b
"10S |
"server_key': ' Al zaSyA34zI| G_y5uHCe2Fnt JKwf k2vG 3RWD5vK' ,

H
" SHOW ALL_USERS' : Fal se,
" SUSPEND_UNPAI D_CUSTOMERS' : Fal se,
" OMNER_CAN_MANAGE_CUSTOMVER : Fal se,
' CREATE_DEFAULT_PRQIECT_ON_ORGANI ZATI ON_CREATI ON : Fal se,
" TOKEN_KEY' : ' x-aut h-token',
"TOKEN_LI FETI ME' : tinmedel ta(hours=1),
"SITE NAME : ' VirtEngi ne-\Wal dur MasterM nd',
"COUNTRIES' : ['EE', 'LV, 'LT],
" NOTI FI CATI ONS_PROFI LE_CHANGES' : {
' ENABLED : True,
"FIELDS : ('email', 'phone_nunber', '"job_title")
1
}

VirtEngine-Waldur will send notifications from email address specified in DEFAULT_FROM_EMAIL variable. for example, DEFAULT_FROM_EM/
'noreply@example.com’

VirtEngine-Waldur Core settings

* BACKEND_FIELDS_EDITABLE allows to control /admin writable fields. If this flag is disabled it is impossible to edit any field that
corresponds to backend value via /admin. Such restriction allows to save information from corruption. Flag is enabled by default.

® CLOSED_ALERTS_LIFETIME defines duration of closed alerts storage (timedelta value, for example timedelta(hours=1)). Expired
closed alerts will be removed during the cleanup.

® COUNTRIES list is used in organization creation dialog in order to limit country choices to predefined set.

®* CREATE_DEFAULT_PROJECT_ON_ORGANIZATION_CREATION enables generation of the first project on organization creation.

® ELASTICSEARCH - dictionary of Elasticsearch parameters.

® host - Elasticsearch host (string).

port - Elasticsearch port (integer).

protocol - Elasticsearch server access protocol (string).

username - username for accessing Elasticsearch server (string).

password - password for accessing Elasticsearch server (string).

verify_certs - enables verification of Elasticsearch server TLS certificates (boolean).

ca_certs - path to the TLS certificate bundle (string).



®* ENABLE_GEOIP indicates whether geolocation is enabled (boolean).
® EXTENSIONS_AUTOREGISTER defines whether extensions should be automatically registered (boolean).
® GOOGLE_API is settings dictionary for Google Cloud Messaging.
® Android specifies settings for Android devices.
® server_key is Google Cloud messaging server key.
® |0OS specifies settings for IOS devices.
® server_key is Google Cloud messaging server key.
®* NOTIFICATION_TITLE is string to be displayed in the naotification pop-up title.
® INVITATION_LIFETIME defines for how long invitation remains valid. Default value - 1 week.

® LOGIN_COMPLETED_URL - user will be redirected to that URL after successful login. The URL must include {t oken}, which will be
replaced with user token, e.g., http://example.com/#/login_completed/{token}/{method}/

®* LOGIN_FAILED_URL - user will be redirected to that URL after unsuccessful login, e.g., http://fexample.com/#/login_failed/

® LOGOUT_COMPLETED_URL - user will be redirected to that URL after successful logout, e.g., http://example.com/#/logout_completed/
® LOGOUT_FAILED_URL - user will be redirected to that URL after unsuccessful logout, e.g., http://example.com/#/logout_failed/

* NATIVE_NAME_ENABLED allows to render native name field in customer and user forms.

* NOTIFICATIONS_PROFILE_CHANGES allows enabling notifications about profile changes of organization owners and allows selecting,
which fields of profile should be tracked.

®* OWNER_CAN_MANAGE_CUSTOMER enables organization owners to create an organization (boolean).
* OWNERS_CAN_MANAGE_OWNERS enables organization owners to manage other organization owners, enabled by default.
® ONLY_STAFF_MANAGES_SERVICES allows to restrict provider management only to staff users, disabled by default.
Please also note, that if this flag is enabled, OpenStack package provision & modification would be available for staff users only.
It means that organization owners wouldn't be able to manage virtual private clouds.
Also it is assumed that corresponding option is specified in VirtEngine-Waldur HomePort as well.
It means that if ONLY_STAFF_MANAGES_SERVICES flag is enable in VirtEngine-Waldur MasterMind, onlyStaffManagesServices shoul
enabled in VirtEngine-Waldur HomePort too.

® SELLER_COUNTRY_CODE specifies seller legal or effective country of registration or residence as an 1ISO 3166-1 alpha-2 country
code. It is used for computing VAT charge rate.

® SHOW_ALL_USERS indicates whether user can see all other users in “api/users/" endpoint (boolean).
® SITE_NAME is used in email notifications in order to refer to the current deployment in user-friendly way.

® SUSPEND_UNPAID_CUSTOMERS - if it is set to True, then only customers with positive balance will be able to modify entities such as
services and resources (boolean).

® TOKEN_KEY is header for token authentication. For example, 'x-auth-token'.

® TOKEN_LIFETIME defines for how long user token should remain valid if there was no action from user (timedelta value, for example
timedelta(hours=1)).

® ENABLE_ACCOUNTING_START_DATE allows to enable accounting only for organizations using value of accounting_start_date field.
Disabled by default.

® COMPANY_TYPES specifies list of available company types, it is used in organization creation dialog. By default Ministry, Private
company, Public company, Government owned company are available.

® INITIAL_CUSTOMER_AGREEMENT_NUMBER allows to tweak initial value of agreement number (4000 by default). It is assumed that
organization owner should accept terms of services when organization is registered via VirtEngine-Waldur HomePort.

Admin dashboard configuration

An admin dashboard supports custom links on Quick access panel. For instance, a panel below was configured with one additional link to https://
virtengine.com:


http://example.com/#/login_failed/
http://example.com/#/logout_completed/
http://example.com/#/logout_failed/
https://waldur.com
https://waldur.com

Quick access

i [Custom] Waldur - Cloud Service
& Projects

&' Organizations

& Users

Shared service settings

Configuration of custom links is stored under FLUENT_DASHBOARD_QUICK_ACCESS_LINKS settings key and for current example has
following structure

FLUENT _DASHBOARD_QUI CK_ACCESS LI NKS = [

{
"title': '"[Custon] VirtEngi ne-Wal dur - C oud Service',
Vi rtengi ne. com

"external': True, # adds an icon specifying that this link is
ext ernal ,

"description': 'Open-source Cl oud Brokerage Platforn,

"attrs': {'target': ' _blank'} # add an attribute to generated anchor
el ement which will open link in a new tab.

}

Here is a short description of link parameters:

Name Type Required  Description

title string Yes A title of the generated link

url URL Yes A URL of the link

external boolean No Specifies whether additional icon indicating an external URL has to be added
description = string No Tool tip on the link

attrs dict No A dictionary of anchor attributes to be added to generated element.

It is also possible to omit optional fields and add links by specifying only a title and a URL to the generated link.

FLUENT _DASHBOARD QUI CK_ACCESS LI NKS = |
Vi rtengi ne. com
["Find us on GtHub', '"https://github.conl virtengi ne/wal dur-core'],

Custom templates configuration

To overwrite default templates you should put custom templates in /etc/waldur/templates directory.



For example, in order to customize invitation messages you should create the following files:

® /etc/waldur/templates/users/invitation_message.html
® /etc/waldur/templates/users/invitation_message.txt
® /etc/waldur/templates/users/invitation_subject.txt

Note that default invitation templates are located in /usr/lib/python2.7/site-packages/waldur_core/users/templates/users/ directory.

Use local time zone

Set TIME_ZONE setting in /etc/waldur/override.conf.py to use local time zone. By default it is set to UTC. See the list of time zones for possible
options.

AuthOpenlID plugin configuration

Moved to identity providers.
AuthSocial plugin configuration

Move to identity providers.

AWS plugin configuration

AWS plugin does not support any custom configuration.

Azure plugin configuration

Azure plugin does not require any specific configuration when Azure itself does. The plugin depends on apache-libcloud azure module which
provides access only to classic Azure services.

Every cloud service and a storage account to be created has to be marked as ‘classic' therefore every created virtual machine is going to be
'classic’ as well.

Azure configuration
When subscription is configured please make sure that classic cloud services and classic storage accounts are configured for usage as well.

There is a naming convention between the service and the account, both names must match. Cloud service name is filled on provider creation
phase and can be changed per service project link.

Cost tracking configuration

Overview

Cost tracking helps to predict resources consumption and total price for any project, resource or service.
Resource price calculation is based on price for each consumable item (Price list item) and resource consumption strategy that is predefined in
code.

Configuration

To configure prices and recalculate price estimates, please navigate from menu bar to Accounting Cost tracking Default price list items.


https://en.wikipedia.org/wiki/List_of_tz_database_time_zones
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On the first start

Use command Init registered to populate default price list items.

On consumables update
Service can change it consumables or resource consumption strategy. For example: new size was introduced in DigitalOcean or AWS.

In this case staff should execute commands Delete not registered and Init registered to make sure that default price list items are up-to-date. If
resource consumption strategy was changed too - command Reinit configuration should be called.

To update price estimates

To avoid calculation overhead total estimate for each resource for current month is recalculated every hour. Command Recalculate current
estimates could be used to recalculate estimates right now.

To restore or update default prices
To restore overridden default price or to update prices for particular service:

® Delete all default price list items that should be updated
® Call command Init registered

DigitalOcean plugin configuration

DigitalOcean plugin does not support any custom configuration.
FreelPA plugin configuration

Update WALDUR_FREEIPA dictionary to define FreelPA plugin configuration. Available options:

Option name Type Description Default value
HOSTNAME String The hostname of FreelPA server to connect to. ipa.example.com
USERNAME String Name of the FreelPA user with admin privileges. admin
PASSWORD String Password of the FreelPA user with admin privileges. secret
VERIFY_SSL Boolean Enable SSL certificates verification for HTTPS requests. True
USERNAME_PREFIX String Each username managed by FreelPA plugin is prefixed.Prefix should not be empty. waldur_

Please note that maximum username length is 32 characters so prefix should not be long.
GROUPNAME_PREFIX String Each group name managed by FreelPA plugin is prefixed. Prefix should not be empty. waldur_

Group name is autogenerated, it consists of prefix and group UUID.



BLACKLISTED_USERNAMES  List of strings = List of usernames not allowed for usage. ['root]

Invoice configuration

WALDUR_INVOICES

Option name
ISSUER_DETAILS
PAYMENT_INTERVAL

INVOICE_REPORTING

Type
Dictionary
Integer

Dictionary

Description Default value
Issuer details for invoices See below
How many days are given to pay for created invoice 30

Specifies options for exporting invoices as CSV attached to email ~ See below

WALDUR_INVOICES.ISSUER_DETAILS

Option name
company
address
country
country_name
email
postal
bank
account
vat_code

phone

Type Description Default value

String Legal name of the company which issues invoices DET-IO & OpenNode
String Address of the company Lille 4-205

String Country name where company is registered Estonia

String Two-character 1S0-3166-1 country code. EE

String Contact email info@opennodecloud.com
String Postal code 80041

String Name of the bank where company has bank account Estonian Bank

String Bank account number 123456789

String Value added tax identification number EE123456789
Dictionary Company's contact phone {'country_code": '372',

'national_number": '5555555'}

WALDUR_INVOICES.INVOICE_REPORTING

Option name

ENABLE

EMAI L

CSV_PARANS

SERI ALI ZER_EXTRA_KWARGS

USE_SAF

SAF_PARAMS

Default value:

Type Description

Boolean By default invoice reporting is disabled. Set this option to True in order to enable this feature.

String Default "From" email.

Dictionary = Allows to customize CSV serialization. See also: Dialects and Formatting Parameters

Dictionary Allows to customize OpenStackltemReportSerializer fields. Consult with source code for more
details.

Boolean Export invoice report to SAF format.

Dictionary = Extra params for SAF exporter.


https://en.wikipedia.org/wiki/ISO_3166-1_alpha-2#Officially_assigned_code_elements
https://docs.python.org/2/library/csv.html#csv-fmt-params

" ENABLE' : Fal se,
"EMAIL': "accounting@wal dur.exanple.com,
" CSV_PARAMS' : {

"delimter': str(';"),

3
" SERI ALl ZER_EXTRA KWARGS' : {
"start': {
"format': ' %d. %n %",
}
"end' : {
"format': ' %d. %n %",
}
3

" USE_SAF' : Fal se,
' SAF_PARAMS' @ {
" RMAKSULI PP : ' 20% ,
" ARTPRQIEKT' : ' PRQJEKT' ,

JIRA Service Desk configuration

Overview
JIRA Service Desk Configuration
® Project configuration
® |ssue fields configuration
® Check if SLA field is displayed
® VirtEngine-Waldur user creation
WALDUR configuration
® Sections description
ACTIVE_BACKEND
CREDENTIALS
PROJECT
ISSUE
® |ssue template fields
® Updating VirtEngine-Waldur configuration
JIRA Webhook configuration
Email notifications
® Disable email notifications
Issue templates
Troubleshooting
® Disable TSL verification (not recommended)

Overview

VirtEngine-Waldur's integration with JIRA Service Desk on the high level comes down to the following steps:

Install or purchase on-demand JIRA Service Desk;

Create a Service Desk project for the VirtEngine-Waldur-generated tickets;

Create a dedicated user for VirtEngine-Waldur;

Configure issue types to be used by VirtEngine-Waldur;

Configure custom fields for the issues;

Check if SLA field is displayed;

Create a user to be used by VirtEngine-Waldur in order to communicate with Jira;
Update VirtEngine-Waldur configuration with JIRA Service Desk project and user details;
Setup JIRA Webhook to report updates from JIRA Service Desk to VirtEngine-Waldur;



JIRA Service Desk Configuration

Below is detailed information on how to configure a project in JIRA Service Desk.

Project configuration

A WALDUR project has to be created in JIRA Service Desk as shown below.

Project Key Project Type

&  Waldur WAL © service Desk

Issue fields configuration

Go to a cogwheel in the right upper corner and pick Issues item in it.

Search

JIRA ADMINISTRATION

Applications
Projects

You will be presented with Issues configuration panes.

Let's configure Issue types first. Go to Issue types item under Issue Types section

ISSUE TYPES
Issue types
Issue type schemes

Sub-tasks

Make sure that all issue types are listed. If more types are required - add them by clicking 'Add issue type' button.



Add Issue Type

Mame | Infarmaticnal

Descripion | An information issue type. |

Type © Standard lssue Type
Sub-Task Issue Type

Add Cancel

After all issue types have been added you have to configure a scheme for them. To do that open Issue type schemes under the same menu.

ISSUE TYPES
Issue types
Issue type schemes

Sub-tasks

Find your project issue type scheme and add newly configured issue types to it by clicking 'Edit’

WAL: JIRA Service Desk Issue Type Scheme

This JIRA Service Desk Issue Type Scheme was
generated automatically

[ Task = Waldur
[] Service Request

£ Sub-task

B Incident

Problem

Change

B Service Request with
Approvals

Make sure that project scheme is updated after moving all issues to the scheme.

Edit



Issue Types for Current Scheme Available Issue Types
Ramoys all #dd al
B Tasic D Epic
O Sardice Request
0 Sub-tnsk
B incident
B Proziem
B Crange
B Service Rsquest with Approvals
E Informatioral

[ Change Roquest
Sovn Rosol  Cancol

If you need custom fields it is possible to configure them by clicking on 'Custom Fields' section under Fields section on the left.

FIELDS
Custom fields
Field configurations

Field configuration schemes

Make sure that 'impact_field', 'reporter_field' and 'sla_field' exist, otherwise create them. These 3 fields are required by WALDUR configuration.
For instance, here is how 'Original Reporter field creation looks like.

Click on 'Add custom field'. A popup with a list of field types will be presented. You can use search to filter them. Pick 'Text field' and fill it in.

Tt Field [rmulti-Nine)

Frens basd

P A era st bt tnd cuisen Tankd 1 aliow ingeut of Kongar Lt ARG
Tt Finld [winghe line)

Tt fondd i i gyl el ot becer cesbor, Fuslel o allow Sirrysbe bt imput



Configure 'Text Field (single line)' Field

Name  Original Reporter

Description | An issue reporter

F

On the last step you will be asked to chose views where current field has to be displayed. Please make sure that issue field is displayed at least in
your project.

WAL: JIRA Service Desk Screen Default
WAL: JIRA Service Desk: Change Create Issue Screen Default
WAL: JIRA Service Desk: Change View/Edit Screen Default
WAL: JIRA Service Desk: Incident Create Issue Screen Default
WAL: JIRA Service Desk: Incident View/Edit Screen Default
WAL: JIRA Service Desk: Problem Create Issue Screen Default

Sometimes JIRA asks to run re-indexing operation when new issue field is added. It is strongly recommended to run it after all custom fields have
been added.

We recommend that you perform a re-index, as X
configuration changes were made to 'Custom
Fields' by Taras at 01/Feb/17 5:12 PM. @

If you have other changes to make, complete
them first so that you don't perform multiple re-
i indexes

*Note: Please note that configuration contains a ‘caller_field' that does not have to be configured as in case of JIRA Service Desk as it is going to
be used in order to assign ‘caller' to 'Request participants'. Same configuration must not be used with other types of JIRA Services as it may lead
to unpredicted behavior.

People
Assignee: H
Unassigned
Assign to me
Reporter: ﬂ Taras
Request participants: MNone
Organizations: None
Voles: (]
Watchers: 0 Start watching

this issue



Check if SLA field is displayed

Before proceeding please make sure that 'Time to first response' field is displayed on a screen of you project. For instance:

Time'te approve normal change LOCKED

This custom field was created by JIRA Service Desk.

Time to close after resolution LOCKED

This custom field was created by JIRA Service Dask.

Time to first response LOCKED

This custom field was created by JIRA Service Desk.

VirtEngine-Waldur user creation

Default Screen

WAL: JIRA Service Dask
WAL: JIRA Service Desk
Issue Screen

WAL: JIRA Service Dask
View/Edit Screen

WAL: JIRA Service Desk:

Issue Screen

WAL: JIRA Service Desk:

View/Edit Screen

WAL: JIRA Service Desk:

Issue Screen

WAL: JIRA Service Desk:

View/Edit Screen

WAL: JIRA Service Desk:

Scraen
: Change Create

: Change
Incident Create
Incident
Problem Create
Problem

Request

Screens

Screaens

Screens

In order to communicate with JIRA a special user has to be created for VirtEngine-Waldur. Please follow next steps to create a user.

Click on a cogwheel and select User Management.

JIRA ADMINISTRATION
Applications
Projects I

Issues

- Add-ons
User management

System

Click on 'Create User' and fill in user form.



Create new user

Emall addss | 1ast_usonioxamgte com

Full nama” |Tﬂ1.Um|1 |

Usamame  laal_user

Password  sees []

Sand notification armail ()

Application pccoss 8 IRA Sorvice Degk

Croabo pristhar

o o R

After user is created please add it as an agent to the project by opening a project and clicking ‘Invite team'

Lﬁ"
Invite team

Invite an existing agent to work on your

@ project.

{g}. Enter an agent's name

WALDUR configuration

Below is a part of configuration related to JIRA:



WALDUR_SUPPORT configuration

WALDUR_SUPPORT = {
" ACTI VE_BACKEND :
"wal dur _mast em nd. support. backend. at| assi an: Servi ceDeskBackend' ,
' CREDENTI ALS' : {
"server': 'https://wal dur.exanple.conm"',
"usernane' : ' USERNAME' ,
"password' : ' PASSWORD ,

"verify_ssl': True,
I3
" PRAJECT : {
"key': 'WAL',
I3
"I SSUE' : {
"types': ['Informational’', 'Service Request', 'Change Request',
"Incident'],
"inpact _field : 'lnpact',
‘"reporter _field : 'Oiginal Reporter',
"caller field : 'Request participants',
"sla field : '"Time to first response',
"sumary' : ' {{issue.sumuary}}"',

"description': (
"Description: {{issue.description}}\n’'
"{%if issue.project %'
"Project Nane: {{issue.project.nane}}\n'
"{%endif %'
"{%if issue.customer %'
" Organi zation Name: {{issue.custoner.nane}}\n'
"{%endif %'
"{%if issue.resource %'
" Service Type:

{{issue.resource.service_project _link.service.type}}\n'

"Affected Resource Nane: {{issue.resource}}\n'
"{%endif %'

|

Sections description

ACTIVE_BACKEND

ACTIVE_BACKEND configures which backend waldur has to use in order to communicate with Jira. At the moment it supports two backends and
two JIRA services accordingly: JiraBackend and ServiceDeskBackend. In order to configure communication with JIRA Service Desk - ServiceDes

kBackend must be used.

CREDENTIALS

CREDENTIALS section stores information about a server and credentials to be used by WALDUR to communicate with a service desk. For



instance, in current configuration we assume that configured server name 'http://example.com/' is an instance of JIRA Service Desk and it is
accessible with username 'USERNAME' and password 'PASSWORD' without need to verify ssl.

PROJECT

At the moment it is possible to integrate with only one project which has to be configured under PROJECT section. Usually project key has only 3
letters so if the project we want to work with is named 'WALDUR' in JIRA, most likely its key is going to be "WAL' which is shown in the
configuration above.

ISSUE

ISSUE section defines JIRA issue configuration to be used for integration with internal VirtEngine-Waldur support issue. For instance, using curren
configuration an issue type field in JIRA can be populated with 1 of next 4 values 'Information’, 'Service Request’, 'Chage Request' and 'Incide
nt'. An impact, a reporter and a caller fields must be configured in JIRA Service Desk as custom fields. An 'sla_field' is a name of a field to get
VirtEngine-Waldur support issue SLA and usually is called 'Time to first response’

*Note: Issue fields are found by a field name, not its key.

Issue template fields

Summary and Description fields in the ISSUE configuration are considered to be template fields. A template field is rendered by a Django
template engine with an issue instance as a parameter.

It is also possible to skip field rendering by adding 'if' conditions as in usual Django template.

Updating VirtEngine-Waldur configuration

List all configured issue types under ‘'Issuetypes' section. In this example we have only 4 options.

Update issue next fields 'reporter_field', 'sla_field', 'impact_field' by putting their names *not keys* under 'Issue' section
Put a project key under 'Issuekey" section.

Update CREDENTIALS section by filling VirtEngine-Waldur user credentials created in JIRA configuration section

JIRA Webhook configuration

Go to 'System' item in cogwheel on the right upper corner and select WebHooks under Advanced section.

ADVANCED
Indexing
Attachments
Events
WebHooks
Services

LexoRank management

Click on 'Create a WebHook' and add next information:

= Web Hook name

" Enable hook

" VirtEngine-Waldur webhook listening point which ends with 'api/support-jira-webhook/' so the full URL will be: 'http://example.com/api/supj
bhook/'

® Add description if required

® Select next Issue related events: created, updated, deleted

Issue comments will be synced automatically, no need to select them. Here is an example:


http://example.com/api/support-jira-webhook/
http://example.com/api/support-jira-webhook/

Name  Waldur WebHook

Status' Enabled Disabled

URL" http://fexample.com/api/support-jira-webhook

You can use the following additional variables in the URL:

${issue.id}, ${issue.key},
${project.id}, ${project.key},

Read more

Description

Events |ssue related events

~

Events for issues and worklogs. You can specify a JQL query to send only events triggered by

matching issues.

@ All issues

Syntax help

Issue
created
updated
deleted
worklog changed

Email notifications

Email notifications are going to be sent automatically to the issue caller when:

® Anissue is updated;
= A new comment is added;

An email includes an information about an event that triggered the notification and a link to the updated issue.

Disable email notifications

Comment
created
updated
deleted

Email notifications are enabled by default and can be disabled by setting SUPPRESS_NOTIFICATION_EMAILS setting to True.

Issue templates

It is possible to provide a list of templates for each of the issue types. Templates will be shown to the end-user as a select box, which pre-fills
information in the ticket. Templates can optionally include attachments, which the user would be able to download and connect with the issue.
Templates can be managed from MasterMind admin interface: /admin/support/template/.



Troubleshooting

Disable TSL verification (not recommended)

It is possible to disable SSL verification for JIRA by setting WALDUR_SUPPORT['CREDENTIALS']['verify_ssl'] key to False. Please use it at
your own risk.

Notification about owners profile changes

VirtEngine-Waldur supports creating more fine-grained notification about owners profile changes that could be sent to a webhook or a concrete en
operator of VirtEngine-Waldur). Please note that the notification will be connected to a specific user in VirtEngine-Waldur.

Step 1. Enable notifications and set users fields for change monitoring.

Set NOTIFICATIONS_PROFILE_CHANGES['ENABLED'] as True and set NOTIFICATIONS_PROFILE_CHANGES['FIELDS'] as a list of
monitored fields in a settings file.

" NOTI FI CATI ONS_PROFI LE_CHANGES' : {' ENABLED : True, 'FIELDS : ('email",
" phone_nunber', "job_ title')}

Step 2. Create hook in MasterMind admin.
Login to MasterMind's administration interface and navigate to https://mastermind.example.com/logging/emailhook/add/

Create hook and select 'Event types' as user_profile_changed.


https://mastermind.example.com/logging/emailhook/add/

Event types: token_created o
user_activated
user_creation_succeeded
user_deactivated
user_deletion_succeeded
user_password_updated
user_profile_changed

user_token_lifetime_updated hd
Event groups: customers

resources

ssh

projects

Users
User. admin W
¥ Is active
Last published: Date: | 2018-04-16 Today [

Time: | 14:43:51 Now | (@

Email: admin@examplelmm

Notification processing settings
There are three types of notifications in VirtEngine-Waldur: webhooks, email hooks and push notifications.

Webhooks

If notification is configured as webhook, VirtEngine-Waldur sends HTTP request at specified endpoint when events specified in notification are trig¢
VERIFY_WEBHOOK_REQUESTS configuration option allows to send verified request on webhook processing, it is used by default.

Email hooks

If notification is configured as email hook, email with event details is sent to the specified address.

In order to customize email notification message you should put custom template in /etc/waldur/templates/logging/email.html

Note that default email notification template is located at /usr/lib/python2.7/site-packages/waldur_core/logging/templates/logging/email.html
Push notification

If notification is configured as push notification, it is processed via Google Cloud Messaging API.


https://developers.google.com/cloud-messaging/

So you setup mobile application with GCM and specify server_key in MasterMind GOOGLE_API configuration option. For example:

Google Cloud Messaging Configuration Object

{
"NOTI FI CATI ON_TI TLE": "VirtEngi ne-\Wal dur notification",
"Androi d": {
"server_key": "AlzaSyA2_7UaVIl xXf KeFvxTj QNZbr zkXGOTCkg" ,
1
" 08" |
"server _key": "AlzaSyA34zl G y5uHCe2FntJKwf k2vG 3RWD5vK",
}
}

OpenStack plugin configuration

® OpenStack application configuration
® OpenStackTenant application configuration

OpenStack plugin is divided into 2 applications:
® OpenStack application - allows to operate with tenants, their networks and security groups.
® OpensStackTenant application - allows to operate with resources that are related to a particular tenant - instances, volumes.
OpensStack application configuration
Update WALDUR_OPENSTACK dictionary to define OpenStack application configurations.
Available options:

® DEFAULT_SECURITY_GROUPS - list of security groups that are added to tenant on creation. Default value:

Default security groups

® SUBNET - restrictions for subnet selection range in form of a dictionary. Supported keys:
- CIDR_REGEX - regular expression for subnet cidr.
- CIDR_REGEX_EXPLANATION - user-friendly regex explanation.
- ALLOCATION_POOL_START,ALLOCATION_POOL_END - restrictions for allocation pool range.
Default value:


https://developers.google.com/mobile/add

SUBNET

" SUBNET' : {
# Allow cidr: 192.168.[1-255].0/24
' Cl DR_REGEX' :
r'192\.168\.(?:25[0-4]|2[0-4][0-9]]1[0-9][0-9]|[1-9][0-9]?)\.0/ 24",
' Cl DR_REGEX_EXPLANATI ON : ' Val ue shoul d be
192. 168.[1-254].0/ 24",
" ALLOCATI ON_POOL_START" :
"{first_octet}.{second_octet}.{third_octet}. 10",
" ALLOCATI ON_POCOL_END :
"{first _octet}.{second octet}.{third octet}. 200",

b

® DEFAULT_BLACKLISTED_USERNAMES - list of usernames that cannot be used as tenant user username. Default value - ['admin’,

'service’].

* MANAGER_CAN_MANAGE_TENANTS - defines manager permissions. If this flag is true - manager can execute actions that
will change cost of the project: delete tenants, change their configuration. False by default.

® TENANT_CREDENTIALS_VISIBLE - True if tenant user_username, user_password and access_url should be returned by tenants API
and it is possible to set user_username on tenant creation. If False tenant credentials are going to be autogenerated and cannot be set

by a user.

Please note that there is a similar configuration in HomePort.

You can check OpenStackTenant credentials management for more information.

OpenStackTenant application configuration

Update WALDUR_OPENSTACK_TENANT dictionary to define OpenStackTenant application configurations.

Available options:
* MAX_CONCURRENT_PROVISION - defines how many resources can be provisioned by one OpenStack simultaneously. Default value:

MAX_CONCURRENT_PROVISION

" MAX_CONCURRENT_PROVI SI ON @ {
" OpenSt ackTenant . I nstance' : 4,
' OpenSt ackTenant . Vol une' : 4,
' OpenSt ackTenant . Snapshot' : 4,

b

PayPal plugin configuration

Intro

PayPal plugin allows emitting invoices and accepting payments for VirtEngine-Waldur-managed services using PayPal. To enable support, configL
needed both on PayPal and VirtEngine-Waldur side. Below we go over the steps required.

® Intro
® How to register a PayPal client


https://opennode.atlassian.net/wiki/display/WD/HomePort+configuration#HomePortconfiguration-OpenStackTenantcredentialsmanagement

® How to configure a webhook
* WALDUR_PAYPAL configuration
® BACKEND configuration

How to register a PayPal client

To register a PayPal application login to https://developer.paypal.com, go to My Apps & Credentials and create an app under REST API apps
section by hitting ‘Create app' button.
Dashboard

My Apps & Credentisls

REST APl apps

Create an app to receive REST AP credentials for testing and lve transactions

Sandbex

Mate: Feagures availabde fof lve trarsacrions ae lsted in your 3o cunt

After an application is register click on it and copy credentials from APl CREDENTIALS section. Please note a Sandbox/Live switch on top which
means sandbox and live clients have different credentials.

How to configure a webhook

PayPal supports webhooks for different type of events. See full list here. At the moment PayPal plugin listens only to invoice related hooks.

To add a webhook go to the registered app and hit '"Add Webhook' button under Webhooks section. Please notice a mode in which you configured
a webhook, it is important to configure a webhook according to the mode used in BACKEND configuration.

ek vt V0 SARCRG YEBHOOKS

My Apos & Credestish

This spp hat re sbhooks

Change your server name and put a webhook URL - https://waldur.example.com/api/paypal-invoices-webhook/

Please notice that a webhook URL must be in HTTPS.

Current endpoint listens only to invoice related events, so you can select only invoice related events like shown below.
Custormer dispute updated

dentity authorization-consent revoxed

[

nwoicing invoice cancelled

4,

rregicing invoice created

MSQICINGE INYOICE D il

meoicing invoice refunded

BE 8@

riepicimg invoice updated

Merchant anboarding complated

If any non-related event is selected it is going to be ignored by endpoint. It is easier to track webhook events in PayPal if you keep them to
minimum.

WALDUR_PAYPAL configuration

Update WALDUR_PAYPAL dictionary to configure PayPal plugin.


https://developer.paypal.com
https://developer.paypal.com/developer/applications/
https://developer.paypal.com/docs/integration/direct/webhooks/event-names/#invoices
http://waldur.example.com

Key Type Description Default value
ENABLED Boolean Enables/disables plugin False
BACKEND Dictionary PayPal client configuration See BACKEND configuration section

STALE_PAYMENTS_LIFETIME Timedelta Amount of time to keep payments 1 week

BACKEND configuration

Key Type  Description Default value  Supported values

mode String  Defines server which plugin has to use. sandbox live, sandbox

client_id String  PayPal application client id

client_secret String  PayPal application client secret

currency_name String Currency to work with uUsD The three-letter ISO-4217 currency code

Setting up system notifications

DRAFT
System notifications are the one that should be sent to e-mails of connected users without the need for users to subscribe to them.

To configure system natifications, you must specify which events types should be considered that and user roles in a project or a company. To
create a system notification please go to MasterMind admin interface and navigate to /admin/logging/systemnotification/. Create a new
notification with desired events types or groups, user roles and set 'Hook content type' to ‘'email hook'.


https://www.iso.org/iso-4217-currency-codes.html

Home : Logging : System notifications : email hook | Custom notifications for admins and owners

Change system notification

Event types: comment_update_succeeded -
customer_creation_succeeded
customer_deletion_succeeded -

Event groups: jira
customers
users
invoices &

Mame: Custom notifications for admins and owners

Hook content type: email hook ¥

Roles: admin
manager
owner

In the example above, if an event with type ‘custom_notification' is created in the system, users will receive a notification about it, regardless of
whether they are subscribed to notifications of this type or not. The user will only receive a notification if he has read access for that object and his
role in the project is ‘admin’ or ‘owner".

SLURM plugin configuration

Configure SLURM cluster

Enforce SLURM accounting limits

Enable SLURM Multi Priority plugin
Configure VirtEngine-Waldur SLURM plugin
References

Configure SLURM cluster

SLURM accounting plugin assumes that at least one cluster is configured. For example:

sacctngr add cluster |inux



Enforce SLURM accounting limits

In order to enforce limits set on associations and QoS, please modify slurm.conf:

Accounti ngSt orageEnforce=linmits

Please note, that when AccountingStorageEnforce is changed, a restart of the slurmctld daemon is required (not just a scontrol reconfig):

systenctl restart slurnctld

Enable SLURM Multi Priority plugin

In order to enable ordering for the queue of jobs waiting to be scheduled, please modify slurm.conf:

PriorityType=priority/mltifactor

When slurm.conf is changed, you should reload configuration:

scontrol reconfig

Configure VirtEngine-Waldur SLURM plugin
Update WALDUR_SLURM dictionary to define SLURM plugin configuration. Available options:

Option name Type Description Default value

CUSTOMER_PREFIX  String Prefix for SLURM account name corresponding to VirtEngine-Waldur organadtioncustomer_
PROJECT_PREFIX String  Prefix for SLURM account name corresponding to VirtEngine-Waldur projecaldur_project_
ALLOCATION_PREFIX String Prefix for SLURM account name corresponding to VirtEngine-Waldur alloaaéifstur_allocation_

PRIVATE_KEY_PATH  String Path to private key file used as SSH identity file for SLURM master. Jetc/waldur/id_rsa

References

® SLURM Accounting and Resource Limits
® SLURM Resource Limits
¢ SLURM Multifactor Priority Plugin

Support configuration

Support plugin should be configured simultaneously with support backend.
Documentation for JIRA Service Desk configuration: JIRA Service Desk configuration

Update WALDUR_SUPPORT dictionary to configure backend independent options:

® ENABLED is True by default. It if is set to False, all endpoints of VirtEngine-Waldur Support extension return HTTP error with status code
® OFFERINGS and DEFAULT_OFFERING_ISSUE_TYPE - please check ServiceStore configuration#OFFERINGconfigurationstructure

HomePort configuration

® General configuration options
® Google Analytics
® White-labeling

® Custom page title


http://slurm.schedmd.com/slurmctld.html
https://slurm.schedmd.com/accounting.html
https://slurm.schedmd.com/resource_limits.html
https://slurm.schedmd.com/priority_multifactor.html

Custom logo
Custom favicon
Custom manifest
Custom terms of service
Custom privacy statement
® Custom primary colors
® Additional settings
® Features
® Language configuration
® OpenStack Tenant credentials management

Configuration options are stored in JSON files. After application assets have been loaded, but before application is bootstrapped, configuration
files are loaded and their options are merged together with default settings. Custom configuration settings are defined in file:

[ et ¢/ wal dur - honmeport/config.json

General configuration options

® apiEndpoint should contain VirtEngine-Waldur MasterMind REST API server address.
® enableExperimental is a boolean value, false by default. Set it to true to enable experimental features.
® SENTRY_DSN should contain valid Data Source Name for connecting to Sentry for issue reporting (optional).

Google Analytics

To enable Google Analytics, set its code in the configuration:

® GoogleAnalyticsID - Google Analytics ID, used for tracking, if specified, disabled by default.

White-labeling

Custom page title

® shortPageTitle is used as prefix for page title.
®* modePageTitle is used as default page title if it's not specified explicitly.

Custom logo

You may define two logos: colorful and monotone, they are used in different places.

® |loginLogo should contain path to image; it is rendered on login / signup page, if specified, otherwise shortPageTitle is used (sample
dimensions: 300x81px).

® sidebarLogo should contain path to image; it is rendered in sidebar header, if specified, otherwise shortPageTitle is used (sample
dimensions: 175x48px).

poweredByLogo should contain path to image; it is rendered at the login page, if specified

Custom favicon

Default favicon is located in file /usr/share/waldur-homeport/images/favicon.ico

In order to customize it, you should configure alias in NGINX. For example:

| ocation /imges/favicon.ico {
alias /var/ww/ wal dur/favicon.ico;



Custom manifest

Manifest file is used to install web application to the home screen of a device. The default manifest file is located in /usr/share/waldur-homeport/
manifest.json.

You can read more about manifest.json file here. In order to customize it, you should configure alias in NGINX. For example:

| ocation /nmanifest.json {
alias /var/ww wal dur/ mani fest.json;

There are three logos in example manifest file. In order to specify custom logos, you should configure alias in NGINX. For example:

[ ocation /images/wal dur/1 ogo-96x96. png {
alias /var/ww wal dur/| ogo- 96x96. png;

}
| ocation /i mges/wal dur/| ogo-144x144. png {

alias /var/ww wal dur/| ogo-144x144. png;

}
| ocation /i mges/wal dur/| ogo-192x192. png {

alias /var/ww wal dur/| ogo-192x192. png;

Custom terms of service

Default placeholder for terms of service is located in file /Jusr/share/waldur-homeport/views/tos/index.html

In order to customize it, you should configure alias in NGINX. For example:

[ ocation /views/tos/index.htm {
alias /var/ww wal dur/tos. htm ;

Custom privacy statement

Default placeholder for privacy statement is located in file /Jusr/share/waldur-homeport/views/policy/privacy.html

In order to customize it, you should configure alias in NGINX. For example:

[ ocation /views/policy/privacy.htm {
alias /var/ww/ wal dur/ privacy. htm ;

Custom primary colors


https://developer.mozilla.org/en-US/docs/Web/Manifest

VirtEngine-Waldur HomePort design is based on Inspinia theme, which in turn is based on Bootstrap. Primary colors of theme are specified in this

https://github.com/virtengine/waldur-homeport/blob/develop/assets/sass/inspinia/_variables.scss

In order to consistently modify primary colors, you should fetch source code of VirtEngine-Waldur HomePort and build RPM using RPM spec file:

https://github.com/virtengine/waldur-homeport/blob/develop/packaging/waldur-homeport.spec

Additional settings

Option name

disabledFeatures

disabledServices

accountingMode

invitationsEnabled

allowSignupWithoutlnvitation

defaultLanguage

languageChoices

supportEmail
supportPhone

concealChangeRequest

currency

docsLink
ownerCanManageCustomer

OWNERS_CAN_MANAGE_OWNERS

Type

List of
strings

List of
strings

String

Boolean

Boolean

String

List of
strings

Email
String

Boolean

String
URL

Boolean

Boolean

Description

List of features disabled in current
deployment by administrator.

For example, in order to conceal
support workspace

and request-based items it should
contain "offering" and "support".
See also list of available features
below.

List of disabled services, for
example: [Amazon', '‘Azure’]

Set it to "billing" in order to display
additional billing details for
invoices.

Set it to false in order to disable
invitations.

Set it to false in order to make
invitation token required for
registration.

English by default, you may switch
it to 'et' for Estonian.

List of languages to be available on
HomePort.

Format:

" code
" Jabel

Rendered at the footer, if defined.
Rendered at the footer, if defined.

If set to true, "Change request" is
concealed from a selection of issue
types for non-staff/non-support
users

Override default currency symbol

Rendered at header, if defined. It
should contain valid URL.

Enables owner to remove
organization from Manage pane.

Enables organization owners to
manage other organization owners

Default value

Empty list

Empty list

accounting

true

true

en

"code":
"l abel ":
},
{
"code":
"I abel ":

N/A
N/A

false

N/A

false

true

en",
"English"
etll,
"Est oni an"


https://github.com/opennode/waldur-homeport/blob/develop/assets/sass/inspinia/_variables.scss
https://github.com/opennode/waldur-homeport/blob/develop/packaging/waldur-homeport.spec

MANAGER_CAN_MANAGE_TENANTS

onlyStaffManagesServices

tenantCredentialsVisible

organizationSubnetsVisible

FREEIPA_USERNAME_PREFIX

userMandatoryFields

userRegistrationHiddenFields

Features

Boolean

Boolean

Boolean

Boolean

String

List of
strings

List of
strings

Enables project manager to
provision virtual private cloud.

Allows to restrict provider
management only to staff user.
Please note, that if this flag is
enabled, OpenStack package
provision & modification would be
available for staff users only.

Also it is assumed that
corresponding option is specified in

false

false

VirtEngine-Waldur MasterMind as well.

Enables to specify credentials
(username and password) in VPC
provision form.

Enables to render subnets from
where connection to self-service
for organization is allowed.

Username prefix for FreelPA
plugin. Note that the value of this
option should be the same as for
backend.

List of user profile attributes that
would be required for filling in
HomePort. Note that backend will
not be affected. If a mandatory field
is missing in profile, a profile edit
view will be forced upon user on
any HomePort logged in action.
Possible values are:

description
email
full_name
job_title
organization
phone_number

List of user profile attributes that
would be concealed on registration
form in HomePort.

Possible values are:

® job_title
® registration_method
¢ phone_number

true

false

waldur_

"“full _nane',
"email’
"job_title',

‘registration_nethod',
" phone_nunber"'

In order to conceal optional features, please specify them in disabledFeatures setting. Here's a list of available choices:

alert - manage header alert display
analytics - enable resource usage and cost analysis
analytics.cost - enable cost analysis
analytics.resources - enable resource usage analysis
ansible - allow to provision applications via Ansible jobs
appstore - allow to provision resources via Service store
billing - enable billing (aka accounting)
compare - allow to compare flavors in Service store

cost-planning - enable cost planning feature

dashboard.total_cost - render organization total cost as dashboard chart
eventlog - enable event logs for users, organizations, projects and resources
experts - expert providers (aka talent providers) feature

freeipa - linking of VirtEngine-Waldur account with FreelPA profile
help - render help information, for example for providers creation
import - allow to import existing resources to VirtEngine-Waldur
intro - step-by-step guide and feature introduction

mainSearch - full-text-search capability in top-level navigation bar



monitoring - enable resource monitoring

notifications - allow user to manage hooks delivered via email, HTTP or Google Cloud Messaging
offering - enable request-based items feature

paypal - enable PayPal feature, enabled by default

premiumSupport - enable premium support service

private_clouds - enable virtual private cloud management

projects - render projects link in organization workspace sidebar
projectCostDetails - allow to manage project cost policy

providers - allow to manage service providers

slurm - allow to manage batch processing quotas

storage - enable virtual block devices and snapshots management

support - enable support workspace

support.activity_stream - show activity stream in support workspace
support.regular_issue_filters - enable issue filters

team - enable organization team management feature

user.competence - display "Competence" field in user details.
user.preferred_language - display "Preferred language" field in user details.
vms - enable virtual machines management

Language configuration

Default languages are Estonian and English. To add more languages update a languageChoices setting.

For instance, lets extend default configuration with Latvian and Lithuanian languages:

"code": "en",

"l abel": "English"
I
{

"code": "et",

"l abel ": "Estonian"
1
{

"code": "lv",

"label ": "Latvian"
b
{

"code": "It",

"l abel ": "Lithuani an"

8 languages are supported at the moment. They are: ar, az, en, et, fi, lv, It, and ru. You can follow ISO 639-1 to match a code with a
language.

* OpenStack Tenant credentials management

VirtEngine-Waldur HomePort allows to hide OpenStack Tenant credentials in VPC details view. If credentials are hidden the only way to get acces
is through Request direct access action. Request direct access allows to create a support request for tenant credentials, if support feature is
enabled.

Setting tenantCredentialsVisible configuration option to false will make tenant credentials hidden and request direct access action visible.


https://en.wikipedia.org/wiki/List_of_ISO_639-1_codes

Please notice that there is a matching configuration setting in VirtEngine-Waldur MasterMind OpenStack plugin which prevents Tenant cre)
fields from being exposed over REST API. The settings should be kept in sync for consistency.

See OpensStack plugin configuration for more information.

Identity providers

Overview

Social authentication plugin configuration
Estonian ID login

TaaT login

LDAP login

Valimo login

Overview

There are several authentication methods available:

® LOCAL_SIGNIN - allows to sign in using username and password.

® LOCAL_SIGNUP - allows to sign up using username and password.

® SOCIAL_SIGNUP - allows to sign in and sign up using either Google, Facebook or SmartlD.ee OAuth. It is implemented using Satellizer
plugin. You can regulate which services should be enabled by specifying client IDs (see below). Note that SmartID.ee is different from SK
SmartiD.

® ESTONIAN_ID - allows to sign in and sign up using either Estonian ID card or Mobile ID. It is implemented using VirtEngine-Waldur Open

® SAML?2 - allows to sign in and sign up using SAML?2 identity provider, for example TAAT.

® VALIMO - allows to sign in using Mobile ID identity provider.

In order to enable or disable authentication methods, you should ensure that WALDUR_CORE['AUTHENTICATION_METHODS'] configuration
variable contains list of enabled authentication methods. By default only 'LOCAL_SIGNIN' is enabled, all other methods are disabled.

Social authentication plugin configuration

To configure Facebook, Google or SmartID login, you should ensure that WALDUR_AUTH_SOCIAL dictionary contains valid configuration.

GOOGLE_SECRET - Google application secret key. Required.

GOOGLE_CLIENT_ID - ID of Google application used for OAuth authentication. If you don't specify it, Google sign up will be disabled.

FACEBOOK_SECRET - Facebook application secret key. Required.

FACEBOOK_CLIENT_ID - ID of Facebook application used for OAuth authentication. If you don't specify it, Facebook sign up will be

disabled.

SMARTIDEE_SECRET - SmartID.ee secret key. Required.

® SMARTIDEE_CLIENT_ID - ID of SmartID.EE application used for OAuth authentication. If you don't specify it, SmartID.ee sign up will be
disabled.

® USER_ACTIVATION_URL_TEMPLATE - template for frontend activation url. Will be used in email message. Should contain

placeholders for *{user_uuid}" and “{token}". Example: http://example.com/#/activate/{user_uuid}/{token}/

Setting up of application on Facebook side: https://developers.facebook.com/docs/facebook-login
Setting up of Google profile for VirtEngine-Waldur deployment: https://developers.google.com/identity/protocols/OAuth?2 .

Setting up of application on Smart ID side: https://smartid.ee/how/

Estonian ID login

To configure Estonian ID login please configure configuration of waldur-auth-openid plugin and ensure that WALDUR_AUTH_OPENID dictionary
contains these options.

®* NAME - on user registration following name will be used for user's registration_method field. Default value - openid.
® LOGOUT_URL - for security reasons OpenlD logout URL should be specified so that when user logs out from VirtEngine-Waldur, he is lo|
from OpenlID account too.

TaaT login

MasterMind configuration: TaaT authentication via SAML2


http://SmartID.ee
http://SmartID.ee
http://SmartID.ee
http://SmartID.ee
https://developers.facebook.com/docs/facebook-login
https://developers.google.com/identity/protocols/OAuth2
https://smartid.ee/how/

LDAP login

MasterMind configuration: LDAP authentication using FreelPA identity management

Valimo login

VirtEngine-Waldur Atuh Valimo plugin enables mobile phone authentication using Valimo PKI.

It is assumed that the following settings are specified in the WALDUR_AUTH_VALIMO dictionary:

Name

URL

AP_ID
AP_PWD
DNSName
SignatureProfile
verify_ssl
cert_path
key_path

message_prefix

Description

Valimo URL.

Application provider ID.
Application provider password.

Name of VSS server, blank by default.

Signature profile to be used in the transaction processing.

Enable SSL certificates validation, disabled by default.
Path to file with SSL certificate.
Path to file with SSL key.

prefix of message that will be send to user.

Example

https://example.com
https://example/MobilePKI_AP
example_password

example
https://example.com/MobilePKI

True or False
/home/user/path/to/cert/example.cer
/home/user/path/to/key/example.key

Login code:

LDAP authentication using FreelPA identity management

VirtEngine-Waldur allows you to authenticate using LDAP server.

Prerequisites

® |tis assumed that LDAP server is managed by FreelPA. Although LDAP authentication would work without FreelPA, you may need to
use custom configuration for VirtEngine-Waldur MasterMind in this case.

® Please ensure that VirtEngine-Waldur API server has access to the LDAP server. By default LDAP server listens on TCP and UDP port 3¢
port 636 for LDAPS (LDAP over SSL, see below).
If this port is filtered out by firewall, you wouldn't be able to authenticate via LDAP.

® You should know LDAP server URI, for example, Idap://ipa.demol.freeipa.org

® You should know username and password of LDAP admin user. For example, currently FreelPA demo server uses username=admin and
password=Secret123.

Installation instructions

1. Install django-auth-ldap from VirtEngine-Waldur RPM repository. This package would also install python-ldap package.
2. Add following configuration to /etc/waldur/override.conf.py



LDAP configuration

i mport | dap
from django_auth_I dap.config inport LDAPSearch, G oupCOf NanmesType

# LDAP aut henti cati on.
# See al so:
htt ps://dj ango- aut h-1 dap. readt hedocs. i o/ en/ | at est/ aut henti cati on. ht
m
AUTHENTI CATI ON_BACKENDS += (
' dj ango_aut h_| dap. backend. LDAPBackend',

)

AUTH LDAP_SERVER URI = 'l dap://ipa.denol.freeipa.org'

# Fol |l owi ng vari abl es are not used by dj ango-auth-1dap,

# they are used as tenplates for other variables
AUTH_LDAP_BASE = 'cn=accounts, dc=denpl, dc=freei pa, dc=org'
AUTH_LDAP_USER BASE = 'cn=users,' + AUTH LDAP_BASE

# Format authenticating user's distinguished nane using tenplate
AUTH_LDAP_USER DN TEMPLATE = 'ui d=%user)s,' + AUTH LDAP_USER BASE

# Credentials for adnm n user
AUTH LDAP_BI ND DN = 'ui d=adnmin,' + AUTH LDAP_USER BASE
AUTH LDAP_BI ND_PASSWORD = ' Secret 123'

# Popul ate the Django user fromthe LDAP directory.
AUTH LDAP_USER ATTR MAP = {

"full _nane': 'displayNane',

"email ' ‘mail’

}

# Set up the basic group paraneters.

AUTH LDAP_GROUP_BASE = "cn=groups," + AUTH LDAP_BASE

AUTH _LDAP_GROUP_FI LTER = "(obj ect O ass=gr oupOf Nanes) "

AUTH_LDAP_GROUP_SEARCH = LDAPSear ch( AUTH_LDAP_GROUP_BASE,
| dap. SCOPE_SUBTREE, AUTH LDAP_GROUP_FI LTER)

AUTH_LDAP_GROUP_TYPE = G oupOf NanesType(nane_attr="cn")

AUTH_LDAP_USER_FLAGS BY_GROUP = {
"is_staff': 'cn=admins,' + AUTH _LDAP_GROUP_BASE,
"is_support': 'cn=support,' + AUTH LDAP_GROUP_BASE,

Please replace default values for LDAP URI and credentials with your own values.
444pxDon't forget to reload waldur-uwsgi after configuration is updated in order to apply it.

3. Ensure that admins and support groups exist in LDAP server. You may do it using FreelPA admin UI.



4. If user is assigned to admins group in LDAP, he becomes staff in VirtEngine-Waldur.
If user is assigned to support group in LDAP, he becomes support user in VirtEngine-Waldur.
For example, consider the manager user which belong to both groups:

5. displayName attribute in LDAP is mapped to full_name attribute in VirtEngine-Waldur.
mail field in LDAP is mapped to email attribute in VirtEngine-Waldur.
Consider for example, the following user attributes:
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Here's how it is displayed when user initially logs into VirtEngine-Waldur via HomePort:

TaaT authentication via SAML2

TAAT stands for Estonian Academic Authentication and Authorization Infrastructure (Eesti haridus- ja teadusasutusevahelise autentimise ja
autoriseerimise taristu). It enables electronic identities (user accounts) issued by education or research institutions to be used to access several
web based services. For more information, please see taat.edu.ee

It is possible to configure VirtEngine-Waldur to use TaaT as an identity provider. TaaT uses SAML2 authentication and authorization standard to
communicate with service providers such as VirtEngine-Waldur. There is a VirtEngine-Waldur plugin developed for using SAML2, which is called v

Configuration

Retrieve TaaT metadata:

1.

You can retrieve TaaT metadata by saving its certificate to / et ¢/ wal dur / sam 2 and specifying metadata URL in VirtEngine-Waldur cor
The certificate is used to retrieve the metadata securely. TaaT certificates can be downloaded from here: http://taat.edu.ee/main/dokume

ndid/sertifikaadid/.

Metadata URL for test hub is https://reos.taat.edu.ee/saml2/idp/metadata.php and for production hub is https://sarvik.taat.edu.ee/saml|2/id
p/metadata.php.

Note, the certificate must correspond to the hub you want connect to.

. You can save the metadata file to the / et ¢/ wal dur/ sanm 2 and specify its path in VirtEngine-Waldur configuration. It is suggested to us

approach as
it does not require to redownload the metadata file every time it changes.

Start by replacing saml2.conf.py.example with saml2.conf.py i n /etc/wal dur. Then update paranmeters in WALDUR AUTH SAM.2 var
iable in sam 2. conf . py:

name - used for assigning the registration method to the user. sam 2 is used by default.

ALLOW_TO_SELECT_IDENTITY_PROVIDER - enabled by default, otherwise identity provider URL and label should be specified.
ENABLE_SINGLE_LOGOUT - allows to enable SAML2 single logout, disabled by default.

IDENTITY_PROVIDER_URL - URL of SAML2 metadata endpoint for selected identity provider.

IDENTITY_PROVIDER_LABEL - name of identity provider rendered in login button.

logout_requests_signed - indicates if the entity will sign the logout requests, enabled by default.

authn_requests_signed - indicates if the authentication requests sent should be signed by default, enabled by default.
signature_algorithm - identifies the Signature algorithm URL according to the XML Signature specification, SHA1 is used by default.
digest_algorithm - identifies the Message Digest algorithm URL according to the XML Signature specification, SHA1 is used by default.
nameid_format - identifies NamelD format to use. None means default, empty string ("*) disables addition of entity.

xmlsec_binary - full path to the xmlsecl binary file, e.g. / usr/ bi n/ xm sec1

base_url - specify VirtEngine-Waldur MasterMind base URL, e.g. htt ps: // wal dur. exanpl e. com It is required for assertion consume
logout services and entity ID.

attribute_map_dir - path to the directory with attribute mapping. If you want to use a default one, specify / et ¢/ wal dur/attri bute-m
aps/ .


http://taat.edu.ee
http://taat.edu.ee/main/dokumendid/sertifikaadid/
http://taat.edu.ee/main/dokumendid/sertifikaadid/
https://reos.taat.edu.ee/saml2/idp/metadata.php
https://sarvik.taat.edu.ee/saml2/idp/metadata.php
https://sarvik.taat.edu.ee/saml2/idp/metadata.php
https://waldur.example.com

® debug - set to True to output debugging information.
® idp_metadata_local - paths to the metadata files, which were saved locally, e.g. [ ' / et ¢/ wal dur/ sam 2/ sarvi k_net adat a. xm ' ]
* idp_metadata_remote - dictonaries of urls and certificates to retrieve the metadata files, e.g.

# URL to the netadata XM file

"url': "https://reos.taat.edu.eel/sanl 2/idp/ net adat a. php'

# path to PEM certificate required to retrieve the renote
nmetadata XML file

"cert': '/etc/wal dur/sam 2/reos.crt’,

b

® |og_file - path to the log file. If you want to disable logging of the SAML2 related stuff, leave it empty.
log_level - severity of the logging.
® cert_file - path to the certificate. If you want to use the default one (generated when package is installed), specify / et ¢/ wal dur/ sp. cr
t.
* key_file - path to the key file. If you want to use the default one (generated when package is installed), specify / et ¢/ wal dur/ sp. key.
® required_attributes - SAML attributes that are required to identify the user,e.g.['cn', 'mail', 'schacPersonal Uniquel D ].
® optional_attributes - SAML attributes that may be useful to have but not required, e.g. [ ' schacHomeOr gani zat i on' ,
' preferredLanguage'] .
® saml_attribute_mapping - mapping between SAML attributes and User fields, e.g.

{
' schacPersonal Uni quel D' : ['usernanme', 'civil_nunber'],
‘cn': ['full _nane'],
"mail': ["email'],
" preferredLanguage': ['preferred_| anguage'],
' schacHoneOrgani zation': ['organization'],
}

® organization - details of the organization, which is responsible for service. You can specify information in multiple languages, e.g.

{
"nane': [('DET-10 & OpenNode QU , 'et'), ('DET-10 & OpenNode LLC , 'en
"display_nanme': [('DET-10 & OpenNode', 'et'), ('DET-10 & OpenNode', 'e
"url': [('https://opennodecl oud.com', "et'),

(" https://opennodecl oud.coni', "en')],

}

Finally, restart VirtEngine-Waldur MasterMind.

Janus

https://taeva.taat.edu.ee/module.php/janus/index.php

1. Create a new connection:


https://taeva.taat.edu.ee/module.php/janus/index.php

Create connection
Enter new connection |1D: https://waldur.com/api-auth/saml2/metadata/ SAML 2.0 SP % Create

® New connection ID must be equal to the base_ur| insani . conf. py +/ apu- aut h/ sam 2/ net adat a/
® Choose SAML 2.0 SP for connection type.
® Click Cr eat e button

2. In connection tab select or create ARP. Fields that ARP include must be in the sam _attri but e_nmappi ng.

3. Navigate to the | nport mnet adat a tab and paste same URL as in the first step. Click on the Get net adat a.

4. Navigate to the Val i dat e tab and check whether all the tests pass. You can fix metadata in Met adat a tab.

Logging

WAL-723 - Add description of MasterMind logging
TO DO

Multi-tenant deployments

There are two options for multi-tenant deployment of VirtEngine-Waldur. Depending on scenario, business model and security requirements, one ¢
might be preferred.

Single-instance multitenancy

Using in-built Organization structure units.
Pros:

= Easier to setup and manage.
® Small resource consumption.
= Easier statistics aggregation.

= Security isolation is limited to application level.
= Whitelabeling is limited, hard to achieve custom domain name / logo.

Multi-instance multi-tenancy

Separate deployments of VirtEngine-Waldur.
Pros:

® Higher security isolation.
® Possibility for full white-labelling

Cons:
® Requires more resources.

Organization management

Introduction
Organization on-boarding
Organization off-boarding

L]
L]
L]
® Configuration options

Introduction

There are two modes of operation in VirtEngine-Waldur MasterMind with regard to creation and management of Organizations. The first approach
for managed environments where new organizations are created manually or via API by staff personnel. Alternative is to allow self-registration of
Organizations and use Plans to limit capabilities of the Organizations. A more controlled approach is described below.

Organization on-boarding

To create a new Organization, you can either use API with staff account, or go to VirtEngine-Waldur MasterMind admin interface, select Structure


https://opennode.atlassian.net/browse/WAL-723

Organizations and click on Add organizations.

ﬁn DASHEDARD USERS - STRUCTURE - ACCOUNTING =~ PROVIDERS - SUPPORT = UTILITIES =

Home » Structure » Organizations

Select organization to change

HAME uuip ABBREVIATION CREATED VM COUNT APPLICATION COUNT PRIVATE CLOUD

Once the creation form is filled, you have a new Organization!

Organization off-boarding

To remove an organization, two scenarios are supported.

First scenario — removal via API. Validates that Organization being removed does not have any existing Resources, otherwise raises a validation
error.

Second scenario — removal via Admin interface. Does cascade deletion of the connected entities but does not schedule resource deletion
(deletion happens from DB only).

Configuration options

There are several configuration options which allow to enable or disable particular actions depending on user role.

OWNERS_CAN_MANAGE_OWNERS enables organization owners to grant, revoke and update permission to owned organization; create,
resend and cancel invitations to owned organization. This option is enabled by default.

WALDUR_OPENSTACK['MANAGER_CAN_MANAGE_TENANTS'] enables project manager to provision virtual private cloud, disabled by
default. Staff and owner always have access to package. Project manager has access only if this option is enabled.

System Provider Management

System providers are used for offering services to all organizations in VirtEngine-Waldur deployment. Typically they are used for bulk sales (e.g. V
Private Clouds, MS Exchange domains) or for chunking enterprise agreements (AWS, Azure).

System providers can be optionally limited to certain projects by Staff personnel, through "Service-project-link" management.
Shared OpenStack Provider Management

Requirements for OpenStack
Support for Organization specific OpenStack networks
Specify providers physical locations
VPC package template management
® VPC package template creation
VPC package template list
VPC package template deletion
VPC package template update
VPC package template archiving
VPC permissions

Requirements for OpenStack

In order to integrate an OpenStack-based cloud as a shared provider, the following data is required:
® URL of keystone's public endpoint (v3).
= Access to public interfaces of Keystone, Nova, Cinder, Neutron and Glance should be granted to VirtEngine-Waldur MasterMind server.
= Admin credentials (username/password), can be a domain administrator (in this case also domain name).
= External network UUID - the network will be by default connected to all created tenants.
® Pricing - package configurations. Each package is defined by max core number, RAM and disk.

Optionally, the following is suggested:

® Homepage of a service provider
= List of certifications



® Geolocation of data center for the map.

Setting up Shared Provider

To setup a shared OpenStack as a VPC provider, please go to VirtEngine-Waldur MasterMind Admin interface with a staff account. Go to Structure
provider settings and click on adding a new one.

1. Select Type "OpenStack” (NB! Not OpenStackTenant — this one is used for VM provisioning and shouldn't be used as shared provider in
production environments).
2. Name a provider — how it will be visible in APl and HomePort's Service Store and in Provider list.
3. Configure access parameters: URL, username and password.
4. Define specific customisation options. To add an option select append on item block under the object tree. Most typical are:
® external_network_id — external network to connect to when creating a VPC from this provider.
® access_url - a URL to access OpenStack Horizon dashboard from a public network. Typically a reverse proxy URL in production
deployments.
® flavor_exclude_regex - flavors matching this regex expression will not be pulled from the backend.
® dns_nameservers - default value for new subnets DNS name servers. Should be defined as list.
® create_ha_routers - create highly available Neutron routers.
5. Click Save. The provider will be attempted to be configured / synchronised. Should any errors happen, it will be shown in the
error_message field of service settings.

Type: Amazon | Azure @ DigitalOcean | OpenStack | OpenStackTenant
Name: OpenStack PRD-1

Backend url: http://10.4.10.2:5000/v3

Username: adminaceount

Password: adminpassword

Domain:

Options:

v object {2}
external network id : £720d621-B3cd4-459e-8297-e9224cddeTal

8 access_url : https://public.proxy.example.com/horizon

Type
Stat Creation Scheduled

I] Append

Support for Organization specific OpenStack networks

You can provide specific external network for all OpenStack Tenants created by Organiztion by providing external network UUIDs in Organization
configuration in VirtEngine-Waldur Mastermind admin portal.



ORGANIZATION OPEMSTACK SETTINGS

Organization OpenStack settings: #1

Settings: =000 | cooeeme ¥

OpenStack external
network 1D:

+ Add another Organization OpenStack settings

Specify providers physical locations

Physical location may be specified in "Geolocations" field. It is used for rendering map in HomePort.

For example:
[
{
"latitude": 58.3789835,
"l ongi tude": 24.4579569
}
]
Provider details
Details Settings Craotad Projects Prices
Mame Parnu Lab
Type OpenSad
Hemapags [ hipeitapennodedoud com
Terms of Services [ hitpuitopennodecdoud comdos
Cortifications: Eisozront EFBKE H

oK




VPC package template management

Virtual Private Cloud package defines size of a "sandbox" delivered to the user after the purchase. For OpenStack, this corresponds to a Tenant
with certan quotas.

VPC package template creation

To create a VPC package template open VirtEngine-Waldur MasterMind Admin as a staff user. From the top menu go to Providers VPC Package:
package templates and click '‘Add VPC Package Template' button in the top right corner. A VPC package template creation form will be shown.
Please complete following steps to finish template creation:

Specify template name;

Select size category - used for grouping in Ul.

Add description (optional);

Add an icon URL (optional);

Select service settings corresponding to OpenStack for which the packages are defined (a template can be created only with shared
service settings);

* Fill package components amount and price for 30 days.

Do not worry if price for 1 day is not shown when you add price for 30 days, it will be updated after template is saved. It is also possible to
recalculate price by saving a template.

Please keep in mind that if ‘amount™ of any resource is set to 0 - a price for the component will be 0 as well. It also means it is possible
to create a free of charge template by leaving either an ‘amount’ or a 'price for 30 days' parameter empty. A price for the template is
shown on VPC template list in the 'Price' column.

Price cannot be changed after any package has been created from package template

Please do not set 'Archived' flag. If 'Archived' flag is set it will not be possible to create a tenant using current template.

Click 'Save' button or 'Save and continue editing' if you want to double check the template after creation.

VPC package template list

To list all available package template login to VirtEngine-Waldur MasterMind Admin as a staff user and go to Providers VPC PackagesVPC packa
templates from the menu panel.

A list of package template will be shown to you.

Select VPC package template to change

Q Search
--------- + Go
NAME uuiD SERVICE SETTINGS PRICE ARCHIVED MONTHLY PRICE CATEGORY
Tenant VPC template T6158097101444dab102a6e981f2fbd0 New name (OpenStack) 0 (] 0.0 Small

It is possible to filter templates by its name in the Search pane or by a service settings in the filter form.



ADD VPC PACKAGE TEMPLATE+

FILTER

By service settings

All
New name (OpenStack)

¥ Tenant #43 (OpenStackTenant)
my tenant (OpenStackTenant)

VPC package template deletion

Open a package template list view. Find a template you want to delete and select a template by clicking a checkbox in the template row. If a
checkbox in the header is checked all templates are going to be selected. You also can select multiple templates. After desired templates are
selected go to action drop down menu, select 'Delete selected VPC package templates and click a '‘Go' button.

Action: f ========= 8o | 10of1 selected
Delete selected VPC package templates

NAME uuID ’ g

Tenant VPC template T6158097101444dab102a6e981f2fbd0 [

Please note that it is impossible to delete a package template if there is at least one package linked to it. In this case a package
template should be archived, which will prevent creation of new linked packages.

VPC package template update

To update a template go to a VPC package templates list view and click on a template you want to edit. A template editing form with pre-filled
fields will be presented. Change required fields and hit 'Save' button.

Home » Waldur assembly VPC packages - VPG package templates » Tenant VPG template | DpenStack

Change VPC package template

Hame: Tenam VPG template
Category:. Small 3
Description:
Archived
Forbids eraation of new package
leon il
Service settings: Hew name (DpenStack) H +

Please keep in mind, for templates that have connected OpenStack packages it is not possible to:

= Update the price;



® Update fields that have been used to create an OpenStack package, which are ‘Name', ‘Category' and 'Service settings'.

VPC package template archiving

It is possible to forbid any package creation from a template if it is not desired. In order to do that, the template has to be marked as 'Archived'. To
mark a template as 'Archived’ go to template editing form and check 'Archived' flag.

VPC permissions

By default only staff or organization owner are able to execute actions that have influence on VPC price (delete, change package or create new
one). It is possible to allow manager to execute this actions too by updating following variable in VirtEngine-Waldur settings:

WALDUR OPENSTACK| ' MANAGER CAN MANAGE TENANTS'] = True

Shared SLURM

Requirements for SLURM

In order to integrate an SLURM-based batch processing farm as a shared provider, the following is required:

® SSH host address to a node, from where slurm commands could be executed.

® Username that has Slurm operator role (https://slurm.schedmd.com/user_permissions.html). Operator is needed as VirtEngine-Waldur dy:
creates accounts based on user's choice of FreelPA account.

= VirtEngine-Waldur public key must be added as authorized_key for the operator's username.

® Slurm pricing information needs to be provided. Currently supported are price per: cpu/h, gpu/h, ram/h.

= Slurm login node must be configured to authenticate users coming from FreelPA connected to VirtEngine-Waldur.

For setup of SLURM provider, please see SLURM plugin configuration#ConfigureVirtEngine-WaldurSLURMplugin .
ServiceStore configuration

VirtEngine-Waldur allows you to provision complex infrastructure using following methods:

1. Ansible-based applications
2. Expert request configuration
3. Request-based offerings

Ansible-based applications

Introduction

System design

Quick start guide

HomePort configuration
Ansible plugin configuration
Ansible playbook configuration
Example Ansible playbook

Prerequisites: it is assumed that reader already has working experience with Ansible. Otherwise, please consult official Ansible guide.

EXPERIMENTAL

Introduction

Consider the following use case. User needs to deploy application which consists of multiple interconnected resources.
For example, let's say he wants to deploy a multi-tiered web application, like an e-commerce, with backend server on first VM and fronted app on
second VM.

Currently in order to accomplish such a task user shall:

. issue request to provision first VM, wait for it to complete, gather some info, such as IP address and store it;
. execute some script on first VM, for example, via Ansible;

. issue request to provision second VM, wait for it to complete;

. execute some script on second VM, passing information gathered in previous steps.

A WOWNBE


https://slurm.schedmd.com/user_permissions.html
http://docs.ansible.com/ansible/latest/intro.html

Instead of performing all these steps manually, you may use Ansible plugin for VirtEngine-Waldur. It allows you to provision complex applications t
Ansible playbook.

System design

This feature is implemented as set of plugins:

1. VirtEngine-Waldur Ansible plugin is installed along with VirtEngine-Waldur MasterMind. It allows to upload and execute Ansible playbooks
Ansible VirtEngine-Waldur module.
Similarly to Ansible Tower, it's designed to be the hub for all of your automation tasks.

2. Ansible VirtEngine-Waldur module contains collection of Ansible modules to allow provisioning and management of infrastructure under V
through Ansible playbooks.
Similarly to Ansible OpenStack modules, it could be used as part of your playbook or via Ansible CLI.

3. Ansible module for HomePort enables you to use user-friendly user interface instead of CLI.

Quick start guide

In order to use Ansible-based applications, you should perform following steps:

Install ansible, waldur-ansible and ansible-waldur-module packages from RPM.

Generate SSH key-pair used by VirtEngine-Waldur for resource provisioning using ssh-keygen utility.

Upload private part of SSH key to /etc/waldur/id_rsa

Upload public part of SSH key to VirtEngine-Waldur MasterMind database either via admin site or REST API.

Specify API_URL, PRIVATE_KEY_PATH, PUBLIC_KEY_UUID in WALDUR_ANSIBLE.

Ensure that there's actually SSH public key in VirtEngine-Waldur database with specified identifier PUBLIC_KEY_UUID.
Ensure that this SSH public key has is_shared=True. Otherwise you wouldn't be able to provision any virtual machine.
Compose Ansible playbook and archive it to ZIP file.

Upload ZIP archive to VirtEngine-Waldur via admin site.

Check that everything works by provisioning application via HomePort.

COXNDUMWNE
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VirtEngine-Waldur Ansible plugin is available in VirtEngine-Waldur RPM repository. In order to install it you should issue following command:

yum install wal dur-ansible

Ansible VirtEngine-Waldur module is also available in VirtEngine-Waldur RPM repository:

yum install ansi bl e-wal dur-nodul e

Ansible module for HomePort is distributed as part of HomePort RPM package and doesn't need to be installed separately.
Please note, that currently Ansible VirtEngine-Waldur module supports OpenStack Tenant provider only.

NB! Due to Ansible license restrictions VirtEngine-Waldur is not providing Ansible itself, please install it on MasterMind and Celery nodes as a sepi
component, for example, using this guide: https://www.digitalocean.com/community/tutorials/how-to-install-and-configure-ansible-on-centos-7

HomePort configuration

In order to enable Ansible applications feature in HomePort, please ensure that ansible feature is enabled. See also documentation for feature
toggling.

In HomePort, when user clicks on Service store link in sidebar menu and selects Applications category, all playbooks are rendered:


https://www.digitalocean.com/community/tutorials/how-to-install-and-configure-ansible-on-centos-7
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Finally, when user clicks on Create button, Ansible playbook is executed. Its execution log is rendered below:
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Ansible plugin configuration
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In order to configure VirtEngine-Waldur Ansible plugin you should update WALDUR_ANSIBLE dictionary. It contains following options:

Name

PLAYBOOKS_DIR_NAME

PLAYBOOK_EXECUTION_COMMAND

PLAYBOOK_ARGUMENTS

ANSIBLE_LIBRARY

PLAYBOOK_ICON_SIZE

API_URL

PRIVATE_KEY_PATH

PUBLIC_KEY_UUID

Type

String

String

Array of

strings

String

Tuple of
integers

URL

String

String

Default value

ansible_playbooks

ansible-playbook

[--verbose']

lusr/share/ansible-waldur/

(64, 64)

http://localhost/api/

/etc/waldur/id_rsa

Not defined

Description

Relative directory name where uploaded playbooks are
stored. Note that absolute path looks like
Ivar/lib/waldur/media/ansible_playbooks/

Command name used to execute Ansible playbook. Note that
it may be tweaked if you have specific version of Ansible
installed in virtual Python environment, for example.

Default arguments passed to Ansible playbook. Note that by
default verbose mode is enabled. You may want to reduce
verbosity or pass extra flags instead.

Absolute directory name for Ansible VirtEngine-Waldur module |
Note that it should match location used by
ansible-waldur-module RPM package.

Ansible playbook image thumbnail size. It is rendered in
HomePort as part of Service store category selector.

VirtEngine-Waldur MasterMind REST API root URL used by An:
VirtEngine-Waldur module. It may be tweaked depending on int
network configuration.

Absolute path to private SSH key used by Ansible VirtEngine-W
module for initial virtual machine configuration. Please ensure
that all nodes with Celery workers use the same shared

private key for Ansible VirtEngine-Waldur module.

UUID of public key uploaded to VirtEngine-Waldur MasterMind.
public key and private key should belong to the same pair.

Please note that you should specify values for API_URL, PRIVATE_KEY_PATH, PUBLIC_KEY_UUID options. It is safe enough to leave other

options with default values.

Ansible playbook configuration



In order to upload Ansible playbook to VirtEngine-Waldur MasterMind, in top-level dropdown menu you should go to Applications VirtEngine-We
oks.

Then you should click on Add playbook button.

€% DASHBOARD LSERS ~ STRUCTURE ~ ACCOUNTING - FROVIDERS ~ AFFLICATIONS ~ SUPPORT ~ UTILITIES =
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Then you should specify name, description, image, playbook, its entry point, and playbook arguments.
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Please note that Ansible playbook should be uploaded as ZIP archive which contains YAML file.

There's only one requirement for archive - playbook file name in archive should match with entrypoint field.



When Ansible playbook is executed It receives following parameters:

Name Description

api_url Corresponds to WALDUR_ANSIBLE['API_URL'] configuration option.

access_token Access token for the user which has created application. Note that it is automatically refreshed when playbook is executed.
project_uuid Project UUID taken from service project link parameter required by REST API.

provider_uuid OpenStack Tenant provider UUID taken from service project link parameter required by REST API.

private_key path Corresponds to WALDUR_ANSIBLE['PRIVATE_KEY_PATH'] configuration option.
public_key_uuid  Corresponds to WALDUR_ANSIBLE['PUBLIC_KEY_UUID'] configuration option.
user_key_uuid UUID of SSH key specified by user in application provision form.

subnet_uuid UUID of OpenStack subnet. Please note that by default first subnet is taken.
Also VirtEngine-Waldur MasterMind server validates that selected OpenStack Tenant provider has at least one subnet.

All other extra parameters specified by staff via admin site are passed to Ansible playbook as well.

Example Ansible playbook

Here's an example Ansible playbook which allows you to provision PostgreSQL database server:

- hosts: I ocal host
connection: |ocal
t asks:
- nane: Create a CentOS server
regi ster: database server
wal dur _os_add_i nst ance:

api _url: "{{ api __url }}"
access_token: "{{ access_token }}"
ssh_key: "{{ public_key uuid }}"
project: "{{ project_uuid }}"
provider: "{{ provider_uuid }}"
security_groups: ["default', 'ping', 'ssh']
nane: VirtEngi ne- WAl dur
i mage: Cent OS
flavor: mL.little
subnet: "{{ subnet _uuid }}"
floating ip: auto
system vol unme_si ze: 30
data_vol une_size: 1
wait: true

- nane: Cet facts about the server (including its public v4 IP
addr ess)
set _fact: public_v4="{{ database_server.instance.external ips.0

I3

- nane: Add the server to our Ansible inventory
add_host:
host nane: "{{ public_v4 }}"



groups: sql
ansi bl e_ssh_user: centos
ansi bl e_ssh_private_key file: "{{ private_key path }}"

- nane: Wait for SSH ping

wait_for:
host: "{{ public_v4 }}"
port: 22
del ay: 10

- nane: Get key data
uri:
url: "{{ api __url }}keys/{{ user _key uuid }}/"
headers:
Aut hori zation: "Token {{ access_token }}"
regi ster: key_response

- nanme: Get public key
set _fact: public_key="{{ key_response.json. public_key }}

- hosts: sql
becone: True

t asks:

- nane: Update authorized keys
aut hori zed_key:
user: centos
state: present
key: "{{ hostvars.|ocal host.public_key }}"

- nane: Enable PostgreSQ 9.5 repository
yum
nane=htt ps:// downl oad. post gresql . org/ pub/ repos/ yuni 9. 5/ redhat / r hel - 7- x86
_ 64/ pgdg- cent 0s95- 9. 5- 2. noar ch. r pm st at e=pr esent

- nane: Install PostgreSQL server
yum name={{ item}}
with itens:
- postgresql 95-server
- python-psycopg2

- nane: Set up PostgreSQL server
command: /usr/ pgsql -9. 5/ bi n/ post gresql 95-setup initdb
creates=/var/lib/pgsql/9.5/datal/ pg_hba. conf

- nane: Enable and start PostgreSQ. server
servi ce: nanme=postgresql-9.5 state=started enabl ed=yes



- nane: Create databases
post gresql _db: nane={{ database nane }} encodi ng=utf8
becone: yes
becone_user: postgres

- nane: Create database users
post gresql _user: name={{ database_user }}



becone: yes
beconme_user: postgres

Expert request configuration

® Contract configuration
® Expert offerings configuration
® Contract form configuration
¢ Billing type configuration

® Custom templates configuration

Expert request is a custom offering which is designed to create a request for IT services from other organizations.

Name Description
REQUEST_PROJECT_LINK_TEMPLATE URL template for expert request details in the project workspace. It is used in the email
message. Default value
is https://lwww.example.com/#/projects/{project_uuid}/experts/{request_uuid}/
REQUEST_CUSTOMER_LINK_TEMPLATE URL template for expert request details in the organization workspace. It is used in the emalil
message. Default value is
https://www.example.com/#/organizations/{customer_uuid}/experts/{request_uuid}/
CURRENCY_NAME Currency name is used to render planned budget in the email message. Default value is EUR

SITE_NAME Site name is used in the email message. Default value is Example VirtEngine-Waldur Site

Contract configuration

Expert offerings configuration

Expert requests items are configured under CONTACT offerings configuration section using the same rules offerings configured, more
information on offering configuration can be found in the Request-based offerings section.

Contract form configuration

To extend expert request with more contract details a 'CONTRACT' section has to be configured in the WALDUR_EXPERT settings section. See
an example below.

" CONTRACT' : {
"offerings': { # a section can be enpty, but it nust be present
under CONTRACT confi g.
"expert _request _offering type': {

"label': 'Wbsite | andi ng page',

'category': 'Experts',

"description': 'Descriptive text explaining in 1-2 sentences
what service is about.',

"recurring_billing : False, # False if expert request
billing is project based, True if nonthly occurring.

"summary': ' A <s>plain</s> text or <b>HTM.</b> content to be
rendered under the title in the request-based itemformcreation."',

"article code': "', # article code is used for encoding
product category in accounting software

"product _code': "', # technical code used by accounting

sof twar e
"icon': 'fa-lock', # awesone icon to use



"image': "https://icons-storage-exanple.com, # a full url
of the inmage to be used instead of the icon.
"order': ['field_nane2', 'field_nanmel'],
"options': {
"field nanel': {
"type': 'integer',
"label': "Nunber of |egacy applications',
"default _value': 1,
"required' : True, # if field nmust be provided by a
user.
}
"field_nane2': {
"type': 'string',
"label': 'Estinmated deadline',
"hel p_text': 'Free formdescription when the project
needs to be done'
b
b
"options_overrides': {
' objectives': {
"default_value': 'The primary goal of the site is to
attract visitors to the site and to get
'service sales and bookings from

t hem'
H
"price': {
"default_val ue': 999,
H
"m | estones': {
"default_value': '<ul>
"<li>Content strategy</Ili>'
'<li>Design</li>
"<li>Technical inplenentation</li>
"<li>Content in English</li>
"<ful >,
H
"out _of scope': {
"default_value': '<ul>
"<li>Emai|l newsletter
tenplate</Ii>'
"<li>Newsl etter integration</li>
"<l >SEC/ |i >
"<ful >,
H
H
H
},
"order': ['objectives', 'nmilestones', 'terns-and-conditions'], #

order of contract tabs
"options': {



" objectives': {
"order': ['objectives', '"price'], # fields in the tab
"label': 'Oojectives', # label of the tab
"options': {
" objectives': {
"type': 'string',

"label': ' Cbjectives',
"required : True,
"default_value': '"This is an objective', # default
val ue of the field.
H
"price': {
"type': 'integer',
"label': 'Planned budget',
}

}
b
"m | estones': {

"order': ['mlestones'],

"label': 'MIestones',

"options': {

"mlestones': {
"type': "htnml _text', # html _text stands for rich
htm editor which stores htm as a plain text.

"label': "Ml estones',
"hel p_text': 'Defines project mlestones’
}
}
H
"terns-and-conditions': {
"order': ['contract_nethodol ogy', 'out_of_scope',
‘comon_tos'],
"label': 'Ternms and conditions',

"options': {
"contract _met hodol ogy': {
"type': 'string',
"label': 'Contract nethodol ogy',
H
"out _of scope': {
"type': 'string',
"label': "Qut of scope',
3
"comon_tos': {
"type': 'string',
"l abel': ' Common Ternms of Services',



An example of a contract form configuration:

Custom VPC B

Dptadls @

Maime *

Description
B Max storage, GB *
© Max RAM, GB *

0 Max vCPU *

Billing type configuration

Expert requests are automatically included into the monthly invoice and have 2 billing options: monthly recurring payments and project based
payment.

In order to specify billing type option set 'recurring_billing' option to True in the offering configuration section.

Custom templates configuration

To overwrite default templates you should put custom templates in /etc/waldur/templates directory.
In order to customize email message for new expert contract you should create the following files:

® /etc/waldur/templates/experts/contract_subject.txt - template for the email subject
® /etc/waldur/templates/experts/contract_message.txt - template for email body as text
® /etc/waldur/templates/experts/contract_message.html - template for email body as HTML

In order to customize email message for new expert request you should create the following files:

® /etc/waldur/templates/experts/new_request_subject.txt - template for the email subject
® /etc/waldur/templates/experts/new_request_message.txt - template for email body as text
® /etc/waldur/templates/experts/new_request_message.html - template for email body as HTML

In order to customize look & feel of the HTML-formatted message you should create the following file:

® /etc/waldur/templates/experts/style.css
Note that default templates are located in /usr/lib/python2.7/site-packages/waldur_mastermind/experts/templates/experts/ directory.
Note that all these files are optional. Therefore, you don't have to copy template for the email message if you only need to customize it subject.
Each of these templates receives access to the context data:

request is expert request object, it has name, state, type, milestones, objectives, etc.
customer_name refers to the name of the organization, which made this request
project_name refers to the name of the project, which made this request
currency_name is the copy of WALDUR_EXPERTS['CURRENCY_NAME' setting
site_name is the copy of WALDUR_EXPERTS['SITE_NAME']

Request-based offerings

® |ntroduction
® High-level idea



® OFFERINGS configuration structure
® Setup of customer configuration options
Type
Default
Label
Description
Category

® Help Text
® Example of creating a new request-based offering
® [ssue type configuration
® Accounting

Introduction

VirtEngine-Waldur supports configuration of offerings, which lead to creation of a new service request in Helpdesk for manual processing. Typically
needed for setting up and exposing over API offerings that cannot be automated or require offline negotiations.

Request-based offerings are disabled by default. In order to enable it, you should modify configuration variable as in the following example:

WALDUR_SUPPORT[ ' ENABLED | = True

Configuration of offerings is done in VirtEngine-Waldur MasterMind configuration file, under OFFERINGS section of WALDUR_SUPPORT configu

High-level idea
Provisioning an offering of the request-based type, will lead to creation of offering request model and a ticket in the Helpdesk backend with a

summary: '‘Request for '{Offering_label}'. 'Offering_label' is going to be taken from configuration of the offering, in particular from
‘offering_typelabel' section. If label is not present a name of the section will be used.

OFFERINGS configuration structure

As an example, let's configure an offering for Digital Transformation of existing applications into cloud-native ones. A block under 'OFFERINGS' s
ection would need to be added to the WALDUR_SUPPORT section:



WALDUR SUPPORT = {

' DEFAULT_OFFERI NG TYPE' : ' Servi ce Request',
" OFFERI NGS' @ {
"offering_type' : {

"label': "Digital transformation',
"prefill_name': True, # If True, nane would be pre-filled with
| abel in request creation form
"description': 'Descriptive text explaining in 1-2 sentences
what service is about',
'category': 'Security'
"price': 1024, # price per nonth in EUR
"summary': ' A <s>plain</s> text or <b>HTM.</b> content to be
rendered under the title in the request-based itemformcreation."',
"article_code': "', # article code is used for encoding product
category in accounting software
"product _code': '', # technical code used by accounting
sof t war e
"icon': 'fa-lock', # awesone icon to use
"image': 'https://icons-storage-exanmple.com, # a full url of
the inmage to be used instead of the icon.
"order': ['field_nanme2', 'field_nanel'],

"options': {
"field_nanel' : {

"type': 'integer',
"l abel': 'Nunber of |egacy applications',
"default': 10,

"mn': 1,

"max' . 20,

"required' : True, # if field nmust be provided by a
user.
},
"field_nane2': {
"type': 'string'
"label': '"Estinmated deadline'
"hel p_text': 'Free formdescription when the project needs
to be done'

H

Please note that article code and product code are optional fields. Maximum length of each field is 30 characters. If these fields are defined, they
are copied from configuration to newly created offering.

Each field configured in 'options' must be present in the ‘order' set otherwise an appropriate error will be raised.

There are 4 pre-defined fields: project, name, description and type. Specifying any of them in configuration may lead to unexpected behavior.



Project field has to be referenced in a request as a URL link.

Name allows to redefine label of the offering to be displayed in Service Store.
Description will be added to the end of the issue description if provided.

Type which defines an offering type and a configuration section to read from.

Setup of customer configuration options

Type

® integer - number, additional settings include
® min - minimal accepted value
® max - maximal accepted value
string - a string with limitation of 255 symbols.
text - a string with no length limitations. Considered to be default one and can be omitted.
html_text - a rich html editor which saves html in a plain text.
money - an integer which displays default currency and must be greater than or equals to 0. Perfectly fits for price fields.
boolean
select_openstack_tenant - allows to select one of the OpenStack.Tenants created in the same project. Passes back name and UUID.
select_string - allows to select one of pre-defined values. See also example configuration:

Example usage of select string field

Default
Default value to use if field has not been provided in request.

Label

Issue description. Considering configuration below a description of the issue will have the next format:

"Narme': "I T Transformation'

" Nurmber of |egacy applications' : '10'

"Estinmated deadline' : 'Deadline in My’

"Description': 'l would like to transformny applications into nore

cl oud- enabl ed’

Please notice that 'Description’ field is always placed on the bottom of the issue description.

Description

Extended description of the service offering displayed in Service Store selector.

Category

A category name of the service. Used for grouping of services in Service Store.

Help Text

A description of a field that will be displayed in the form near a corresponding field.

Example of creating a new request-based offering

For an offering configured as described above, the following API request would be accepted:

Sending POST request to the URL: https://waldur.example.com/api/offering/offering-name-used-in-URL/ with a body payload of:


https://waldur.example.com/api/offering/offering-name-used-in-URL/

{
"field nanmel': '10'
"field nane2': 'Deadline in May',

"project':

"https://wal dur. exanpl e. com api/ proj ects/00cf40c2-9332-42c4- bad3- 4f d965f
f21dc',

"nane': 'IT Transformation',

"description': 'l wuld like to transformmy applications into nore

cl oud- enabl ed. ',
"type': 'offering_type'
}

Issue type configuration

It is possible to configure a type of the issue by editing 'DEFAULT_OFFERING_TYPE' configuration. For instance, default type is configured to
'Service Request' as shown below:

WALDUR _SUPPORT = {

' DEFAULT_OFFERI NG TYPE' : ' Servi ce Request',
"OFFERINGS : { ... },

Default offering type is used as an issue type in a configured Helpdesk tool.

Accounting

A total price for a particular offering is calculated following unit pricing model (see below) and applicatble to the time when offering was in OK
status, i.e. available for the end-user for consumption.

Lifecycle of a typical offering lifecycle is as follows:

Offering types are configured by operator of VirtEngine-Waldur MasterMind.

User selects a service offering from a Service Store and submits a request. Request is created with a status of "Requested".
Operations fulfill the request.

A staff user defines pricing model used, e.g. "price per day", "per half month", "per month".

A staff user defines price of the offering and updates it in the administrative panel of MasterMind and sets offering state to OK.
Accounting starts from the moment of setting the state to OK.

Accounting ends with a staff user setting offering state to Terminated.

Created offerings can be browsed in Support HelpDesk Offerings menu.



PROVIDERS ~ SUPPORT ~ UTILITIES ~

HelpDesk * Comments
Issues
Offerings

Support users

Price can be updated by clicking on required offering and setting price in the form that shows up.

Change offering
Mame: basic x-tee server
Unit price: DE-T
Umit: Per day =
Type: xtee server 1
Issue; RT-168: Request for ‘Turvaserver pakett 1 (218.50 EUR/month)” » x
Project: testing123 | Generic TST Org § x
State: Terminated ¥
Product code: 201THITS
Article code; 3230212
Cookie policy

VirtEngine-Waldur can save data about the user in a browser. The following are cases when data is stored in HomePort:

. Saving of the latest view point of the user.

. Saving redirect information, i.e. where to forward from a certain state.

. Saving which authentication method was used by user for logging in.

Saving user session token.

Saving user language preference.

. To see latest state about all cases in the code where saving of data is done, please visit: https://github.com/virtengine/waldur-homeport/s
earch?qg=localstorage&unscoped_qg=localstorage

oA wWNPE

For MasterMind cases are:

1. Saving authentication token (cookie) when a user logs into /admin management interface.

User Guide


https://github.com/opennode/waldur-homeport/search?q=localstorage&unscoped_q=localstorage
https://github.com/opennode/waldur-homeport/search?q=localstorage&unscoped_q=localstorage

Audit Log

Introduction

Audit logs describe events occurred in organizations, projects and resources. They allow users to track actions performed on any of these entities.
For example, project managers can track what users were assigned a role in their project or check what resources were recently created. Audit
logs are categorised into three main groups: organization audit logs, project audit logs and resource audit logs. These groups are described in
details below.

Organization audit logs

Organization audit logs can be accessed by its owners, and they provide information about events occurred within the organization. The
organization owners can see any events occurred within the organization, including audit logs for projects and resources. For example,
organization owner can see what projects were created in the organization. To access organization audit logs, user must have owner role in the
organization, select organization workspace (see HomePort Workspaces) and click on Audi t | ogs button in the navigation panel:

Ll Analytics

£\ Audit logs

© Issues

The resulting page allows to perform following actions:

* Including/excluding groups of events in the list by clicking on these buttons:

Organization events  Project events = Resource events

Show 10 & entries
® Regulating number of log entries per page:

Search
® Search for a specific log entry:

& Export as -
® Export displayed list of log entries in specific format:

@ Event types

® Check what kind of events system currently supports:

' Refresh
® Refresh the list of log entries:

® Navigate through pages:

Each log entry includes message, timestamp when the log entry was created and Det ai | s button:

Organization ActiveSys has been updated. 2017-04-05 14:40 Details

By clicking on the Det ai | s button user can get more information about the log entry:



Event details

Timestamp 2017-04-05 14:40

User Tomy Branko

IP address 88.195.158.44

Importance Normal

Event type customer_update_succeeded
Organization ActiveSys

Message Customer ActiveSys has been updated.

Cancel

The log entry details usually contain involved project, organization, resources, the user who triggered the action and other information.

Project audit logs

Project audit logs can be accessed by its managers, administrators and support. They provide information about events occurred within projects.
For example, users can check what roles to what users were assigned in the project. The entries occurred in the list are filtered according to the

user role in a project. In addition, the user can include/exclude resource event logs in the list. To access project audit logs, user must have role in
the project, select project workspace (see HomePort Workspaces) and click on Audi t | ogs button in the navigation panel similarly to what was

described in "Organization audit logs" section.

Resource audit logs

Resource audit logs can be accessed by any user that has access to the project. They provide information about resource events. For example,
users can check what operations were performed on the resource. To access resource audit logs following steps should be performed:

1. Select project workspace (see HomePort Workspaces)

2. Goto Resour ces <Resource type> (e.g. Vi rtual machi nes) in navigation panel
3. Select resource from the list by clicking on its name

Audit log

4. Select Audi t | og tab:

Azure provider management

Introduction

An azure provider represents a cloud service and uses a storage account with the same name under the hood. Usage of multiple storage
accounts in one cloud service is not supported at the moment. Resources that have to be managed in different accounts have to be created under

different cloud services and represented as new Azure providers in VirtEngine-Waldur.

Resource management is focused on Azure Virtual Machine management.



On Azure provider management user is asked to provide (see picture below):

® Azure subscription ID
® A private X.509 certificate in PEM format
® Cloud service hame to be used for resource management

Create provider
Organization workspace | Create provider
Provider type == Azure -

@ How to obtain credentials

Provider name AZure

Subscription ID *

 the | of GLUD
Private certificate file * Mone
x50 ate n JPEN

Cloud service name *

Location Central US

Azure reghon where to provision resources {default “Centra

us=)

Mot all required fields have been entered.

Cancel

* For more info on how to configure a certificate file please follow "How to obtain credentials" link under provider type selectbox on provider
creation page.

RDP access

You can access Windows servers which provider RDP access by downloading a configuration file from virtual machine details view.
Azure VirtualMachine Actions =

LITTTT  RUNNING | Summary:  Windows Server 2008 R2, 1 vCPU, 20 GB RAM, 70
GE storage
Access:  40.69.50.161
Internal IP:  100,110,120.7%
External IP:  40.69.60.161
ROP credentials:  VMAS rdp

Provider: Azure
Created: 17 hours ago, 2017-08-16 1819
uwiD: 02Bed51cbh28447c88182a1847fbbbaba
Backend IDv  VMAT

SSH access

SSH port is displayed on Virtual Machine details if access is provided by SSH. You can use username and password provided on Virtual Machine
creation phase.



Azure VirtualMachine

I RUNNING | Access: 13.79.240.123

Provider: Azure Internal IP:  100.78.150.128
Created: 4 minutes ago, 2017-08-17 15117 External IP: 13.79.240,123
UUID: a566571b766e41a2b489f772b83cffb8 S5H Port: 22
Backend ID: VM18 Username: tamatsyk
Summary: Ubuntu Server 12.04.5-LTS DAILY, 1 vCPU, 768 Password: @ %ok

MB RAM, 20 GB storage

FreelPA

VirtEngine-Waldur HomePort allows you to manage FreelPA account for your user and specify quota for organization and project.

Create FreelPA account

1. In order to create FreelPA account for your user please switch to user workspace.
. Then click on FreelPA account link in sidebar menu.
. Then enter username for your new account. By default your username is used as username for FreelPA account.
Note, however, that there are several restrictions for username imposed by the Linux operating system:
a. Username can contain Latin letters, numbers, dashes, underscores and periods only.
b. Username contains mandatory prefix.
¢. Maximum username length is 32 characters.
4. Then read and accept Terms of service and click Create button.

w N

Username waldur_  admin

Please select a username that you will use for login into the Linux systems.

| accept the £ Terms of Service

Manage FreelPA account

After you have created FreelPA account you may see your username, date when Terms of service have been accepted.

Also you may enable or disable account, or schedule SSH keys synchronization.

Username: waldur_admin

Terms of Service have been accepted on 2017-06-09 20:11

< Sync profile




Set FreelPA batch processing quota for organization and project

In order to create FreelPA account for organization please switch to organization workspace.
. Then click on Manage link in sidebar menu.

By default organization doesn't have FreelPA group quota limit (it quota limit is -1).

. Then click on Set limit button and enter quota value.

. Then you should click on Update button.

AWM R

Policies

FreelPA group quota

Unlimited Set limit

Cost threshold ©

0 €

@ Estimated cost for current month: €17,570.64

Disable provisioning when threshold is reached.

Note
FreelPA group is created automatically by backend processing task whenever organization or project is created, updated or removed.

FreelPA group user and group membership records are propagated by backend processing task.

Changes for quota value are not applied immediately on backend. In fact, it takes some time, usually 10-15 minutes, in order to
propagate quota value.

HomePort Workspaces

Introduction
VirtEngine-Waldur HomePort is a self-service aimed to satisfy needs of users in different roles. Roles are connected to a particular structural unit ti

a context. For example, Organisation X owner or Project Y system administrator. There are several workspaces available in HomePort described
below.

Organization workspace



Organization workspace allows to manage projects, subscriptions to resource providers and teams. It is also intended to provide summary,
accounting and auditing information regarding organization, projects and providers. To be able to access Organization workspace, you need to
have a role of staff or organization owner. Access is done via a selector in the top section of the user interface.

£ Waldur

Dashboard

% Organization dashboard Dashboard

llja Livenson

Project workspace

Project workspace provide tools and information required for day-to-day work and oversight over the managed IT infrastructure. Access is done
through the selector on top.

User workspace

User workspace is a personal account management space. Allows to configure notifications, SSH keys, update personal data. Access is done by
clicking on user avatar and selecting one of the menus.

Support workspace
Support workspace is dedicated to management of interactions with helpdesk. Support workspace can be enabled by clicking on the "Support"
menu in the header row of the HomePort user interface.

OpenStack Instance management

Introduction

OpenStack Instance is one of the main resources that OpenStack Tenant provider can produce. It corresponds to a classical VM creation in the
environment defined by OpenStack Tenant. VirtEngine-Waldur defines a certain model of VM instance creation forcing best practices for instance
deployment and management.

Instance creation
Instance can be created via a Service Store by selecting a "laaS > Virtual machines" category and picking one of the OpenStack providers. A
form will be presented (an example is shown below) that needs to be filled to create an instance. Once the form is submitted, flow for VM creation

will start. Please note, that VirtEngine-Waldur is enforcing on creating both System (immutable post-creation) and data volumes. This allows to hax
persistent VMs and to perform volume-based backups / DR replication without additional means.

Instance modification

To see details and modify a VM, please select it from the list of VMs, which is accessible from the Project workspace menu:



f Resources

& Virtual machines

& Pr

From the list of VMs you can either perform quick actions using the "Actions" menu, or go into details of a VM and have a more fine-grained set of
actions / VM data.

show  q1p v entries Search: L Exportas = <4 Add virtual machine & Refresh
Showing 1 to 3 of 3 entries

Mame Provider State Internal IP External IP Actions

.n. test-ilja-12-26 21 10.30.201 .4

restored-instance-1701 test-vpc-12-1-2017 m 192.168.42.12 10.30.201.133 .
.n. a =\ LU . . I LS. ] Actions =
B testilja-1601 test-vpe-13-1-2017 [ acTive |

Actions =

The list of supported actions is dynamic, but the main actions include:

lifecycle operations (stop/start/restart/deletion)
Flavor change / resize

Setting / updating security groups

Setting / updating floating IPs

Backup management

VirtEngine-Waldur provides a custom way for performing quick backups of volume-based VMs by using snapshotting strategy. To create a backup
"Actions" menu of an Instance. You can see existing backups in the backup tab. To restore a backup (creates a new VM), select it from the
backup's action menu.



OpensStack Instance

State: SHUTOFF
Provider: test-vpc-13-1-2017

Created: aday ago, 2017-01-17 00

UUID:  1524389f852e40228a41b81ba55698de
Backend ID: 1d13dd4e-750d-4b9d-8099-735e432c94f2

sSummary: Ubuntu 12.04 x86_64, 1 vCPU, 512 MB memaory
Backups
Showing 1 to1 of 1 entries
Mame Description Keep until
O backup#2 MNFA,

OpenStack Storage Management

® Introduction
® \olume creation
® Create a volume
® Volume modification
® Extend volume
L ® Detach volume
® Attach volume
® Snapshot creation
® Immediate snapshot creation
® Snapshot schedule creation

Introduction

ACtions «

Access:  10.30.201.133
Internal IP:  192.168.42.12
External IP; 10.20.201.133
Security groups:  rdp, default @
Uptime: 3 minutes

& Exportas~ ¥ Refresh

State Actions

m Actions =

OpenStack Storage is a resource that is automatically produced by managing OpenStack Instances. VirtEngine-Waldur represents OpenStack res
Volumes and Snapshots, both of which can be considered as resources stored on a physical device.

Volume creation

Volume is automatically created by provisioning an OpenStack Instance. VirtEngine-Waldur produces two volumes on instance creation, one for sy
another one for data. You can configure a size of each volume at virtual machine creation step by settings System volume and Data volume siz
es. Minimum system volume size depends on the image of desired operation system to be installed.



Configure OpenStack Instance

Provider Tenamnt #45

VM narme *

Image * Show choices =

Flavor * Show cholces =
Systemn volume size * 1 GB
Data volume size * 1 GB

After virtual machine is provisioned you will be able to find created volumes under Storage item menu.

Resources

== Virtual machines 3]
& Private clouds 4]

! Applications (o]

& Storage e

Requ

On the list of volumes you can see an instance volumes are attached to, go to volume details by clicking on volume's name or perform quick
actions on it.

n Instance #45_1-data Tenant #45 |

= = 2 -
1GB nstance #45_1 Actions =

n Instance #45_1-system Tenant #45 | GB nstance #45 1

Actions =

The full list of actions includes:

Attach/Detach volume to/from instance;
Update name and description;

Extend volume size;

Destroy volume;

TBA

Create a volume

There are 2 ways to order a volume - from a Service store or from a Storage item menu under Resource group.



=  Service store

£ Resources

= Virtual machines

& Private clouds

&0 Applications

&£ Storage

To add a volume for a Service Store select a Block Storage item.

Service store

laas

. Private clouds

Purchaze bulk resource as Vimual Private Select
Clauds [VPC).

B Block storage

Provision persistent storage volumes in Colpet
available Providers.

To order a volume from a Storage menu by click on the Add Volumes button.

& Exportas~ +Iimportvolumes |+ Add volumes 9 Openmap & Refresh
Show 10 ¥ entries
Search

Showing 1 to 3 of 3 entries

Mame Size Actions
—

@ & § Attach volume 2GB P
| Actions

0 ™9 ncrance #59 1-data 16GR .

Select a volume provider and a volume creation form will be opened. Fill all required fields to order a volume.



Create OpenStack Volume

Provider Tenant #59 [TM]

Volume name * My new volume
Size 20 GB
Description
P
Cancel ™ Purchase

When you finished filling the appeared form please check a summary of your order, it displays options of the volume you selected and price of the
item. In order to purchase the volume an overall OpenStack Tenant storage should not exceeds its quota.

Checkout summary

Note that this volume is
charged as part of Tenant #59

[TM] package.
Volume My new
name volume
Storage 1 GB

Price per €0.31
day

Price per €9.22
month

Invoiced to  Taras Matsyk

Project OpenStack
Project

Volume modification

VirtEngine-Waldur simplifies volume management by providing an easy way to extend, attach, detach or destroy managed volumes.



Extend volume

To extend a volume please detach it from the current instance, select a Detach action under Actions list and put new volume size in GB into
appeared form.

Extend Open5tack volume

Volume name: Instance #45_1-data
Current size: 1 GB

2 :IGE

Detach volume

To detach volume select click on Detach item under Action menu. After volume is detached it will not longer be associated with an instance as
shown on the picture below.

IN-USE 1GB Instance #47_1 Actions =

AVAILABLE 1GE - Actions =

Please keep in mind that it is not possible to detach system volume.

Attach volume

To attach a volume find a volume that is not attached yet and has Available state. Select Attach action and select available instance to attach the
volume to it.

Attach Instance #45 1-data

Instance *

v Select an option H
Instance #45_1

Device @



Snapshot creation

To create a snapshot select a volume to create a snapshot from and open volume details.
There 2 ways to create a snapshot:

= Create a snapshot immediately;
® Create a snapshot on a schedule;

Immediate snapshot creation

To trigger snapshot creation immediately click on Create button under Snapshots tab. Click submit button after snapshot name and description
are filled.

OpenStack Volume

Stave: UEV- Backend ID: 5231 cde. 1 G6C-438T-Bd .87
Provider: Tenant 48 Sive: 1 GB
Creatad: Attached bo; stance #48, 1
UmiD:  493h728eacshalid Devioe:
Smapshois
Shews 10 $ entries Search L Exportas= 4 Create
Shenwing 0 to 0 ol O entries
Marme Provider State Aetions

There 3 main actions that can be performed on a snapshot: deletion, editing and volume restoration. Each of actions are listed under Actions dro
pdown next to the snapshot.

Snapshot schedule creation
Snapshot creation can also be delayed or created on a regular basis by using a snapshot schedule feature. To schedule a snapshot go to a Snap

shot Schedules tab and click on Create button. Do not worry, it will not trigger a snapshot creation process as each snapshot schedule has to be
activated from Actions menu on a schedule.



Create snapshot schedule for OpenStack volume Instance #48_1-data

MName *

New snapshot schedule

Description

This is a test snapshot schedule

Retention time * @

3

Timezone

E:_l'c-|‘;|}|'T.JII rin -

Maximal number of resources *

10

Schedule *

Ak

Ewery:  Month

aw
=]
ik

on the 3rd s at] 3

Form parameters are described in the table below.

Parameters Name Description

Name Name of the snapshot

Description Description of the snapshot

Retention time Time to keep the snapshot in days. Set O to keep forever.

Timezone A snapshot timezone

Maximum number of resources Maximum number of snapshots to be created, for instance, 10 means, only 10 snapshots are going to be
taken.

Schedule Time to trigger a snapshot creation task

OpenStack Tenant management

Introduction

Private cloud creation
Private cloud modifications
Private cloud deletion
Request direct access

Introduction

OpenStack Tenant is a main resource provided by OpenStack. Tenant is a set of resources like virtual machine, network, storages etc. VirtEngine-
represents OpenStack Tenant as a private cloud.

Please note, that depending on configuration, virtual private cloud management could be unavailable.



Private cloud creation

All private clouds can be found under Resources menu item. To create a cloud click on Add private cloud button and select a private cloud

provider, an OpenStack settings in our case.

Select provider

OpenStack settings

openstack

Click Select and fill in a private cloud form. Please make sure that you selected a right VPC package, which shows quotas available for a new
resource and its price. Hit Purchase and wait for cloud creation. After tenant is created you can find in a list of private clouds under Resources m

enu.

Private clouds

Project dashboard Private clouds

Show 10 4 entries Search

Showing 1 to 2 of 2 entries

Name Provider

ﬂ_ Tenant #49 DpenStack settings

u Tenant #48 Open5tack settings

Private cloud modifications

& Exportas + < Import private cloud

State

It is possible to change quotas of tenant resources by changing a VPC package. To change the package select Change VPC package on the Ac
tions dropdown. You will be presented with a list of available VPC packages. Select the one you need and click Submit button.



Change VPC package

Tenant name: Tenant #48

Current VPC package: Tenant VPC template / Medium (10 vCPU, 5 GB RAM, 50 GE storage)

New VPC package:
VPC package Category Max vCPU Max RAM Max storage 1 day 1 month 1year
© Extended package small 12 10 GB 20GB €1.00 €30.00 €365.00

Private cloud deletion

To delete a private cloud simply select and confirm a Destroy action on the Actions dropdown near the cloud you want to be deleted.

Request direct access

To request tenant credentials select a Request direct access action on the Actions dropdown and fill in all required fields to create a support
ticket with the request.

Request direct access to Open Stack Tenant

Organization: M.L3

Projece: OpenSiick Propct
Resource: VPE #1 [TM™]
Request typse: Sendace Request

Dieriptian

Request direct access is only available if tenant credentials are not available due to system configuration.

If request direct access is available and support functionality is not, the only way to get tenant credentials is to send an email with a
tenant identification and a reason to support.

Organization management in HomePort

Introduction

Details

Remove organization
Manage organization policies

Introduction

In VirtEngine-Waldur organization is a main structural unit. In order to switch to organization workspace please use workspace selector.

In organization workspace you can manage projects, providers, users, analyze resource usage.

Permissions



Role Permissions

Global support Read-only access to any organization.
Organization support = Read-only access to managed organization.
Organization owner Read-write access to owner organization.

Staff Read-write access to any organization.

Details

In order to manage organization itself, you should click on Manage link in a sidebar of a organization workspace.

Manage organization

Organization dashboard / Manage organization

Organization details

Name: Alice Lebowski

Payment details

Company: LebowskiInc.
Address: Test address
Country: Estonia
Email: activesys@gmail.com
Postal: 12345
Phone: (+372) 666 6666
Bank: Pank
Account: Z12Q1235
Default tax percent: 0.00

Note that payment details may not be present and currently only staff can modify them via admin site.

Remove organization



Organization actions

You can remove this organization by pressing the button

1l Remove organization

Note that depending on deployment settings, user permissions, this feature may be disabled.

Note that If organization contains projects, they should be removed first.

Manage organization policies
Policies

Cost threshold @ 0 €

Estimated cost for current month: €243,435.56

Disable provisioning when threshold is reached.

In policies section you may get price estimation for the current month, set cost threshold, and disable provisioning when threshold is reached.

Profile Management

Introduction
Manage user profile
Audit logs
SSH Keys
Dashboard
Notifications
® Create notification

Introduction

VirtEngine-Waldur provides a rich variety of profile management options like event notifications, logs audit, profile and AP| access management.

Manage user profile

To edit an information about current user or manage its API credentials enter Manage section.

If you use an API to communicate with VirtEngine-Waldur here you can get an access token and set its lifetime.



current API tﬂkl!ﬂ AEERER AR R AR R R R RN AR R {!}

API token lifetime © 1h :

Terms of Service have been accepted on 2016-12-30 12:58

Update profile Remove profile

Audit logs

Audit logs is a place where user can browse, search through logs, export them to various of formats and get an explanation of logs type.

Click Details to see an event information.

Event details

Tirmestamp 2016-12-Z8 13:59

User Taras Matsyk

IP address IAB2ETN9
Importance Normal

Evnt type user_update_succeeded

Meccage User bdSad224a88844cEbalc96bdedital has been updated.

Cancel

SSH Keys

A menu to manage your SSH keys.

To add a new key click on the Add SSH key button and specify an SSH name and a public key.

Add SSH key

User dashiboard Add 55H key

iy M Pubdic 55H [Device 1)
6 Public kay atmikjnZsol i1 QraTivigSsbo
KrRFgwr«MTOes infolopennodedoud com L

Dashboard

The most used panel on a user management menu. Aggregates organizations, projects managed by user and the most recent logs preview. Each
widget supports export to CVS, Excel, PDF and allows to copy or print data from it.



User dashboard

Owned organizations Managed projects
Showing 1101 of 1 entries & Exportas = & Refresh showing 1 to 2 of 2 entries & Export as = & Refresh
Organization name Owner Project name Organization Role
M.LB. o OpenStack Project M.I.B. manager
1 Amazon project M.1B. manager

1

Please note, that this Dashboard is different one from the Dashboard user sees when he selects an organization and a project.

Notifications

Notification menu is intended for listing of existing notifications or creation of new one. Here a notification can be created, modified or removed.
Export of configured notifications is available as usual.

Notifications

User dashboard Motifications
Show 10 & entries Search & Exportas » < Add notification £ Refresh

Showing 1 to 1 of 1 entries

State Method Destination Events Actions

] Email tamatsyk@gmail.com Support events, Users events #Edit | @ Remove

Click Edit to update a notification or Remove to delete a notification.

Create notification

To create a new notification click on Add notification button and select a type of notification. Select an email tab if you are willing to be notified
through an email or you can also configure an API endpoint to be listening to VirtEngine-Waldur notifications. Each natification has a question marl
the right side, drag your mouse over it to see a list of all available events under selected category. Click Create to submit new notification.



Create natification

EEmaill % Webhook

info@opennodedoud.com

Crganizations events
FrGiOEt Sty
Packages events

Progecis events

Bl s5H events

ents

B3 Support e

B users everns

T _PorvDine,

USer_ uedie_Sctuiring
e panmwend pplatnd,
role_granted,
auth_fogin_iafied_with_Lsenmams,
mth_legped_in_with_usemarss,
t logged ot
Bl Ry Cpdption manonacioc,
usar_foken_etime_updated,
[ = T
syl Eraation St
W Cirhon pucTenced,
A cacthabed, e mctrabed

Project Management

Project permissions
View projects
Add new project
Manage project
® Project details
® Project policies
® Associate projects with a cloud based provider

In VirtEngine-Waldur project is a main structural unit. Each organization consists of projects and each resource belongs to project.

Project permissions

Note that available permissions depend on user role within organization and project.

Role Permissions

Staff Can manage (create, update, remove) projects in any organization.

Organization owner  Can manage (create, update, remove) projects only in owned organization.

Organization support  Can view projects only in supported organization.

Project manager Can view only managed projects.

System administrator Can view only administrated projects.

In order to manage project permissions you should click on "Team" link in a sidebar of a project workspace.

View projects

1. In order to view available organization and projects you should click "Select workspace" button.
2. If there are a lot of organizations or projects available, you can filter them by name.

Note that project list is filtered by currently selected organization.
3. In order to switch to the project you should click "Select" button.



Select workspace

Organizations (1) Projects (1) + Add new project
Q nizat Q

Lebowski Ltd, Development project Salact

Go to my profile Cancel

Staff, organization owner, organization support can also list projects in organization workspace.

Prigens

Mame Desiriplion Creation date L Wi dgge PFrivabe cloudi.

Add new project

In order to create a new project you should click on "Add project" button either in "Select workspace" dialog or in projects list in the organization
workspace.



Froje<t name

Cemificstioss O

Note

"Add project" button is concealed for organization support, project manager and system administrator.

"Add project" button may be disabled if project quota usage has reached its limit. In this case a tooltip is shown.
Project name is mandatory, description and certifications are optional.

After project is created you're redirected to a project list page.

Manage project

To manage a project you should click on Manage button in a projects list item in organization workspace.
Project details dialog contains two tabs: General and Policies.
Note
® Staff and organization owner are allowed to change project name, description, project policies and remove a project
completely.

® Support user is allowed only to view project details without modifying it.
® Only empty project can be deleted. Otherwise, if project has any resources, they should be deleted first.

Project details

General tab allows to edit project name and description.



Project details

General
Project name taas

Description

Update project details

Project policies

There are several project policies available:

® Required certifications - allows to specify provider certification required by this project. For example, 1ISO27001.
Note that available certifications should be specified beforehand by staff via admin site.

® Cost threshold - allows to specify upper bound of monthly resource cost provisioned from shared providers.
Here you may find also estimated cost for current month.

Project details

Paolicies

Required certifications @ 0200 ISKE L

Cost threshald @ 30000 £

Disable provisioning when threshold is reached.

OK

In order to update policies please click on Update policies button.

Associate projects with provider

To associate a project with a provider, please follow these steps:

. Switch to providers tab by clicking on Providers item in sidebar menu.

. Select provider and click on Details button, wait for modal dialog to appear.
. In modal dialog switch to Projects tab.

. Select projects allowed to be used in this provider and click Save.

A WNBE


https://en.wikipedia.org/wiki/ISO/IEC_27001:2013

Provider details

Details Settings Quotas Projects Prices

Please select projects where usage of the provider is permitted.

OpenStack Project

Project X

Associate projects with a cloud based provider

For cloud based providers like DigitalOcean, Amazon AWS or OpenStack Tenant a provider project association tab allows to set quotas per
provider project association (link).

Details Settings Quotas Projects Prices

Please select projects where usage of the provider is permitted.

Permitted Project name RAM limit GB CPU limit Storage limit GB
] OpenStack
[1] 3 25
Project 9
Oused A 4 used 20 GB used

B S ——
8 o

[} Project X @ o0 & o

0 used 0 wsed 0 used

It is not required to set a quota limit for all resources, hit a checkbox near quota to set/unset quota limit.

Mo quota set GB

If new quota exceeds usage a natification icon is going to appear.



CPU limit

Cuota usage axceeds limit.
A 4 used

Provider management

® Introduction

® Automatically created providers

® Provider creation
® Provider modifications

® Associate with projects

® Update settings
® Provider deletion

Introduction

VirtEngine-Waldur provides an ability to combine different resource providers like OpenStack, Amazon, DigitalOcean etc. Each of this services is ri

as a provider and can be found under Providers menu item.

Automatically created providers

Except services as providers every main resource provided by a service is considered to be a provider itself, for instance an OpenStack Tenant is
a provider because it provides private resources to configured group of users and, as a resource, OpenStack Tenant is created from the
OpenStack provider, a concrete OpenStack system instance. All such providers are created and registered automatically.

Provider creation

To create a provider go to Providers menu and click Add provider button. Depending on a type of provider you will have to fill different set of
configuration data. For instance, DigitalOcean provider requires only an Access Token when an OpenStack provider needs much more

information to provide its services. Please find a few examples below.

Create provider

Organization dashboard

Provider type

Provider name

Access token *

Create pravider

% DigitalOcean
0 How to obtain credentials

DigitalOcean

Mot all required fields have been entered.

Cancel



Create provider

Organization dashboard / Create provider

Provider type ‘Er Amazon ki

© How to obitain credentlals

Provider name Amazon
Access key ID* jeff_bezos
Secret access key * wrnnes -

Add provider Cancel

Please note, that depending on configuration, provider creation may be available to staff users only.

Provider modifications

Associate with projects

To change a list of associated projects click Details on the provider, go to Projects tab, select all projects you want to associated with current
provider and click Save.

Provider details

Details Settings Quotas Projects Prices
Please select projects where usage of the provider is permitted,

B openstack Project

Project X

Update settings

To update provider settings go to provider Details, select Settings tab and update required fields.



Provider details

Settings
Mame OpenStack settings
APl URL hetpfmycloud.com:5000/3
Username ad mi:‘i
Password

Please note, that depending on configuration, provider settings may be concealed.

Provider deletion

To delete a provider simply select Remove button.

Please note that provided configured by an administrator and marked as shared cannot be removed.

Please note, that depending on configuration, provider removal could be available to staff users only.
Reporting

Resource usage report

Resource usage report allows you to get an overall overview of the provisioned resources split by project and resource type (virtual machines,
private clouds, block devices).

In order to navigate to "Resource usage report" page you should follow these steps:

1. (Optional) Switch to the organization workspace using workspace selector at the top navigation bar.
2. In sidebar menu click on "Analytics" and then "Resource usage".
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Note
® Users with roles other than organization owners, global support and staff are not allowed to view this page.
® |f there are no resources corresponding to some resource type or project it is not displayed in usage report.

® Quotas and historical queries
= Support for aggregated metrics on organsiation and project levels

Request-based items

® Overview
® Report
® Updating report

Overview

Request-based items are service offerings that are delivered through an offline process. They allow to quickly expose service offerings without
performing in-depth API integration.

Requested resources can be seen under "Resources > Requests" menu in Project workspace.

Report

An operator might provide additional details for the requested service, for example connection details or other metadata. Details will be available
for users that have access to the project.

If available, it is possible to see it from HomePort by clicking on the "Show report" button in the right part of the screen.



Report details

Updating report

Updating the report requires staff role. To update a report of a requested service:

1. Getits UUID (e.g. from HomePort's URL).
2. Execute a PUT call to the resource URL providing report content as a structured JSON dictionary. The top-level key values will be
rendered as titles of the blocks and values will be displayed in pre-formatted fashion in the block.

Roles

$ http -v PUT

htt ps://wal dur. exanpl e. contf api / support-of ferings/ 73db2edf 0278471599
8cb477c74bc898/ Aut hori zation: " Token

6f 3ab8c2ab91210f aea96b23f 0585a765e5f 42f d" nanme=sane_nane
report:="{"nanme": "john", "age": 10 }'

® Introduction
® Permissions management via admin site

Global roles management
Organization permissions management
Project permissions management

® Permissions management via VirtEngine-Waldur HomePort

View current user role

List organization users

Edit organization roles
Invite new users

List revoked permissions
Manage project permissions

Introduction

There are two main structural units in VirtEngine-Waldur: organizations and projects.
Usually, each organization has multiple projects, and each project owns resources.

Users are connected to the organizations and projects through roles. Each user may have several roles.
Role-Based Access Control enables granular permission management to resources for specific organizations and projects.

Role

Staff

Permissions

Can manage anything.



Global support Has read-only access to all organizations, projects and resources.

Organization owner ~ Can manage users, projects and resources only in owned organization.

Organization support Has read-only access to all users, projects and resources in a supported organization.
Project manager Can manage his project.

System administrator Can manage only resources in his project.

Note that there are several configuration options which allow to enable or disable particular actions depending on user role.

Permissions management via admin site

Global roles management

In order to manage global user roles, you should log into admin site, and click on menu Structure Users.

Then in Permissions section you may grant user staff or global support role.

Permissions

¥ Active

Designates whether this user should be treated as active. Unselect this instead of deleting accounts.

[ staff status

Designates whether the user can log into this admin site.

L) Superuser status

Designates that this user has all permissions without explicitly assigning them

L) Support status

Designates whether the user is a global support user.

Note that global roles management is available only to staff user and only via admin site.

Organization permissions management

To manage organization permissions as a staff user please follow these instructions:

1. Click on menu Structure Organizations and select organization.
2. Grant or revoke permissions by moving users between Available Owners and Chosen Owners lists in Owners section.
3. Click on Save button to apply changes.



Crwyrers Available Owners &
Dan
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Alice

Bob
Charlie

Choose all & G Remove all

Project permissions management

To manage project roles please follow these instructions:
1. Click on menu Structure Projects and select project.
2. Grant or revoke permissions by moving users in Admins, Managers and Support users sections.
3. Click on Save button to apply changes.

Note that currently expiration time and permissions log feature is not available via admin site. These features are available in VirtEngine-Waldur Hc
only.

Permissions management via VirtEngine-Waldur HomePort

View current user role

The current user role is displayed in User management page in VirtEngine-Waldur HomePort.

In order to view it, please switch to user workspace and then click on Manage link on the sidebar.

Manage

Full name * Dan Lebowsk

E-rrian] * dan@lebowski.com

Registration method

User status Tegular

List organization users

To manage organization permissions please follow these instructions:

1. Log into VirtEngine-Waldur HomePort as an organization owner or staff.

2. Select an organization, and switch to workspace by clicking on Select workspace button.
3. Click on Team link in the sidebar menu.



Team

Organization dashibo. Team
Users
Show  1p v entries Search & Exportas~ &3 Refresh
Shimwing 1102 of 2 entr
Member E-rail Owmner  Project manager in: System administrator in: Actions
Alice Lebowsk abce@examplecom v Mo projects ane assigned to this role. Mo projects are assigned to this rols ® Details A Edit B Remove
Dan Lebawski dari@lebowski.com v Mo projects ane assigned 1o this role. Ko projecs are assigned Lo this role. & Detail  #Edit W Bemove

As you can see Team management page consists of three tabs: Users, Invitations and Permission log.

Edit organization roles
Users tab lists all users which have access to the organization, including organization owners, project managers, and system administrators.

It also allows to view user details, grant or revoke organization owner role to existing users, and manage user roles for projects within the
organization.

Edit team member

User alice Lebowski

# Organization owner

Crganization owner role expires on

Projects list
Project name Role Expiration time
r:ln*'-.'r-!n||r|1|_-|'|l praject Select an optian v FtEr chale m

Select an option
System administrator

Froject manager

Cancel

Invite new users

Invitations tab lists all invitations, and allows to create a new invitation, cancel or resend pending invitation.
Note that you can't directly assign organization roles in VirtEngine-Waldur HomePort. Instead, you should create an invitation first.

Only when the invitation is accepted by the user, the role is actually granted.



Invite user

E-mail *

Civil number

Rale

aa Drt;ur'l.-}l:lr_:ll OWTIEF ' Pr aject manager iE 5:.'5:4_‘111 administrator

Project *

Select project

Development project

m e

List revoked permissions

Note that each permission may have an expiration time. When permission is revoked, it's moved to log so that you may identify who had access

to resources at the particular point of time.
Permission log tab lists all permissions, which has been previously revoked.

nication dashboard Team

Permissions log

10 v . & Ex =
wir
iser User email Role Created Expiration thme
IS W a8 1
B 5 L ]
W a8 1

bowski charlie@example.corr

Manage project permissions

To manage organization permissions please follow these instructions:

1. Log into VirtEngine-Waldur HomePort as an organization owner, project manager or staff.
2. Switch to the needed project by clicking on Select workspace button.
3. Click on Team link in the sidebar menu.

As you can see Team management page in project workspace consists of two tabs: Users and Permissions log.
In Users tab all project members are listed. Its content is similar to the Users tab in the organization workspace. It allows you to grant or revoke

permissions.
Note that you may grant project permission to the user which already has some role in the project's organization.
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Team Management

® |ntroduction
® |nvitations
® Navigate to invitations section
® Create invitation
® Accept invitation
® Resend invitation
® Cancel invitation
® Permissions log
® View team member details
® Project team management
® Navigate to the project team management
® Assign team member a role in a project
® Edit team member role in a project
® Remove team member from a project
® QOrganization team management
® Navigate to the organization team management
® Edit team member role in an organization
® Remove team member from an organization

Introduction

VirtEngine-Waldur has a flexible team management system, which allows to easily assign and revoke roles in organization and projects. It uses in\
adding users to the organizations and supports temporary roles in organization and projects.

Invitations

Invitations are used to add a new user to the team.

Navigate to invitations section

1. Select organization workspace (see HomePort Workspaces)

Team

2. Choose Teamfrom the navigation bar:

Invitations

3. Select I nvitations tab:

Create invitation



Invitation allows new user to join the organization team.

1. Navigate to the invitations section (see above)

& Exportas =+ Invite user 2 Refresh

2. Clickonthe I nvi t e user button in the top right corner:
3. Fillin the invitation form:
® emmi | address -invitation will be send to this email.
® civil nunber -only user who has this civil number will be able to accept the invitation. This field is optional. If not defined, a
link contained in the invitation e-mail will be enough to get the permission.
® rol e - specify what role should be assigned to the user in this organization (see Roles). For system administrator or project
manager roles you must specify project as well.
The role expiration time is not set by default. Note, that you can change the role of the user or its expiration time after in Users s
ection of the Team
4. Clickonthe I nvite user button.

Accept invitation

User should follow the link in invitation email, upon login the invitation will be automatically accepted. Note, that invitation will not be accepted if
user has an invalid civil number (see invitation creation above). In addition, invitation will not be accepted if it has already expired or has been
cancelled.

Resend invitation

In case when the user has not received the invitation email, it can be resent by clicking on the Resend button.

Cancel invitation

The invitation can be cancelled by clicking on the Cancel button. If the invitation is canceled, user will not be able to join the organization by
following the link in the invitation email.

Permissions log

Every time a user role is assigned or revoked the event log is generated. The history of role changes can be reviewed in Per m ssi ons | og:

1. Select either organization or project workspace (see HomePort Workspaces)

2. Choose Teamfrom the navigation bar:

Permissions log

3. Select Perni ssions | og tab:

View team member details

Team member details can be view by navigating to the User s section:

1. Select either organization or project workspace (see HomePort Workspaces)

2. Choose Teamfrom the navigation bar:

Users

3. Select User s tab:
4. Click on the Det ai | s button for the user in the list.



Project team management
Used for manipulating team members in project by managers.

Navigate to the project team management
1. Select project workspace (see HomePort Workspaces)

2. Choose Teamfrom the navigation bar.
3. Select User s tab.

Assign team member arole in a project
1. Click on the Add nenber button.

2. Fillin the form
® user - the user role who will receive the role. Only users with role in organization can be selected.

® rol e - System Administrator or Project Manager (see Roles).
® Rol e expires on - after specified date user role in project will be revoked.
3. Click on Add button.

Edit team member role in a project

To change team member role in the project click on the Edi t button.

Remove team member from a project

To remove team member from the project click on the Renpve button.

Organization team management

Used for manipulating team members by organization owners. User can assign roles in organization and projects.

Navigate to the organization team management

1. Select organization workspace (see HomePort Workspaces)
2. Choose Teamfrom the navigation bar.
3. Select User s tab.

Edit team member role in an organization

User can assign and revoke organization owner role as well as roles in projects.

Remove team member from an organization

To remove team member from the organization click on the Renove button. The user will lose all his roles in organization, and will be removed
from the team.

VirtEngine-Waldur Organization Structure

VirtEngine-Waldur defines a structural organization for its elements. Each organization may contain several projects and use different providers for
creation. Each resource should belong to some project.



Crganization )
Shared providers —
— Private providers

Project 1 Project 2

|l
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Resource 1 Resource 2 Resource 3

Organization - a standalone entity that represents a company or a department.

Project - an entity within an organization that aggregates and isolates teams and resources.
Provider - an entity that represents account in an external service provider.

®* Private providers - providers that are available and manageable within a specific organization.
® Shared providers - global providers that are available for all organizations.

Resource - an entity within a project and a provider. Represents cloud resource. Examples: instance in AWS, droplet in DigitalOcean.

API

Introduction

VirtEngine-Waldur MasterMind is exposing a REST API for all relevant actions.
API can be learnt from:

" https://mastermind.example.com/docs — a Swagger-based AP documentation

" https://mastermind.example.com/api - in development mode (set DEBUG to true in settings), it will show a browsable API interface for
easy experimentation.

= AP| Examples

® Examining requests that VirtEngine-Waldur HomePort is doing against the MasterMind API. Use any modern browser's developer tools fo

Examples

Introduction
Authentication with username/password
Authentication Token management
Creation of an OpenStack Tenant
Creation of an OpenStack Instance
Deletion of an OpenStack Instance
List of resources

® Projects list

® Instances list


https://mastermind.example.com/docs
http://swagger.io/
https://mastermind.example.com/api

Introduction

VirtEngine-Waldur MasterMind exposes REST API for all of its operations. Below are examples of typical operations performed against APIs. To rt
examples, we are using a HTTPie https://httpie.org/.

Almost all of the operations with API require an authentication token. Below we list two methods on how to get it:

Authentication with username/password

If your account is allowed to use username/password and the method is enabled (e.g. in dev environment), you can get a new token by submitting
a username/password as JSON to a specific endpoint.

$ http -v POST https://wal dur. exanpl e. coni api - aut h/ passwor d/
user nane=user passwor d=password

POST / api - aut h/ password/ HTTP/ 1.1
Accept: application/json
Content - Length: 40

Content - Type: application/json
Host: wal dur. exanpl e. com
User - Agent: HITPie/0.9.4

"password": "user",
"usernanme": "password"

HTTP/ 1.1 200 K

Al'l ow. POST, OPTI ONS
Connecti on: keep-alive
Cont ent - Type: application/json
Vary: Accept, Cookie

"t oken": "65b4c4f5e25f0cadb3ellc181be4dffal3881741f 8"

Authentication Token management

The easiest way to get your token is via VirtEngine-Waldur HomePort. Go to user workspace by selecting ‘Manage' in the user drop-down.


https://httpie.org/

Tomy Branko

Dashboard
Audit logs
55H Keys

Manage

Log out

Scroll down to the Current API token field and click on the ‘eye' icon to display the token.

Current API t'ﬂken RSN E SN SRR N -
API token lifetime @ token will not timeout v
Terms of Service have been accepted on 2016-12-20 14:24
Update profile | Remove profile

Creation of an OpenStack Tenant
To create an OpenStack Tenant send a POST request to /api/openstack-packages/.
This will trigger a provisioning operation for OpenStack Tenant and return tenant package details as response.

Name Type Required Description

name string True Tenant name

template url True An OpenStack package template to create a tenant from

service_project_link url True A service project link to associate tenant with. The link is a url to any service settings with '‘Open

Stack' type.
subnet_cidr string False Defines internal subnet that will be auto-created within a new OpenStack Tenant

Template and service project link restrictions

Please note that OpenStack Provider templates must be configured by an administrator before tenant creation. More information can be
found in Shared OpenStack Provider Management#VPCpackagetemplatemanagement

A template must be linked to the OpenStack Tenant provider settings.



A

htt ps://wal dur. exanpl e. coni api / package-t enpl at es/ ?servi ce_settings_
uui d=dcae83636530464d8f a50c83c8334a6¢c

service project link must be link to the OpenStack Tenant provider.

htt ps://wal dur. exanpl e. coni api / openst ack- servi ce-proj ect-1ink/ ?serv
i ce_uui d=341f 793509e34bec806037alf d749338

Tenant package details contains attributes associated with a standard tenant representation.

Name Type Description

name string  Tenant name

description string  Tenant description

service_settings url Tenant settings

template url A template that was used to create the tenant
tenant url A link to the tenant

url url A package that was used to create the tenant
uuid uuid A package identifier

An example of request

Tenant creation

http -v POST https://wal dur. exanpl e. cont api / openst ack- packages/ \
name="t enant nanme" \
description="tenant description" \

servi ce_project_link="https://wal dur.exanpl e. com api / openst ack-servi ce-p
roject-link/1/" \

availability_zone="us-east-1a" \

user _usernane="t enant user nane" \

subnet cidr="192.168. 42. 0/ 24" \

tenpl ate="htt ps://wal dur. exanpl e. com api / package-t enpl at es/ 7615809710144
4dab102a6e981f 2f bd0O/ " \
Aut hori zation: "t oken a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87"
POST / api / openst ack- packages/ HITP/ 1.1
Accept: application/json, */*
Accept - Encodi ng: gzip, deflate
Aut hori zation: token a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87
Connection: keep-alive



Content - Length: 346
Cont ent - Type: application/json
Host: wal dur. exanpl e. com
User-Agent: HTTPie/0.9.8

{
"availability _zone": "us-east-1l1la",
"description”: "tenant description”,
"name": "tenant nane",

"service_project_link":
"https://wal dur. exanpl e. com api / openst ack-service-project-link/1/",
"subnet _cidr": "192.168.42.0/ 24",
"tenpl ate":
"https://wal dur.exanpl e. cont api / package-tenpl at es/ 76158097101444dab102a6
e981f 2f bd0/ ",
"user __usernane": "tenant user nane"

}

HTTP/ 1.0 201 Created

Al'l ow. GET, POST, HEAD, OPTI ONS
Cont ent - Type: application/json

Date: Tue, 14 NMar 2017 14:08:46 GVIT
Server: W5A Server/0.1 Python/2.7.13
Vary: Accept, Cookie

X- Frame- Opti ons: SAMEORI G N

{

"description": "tenant description",

"nanme": "tenant nane",

"service_settings":
"https://wal dur. exanpl e. com api / servi ce-settings/aea99a4laff d459f 8327f df
1f b557795/ ",

"tenpl ate":
"https://wal dur.exanpl e. coni api / package-tenpl at es/ 76158097101444dab102a6
e981f 2f bd0/ ",

"tenant":
"https://wal dur. exanpl e. cont api / openst ack-t enant s/ a7e76af dd9b04673b51c46
80658f 62fal ",

url ™
"https://wal dur.exanpl e. conl api / openst ack- packages/ 6378d0cbea91405e82af d



3e62ae70420/ ",
"uui d": "6378d0cbea91405e82af d3e62ae70420"

Creation of an OpenStack Instance

To create an OpenStack Instance send a POST request to /api/openstacktenant-instances/

Name Type Required Description Requirements
name string True Instance name. Max length is 150 symbols.
service_project_link url True A service project link to associate instance
with.
user_data string False Additional data to add to instance on Data has to be provided in YAML format.
provisioning.
flavor url True A predefined set of instance components Flavor ram and disk must satisfy minimal image system
parameters. requirements.
image url True An OS image to apply on instance. Must belong to the same tenant settings as flavor.
system_volume_size integer True An instance system volume size in Mb. Volume size has to be greater than minimal image volu
me size.
data_volume_size integer False An instance data volume size in Mb. Minimum value is 1024.
internal_ips_set list True A list of OpenStack Tenant subnets to

connect the instance to.

Image and flavor restrictions
An instance image and flavor must be linked to the OpenStack Tenant provider settings.
There are two ways to filter images and flavors for provider settings.

First - using settings UUID:

htt ps://wal dur. exanpl e. coni api / openst ackt enant -f| avors/ ?settings_uu
i d=dcae83636530464d8f a50c83c8334a6¢

Second - using a full settings URL:

htt ps://wal dur. exanpl e. coni api / openst ackt enant - i nages/ ?setti ngs=htt
ps://wal dur. exanpl e. com api/ servi ce-settings/dcae83636530464d8f a50c
83c8334a6c/

If an image or flavor belongs to a different settings - an instance creation is going to be rejected with the message "Flavor and image
must belong to the same service settings as service project link."

Network restrictions

A subnet must belong to the internal OpenStack Tenant network which can be found by tenant settings.



htt ps://wal dur. exanpl e. coni api / openst ackt enant - net wor ks/ ?nane=&set t
i ngs_uui d=dcae83636530464d8f a50c83c8334a6¢c& s_ext er nal =Fal se

The response will be a JSON representation of the instance.

An example of request

http -v POST https://wal dur.exanpl e. contf api / openst ackt enant -i nst ances/ \
nane="ny instance nanme" \

servi ce_project_link="https://wal dur.exanpl e. com api / openst ackt enant - ser
vi ce-project-link/9/" \
user _data="version: \"1.0\"" \

flavor="https://wal dur. exanpl e. conf api / openst ackt enant - f| avor s/ e4c1f 185f
1964e3984063581df f 728e8/ " \

i mge="https://wal dur. exanpl e. com api / openst ackt enant - i mages/ 3619f a9b5a2
d4cba98ccbc3cche044f 9/ " \

system vol une_si ze: =1024 \

dat a_vol unme_si ze: =1024 \

internal _ips_set:="[{"subnet":"https://wal dur.exanpl e. conl api / openst ackt
enant - subnet s/ 24f d6192a55b4f 5e813b33cd15bf bd16/"}]"' \
Aut hori zation: "t oken a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87"
PCOST / api / openst ackt enant -i nstances/ HTTP/ 1.1
Accept: application/json, */*
Accept - Encodi ng: gzip, deflate
Aut hori zation: token a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87
Connecti on: keep-alive
Cont ent - Lengt h: 400
Cont ent - Type: application/json
Host: wal dur. exanpl e. com
User - Agent: HTTPie/0.9.8

{

"dat a_vol une_si ze": 1024,

“flavor":
"https://wal dur.exanpl e. coni api / openst ackt enant - f | avor s/ e4c1f 185f 1964e39
84063581df f 728e8/ ",

"i mage":
"https://wal dur.exanpl e. conl api / openst ackt enant -i mages/ 3619f a9b5a2d4cba9
8ccbc3cche044f9/ ",

"nanme": "ny instance nane",

"service_project_link":



"https://wal dur.exanpl e. cont api / openst ackt enant - servi ce-proj ect-1ink/9/"
"system vol une_si ze": 1024,
"user _data": "version: \"1.0\""

}

HTTP/ 1.0 201 Created

Al l ow. GET, POST, HEAD, OPTI ONS

Content - Type: application/json

Date: Wed, 15 Mar 2017 11:10:10 Gwvr

Locati on:

htt ps://wal dur. exanpl e. conf api / openst ackt enant - i nst ances/ 65cf 08f 7af 884d4
5ac9479338d3a44ae/

Server: WSA Server/0.1 Python/2.7.13

Vary: Accept, Cookie

X- Frame- Opti ons: SAMEORI G N

{
"access url": null,
"action": "",
"action_details": {},
"backend_id": "",
"cores": 1,
"created": "2017-03-15T11:10:10.206420Z2",
"custoner":
"https://wal dur.exanpl e. coni api / cust oner s/ 53dee275177d4b878489eaae4c0690
22/ ",
"cust oner _abbreviation": "TM abbr",
"custoner_nane": "Taras Matsyk",
"custoner_native_nane": "",
"description": "",
"di sk": 2048,
“error_nessage": "",
"external _ips": [],
"flavor _disk": 8192,

“flavor_name": "ml.tiny",
"floating ips": [],
"i mage_nane": "TestVM',
“internal _ips": [

nul |

I
"internal _ips_set": [
{
"i p4_address": null,
"mac_address": "",
"subnet":
"https://wal dur.exanpl e. conl api / openst ackt enant - subnet s/ 24f d6192a55b4f 5e
813b33cd15bf bd16/ ",
"subnet _cidr": "192.168. 42.0/ 24",

"subnet description": ,



"subnet nane": "tenant-1l-sub-net",
"subnet _uui d": "24fd6192a55b4f 5e813b33cd15bf bd16"

}
]

ey fingerprint": "",
"key_name": "",
“latitude": null,
"l ongi tude": null
"m n_disk": 0,
"mn_ran: 64,
"monitoring_itens": null,
"name": "mny instance nane"
"project":
"https://wal dur. exanpl e. cont api / proj ects/ 77c23dbch94a4ad5bba54d82c17f a86
21",

"project_nane": "QOpenStackProject”,

"project_uuid": "77c23dbcb94a4ad5bba54d82c17f a862",
"raml: 512,

"resource_type": "OpenStackTenant. | nstance"

“runtine_state": ,
"security groups": [],
"service":
"https://wal dur.exanpl e. conl api / openst ackt enant / b2045458714e4bal9dal29ee
c780ec73/",
"service_nanme": "Tenant #43",
"service_project_link":
"https://wal dur. exanpl e. cont api / openst ackt enant - servi ce-proj ect-1ink/9/"
"service_settings":
"https://wal dur.exanpl e. conl api / servi ce-settings/ dcae83636530464d8f a50c8
3c8334a6c/ ",
"service_settings_error_nessage": "",
"service_settings_state": "K',
"service_settings_uuid': "dcae83636530464d8f a50c83c8334a6¢c",
"service_uuid": "b2045458714e4bal9dal29eec780ec73",

"sla": null,

"start _time": null,

"state": "Creation Schedul ed",
"tags": [],

“url":

"https://wal dur. exanpl e. cont api / openst ackt enant -i nst ances/ 65cf 08f 7af 884d
45ac9479338d3a44ae/ ",

"user _data": "name: user nane",

"uui d": "65cf08f 7af 884d45ac9479338d3a44ae",

"vol umes": |

{
"boot abl e": true,

nane": "ny instance nane-systent,
"resource_type": "OpenStackTenant. Vol une",
"size": 1024,



"state": "Creation Schedul ed",
“url":
"https://wal dur.exanpl e. coni api / openst ackt enant - vol unes/ 14d01a2e368646¢ce
a6df 66027a5d0493/ ",
"uui d": "14d0la2e368646ceabdf 66027a5d0493"
H
{

"boot abl e": fal se

nane": "ny instance nane-data",
"resource_type": "OpenStackTenant. Vol une",
"size": 1024,
"state": "Creation Schedul ed",
“url":

"https://wal dur. exanpl e. cont api / openst ackt enant - vol unes/ 9f Of bb448b8a4dbe
a857b19a2d79f 71b/ ",
"uui d": "9f Of bb448b8addbea857b19a2d79f 71b"



Deletion of an OpenStack Instance

An example of request

http -v POST
htt ps://wal dur. exanpl e. conf api / openst ackt enant - i nst ances/ 65cf 08f 7af 884d4
5ac9479338d3ad44ael/ st op/ \
Aut hori zation: "t oken a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87"
PCST
[ api / openst ackt enant -i nst ances/ 65cf 08f 7af 884d45ac9479338d3a44ae/ st op/
HTTP/ 1.1
Accept: */*
Accept - Encodi ng: gzip, deflate
Aut hori zation: token a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87
Connection: keep-alive
Content-Length: O
Host: wal dur. exanpl e. com
User - Agent: HTTPi e/ 0.9.4

HTTP/ 1.1 202 Accepted

Al |l ow. POST, OPTI ONS

Connecti on: keep-alive

Cont ent - Language: en
Content-Length: 31

Cont ent - Type: application/json
Date: Fri, 25 Aug 2017 14:38:28 GMVI
Server: nginx/1.10.2

Vary: Accept-Language, Cookie

X- Frane- Opti ons: SAVEORI G N

{

"status": "stop was schedul ed”

}

http -v DELETE
htt ps: //wal dur. exanpl e. com api / openst ackt enant - i nst ances/ 65cf 08f 7af 884d4
5ac9479338d3a44ae/ \

Aut hori zati on: "t oken a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87"
DELETE / api / openst ackt enant - i nst ances/ 65cf 08f 7af 884d45ac9479338d3a44ae/
HTTP/ 1.1
Accept: */*
Accept - Encodi ng: gzip, deflate
Aut hori zation: token a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87
Connection: keep-alive



Content-Length: O
Host: wal dur. exanpl e. com
User - Agent: HTTPi e/ 0.9.4

HTTP/ 1.1 202 Accepted

Al'l ow. GET, PUT, PATCH, DELETE, HEAD, OPTI ONS
Connection: keep-alive

Cont ent - Language: en

Content-Length: 34

Cont ent - Type: application/json

Date: Fri, 25 Aug 2017 14:40:48 GMVr

Server: nginx/1.10.2

Vary: Accept-Language, Cookie

X- Frame- Opti ons: SAMEORI G N



"status": "destroy was schedul ed"

List of resources

Projects list

To get a list of projects send a GET request to /api/projects/ and add a customer parameters as a filter. Use customer uuid to filter projects by
customer.

http -v CGET

htt ps://wal dur. exanpl e. coml api / proj ect s/ ?cust oner =53dee275177d4b878489¢ea
ae4c069022 Aut hori zation: "t oken

a2eef 51ca3c290bdd0b5d9e760b767e9f 5d71f 87"

GET [/ api/ proj ects/?cust onmer =53dee275177d4b878489eaae4c069022 HITP/ 1.1
Accept: */*

Accept - Encodi ng: gzip, deflate

Aut hori zation: token a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87
Connection: keep-alive

Host: wal dur. exanpl e. com

User - Agent: HTTPie/0.9.8

HTTP/ 1.0 200 OK

Al'l ow. GET, POST, HEAD, OPTI ONS

Cont ent - Type: application/json

Date: Wed, 15 Mar 2017 11:49:58 GMI

Li nk:

<ht t ps://wal dur. exanpl e. conl api / proj ect s/ ?cust oner =53dee275177d4b878489¢
aae4c069022>; rel="first",

<htt ps://wal dur. exanpl e. coni api / proj ect s/ ?cust oner =53dee275177d4b878489e
aae4c069022>; rel ="l ast"

Server: WA Server/0.1 Python/2.7.13

Vary: Accept, Cookie

X- Frame- Opti ons: SAMEORI G N

X-Result-Count: 1

{
"created": "2016-12-30T10: 30: 53. 6014172",
"custoner":
"https://wal dur. exanpl e. con api / cust oner s/ 53dee275177d4b878489eaae4c0690
221",
"custoner abbreviation": "Abbrevi8",
"custoner _nanme": "Full Name",

"custoner _nhative_nane": ,



"custoner _uuid": "53dee275177d4b878489ecaae4c069022",

"description": ,

nanme :

"OpenSt ackProj ect",

"price_estimate": {
"limt": -1.0,
"t hreshol d": 0.0,
“total": 0.0

b

"quotas": |

{

"https://wal dur.

b
1.

"limt": -1.0,
" "nc_private_cloud count",

nanme":
“url":
exanpl e. com api / quot as/ 06e99406578c428880f 91e832d2e25da/

"usage": 2.0,
"uui d": "06e99406578c428880f 91e832d2e25da"

"services": |

{

"https://wal dur.

"https://wal dur.

36014fa7c/ ",

"https://wal dur.

38/,

}
1.

“url":

"“https://wal dur.

21",

"nanme": "New nang"

"service_project_link_ url":

exanpl e. com api / openst ack-servi ce-project-link/1/",
"settings":

exanpl e. com api / servi ce-setti ngs/ 000f 6765bab946a9b9a24e7

"settings_uuid": "000f6765bab946a9b9a24e736014f a7c",
"shared": true,

"state": "OK",
"type": "QpenStack",
“url "

exanpl e. com api / openst ack/ 341f 793509e34bec806037alf d7493

"uui d": "341f 793509e34bec806037alf d749338"

exanpl e. com api / proj ect s/ 77c23dbch94a4ad5bba54d82c17f a86



"uuid": "77c23dbcb94ad4ad5bba54d82c17f a862"

Instances list

To get a list of instances send a GET request to /api/openstacktenant-instances/ and filter them by required parameters, for instance by a
project or a customer.

http -v CGET

htt ps: //wal dur. exanpl e. com api / openst ackt enant - i nst ances/ ?cust oner =53dee
275177d4b878489eaae4c069022 Aut hori zation: "t oken

a2eef 51ca3c290bdd0b5d9e760b767e9f 5d71f 87"

GET

/ api / openst ackt enant -i nst ances/ ?cust oner =53dee275177d4b878489eaae4c06902
2 HTTP/ 1.1

Accept: */*

Accept - Encodi ng: gzip, deflate

Aut hori zation: token a2eef51ca3c290bdd0b5d9e760b767e9f 5d71f 87
Connection: keep-alive

Host: wal dur. exanpl e. com

User - Agent: HTTPie/0.9.8

HTTP/ 1.0 200 K

Al l ow. GET, POST, HEAD, OPTI ONS

Content - Type: application/json

Date: Wed, 15 Mar 2017 11:57:53 GMI

Li nk:

<htt ps://wal dur. exanpl e. coni api / openst ackt enant - i nst ances/ ?cust onmer =53de
e275177d4b878489eaae4c069022>; rel ="first",

<ht t ps://wal dur. exanpl e. conl api / openst ackt enant - i nst ances/ ?cust oner =53de
e275177d4b878489eaae4c069022>; rel ="l ast"

Server: W5A Server/0.1 Python/2.7.13

Vary: Accept, Cookie

X- Frame- Opti ons: SAMECORI G N

X-Resul t-Count: 1

"access_url": [
"192.168. 42. 11"
I
"action": "",
"action_details": {},
"backend_i d": "adb3bebf-02d9-4133-9d5c-17847ale8152",



"cores": 1,

"created": "2017-03-14T08: 05: 24.3899197",

"custoner":
"https://wal dur.exanpl e. conf api / cust oner s/ 53dee275177d4b878489eaae4c0690
22/ ",

"cust oner _abbreviation": "Abbrevi8",

"“custoner _nanme": "Full Name",

"custoner _native_nane": ,
"description': "",

"di sk": 2048,
"error_nessage": "",
"external _ips": [],

"“flavor disk": 8192,

"flavor_nane": "ml.tiny",
"floating_ips": [],
"image_nanme": "TestVM',

"internal _ips": [
"192.168.42. 11"
1
"internal _ips_set": [
1.
"key fingerprint": "",
"key_name": "",
“latitude": 59.4339,
"l ongi tude": 24.7281,
"mn_disk": 0,
"mn_rant: 64,
"monitoring_itens": null,
"nane": "New i nstance #43",
"project":
"https://wal dur.exanpl e. conl api / proj ects/ 77c23dbch94a4ad5bba54d82c17f a86
21",

"project_nane": "QOpenStackProject”,

"project _uuid": "77c23dbch94ad4ads5bbab54d82cl7f a862",
"ranmt: 512,

"resource_type": "OpenStackTenant. | nstance"

“runtine_state": "SHUTOFF",
"security _groups": [],
"service":
"“https://wal dur.exanpl e. conl api / openst ackt enant / b2045458714e4bal9dal29ee
c780ec73/",
"service_nane": "Tenant #43",
"service_project_link":
"https://wal dur.exanpl e. coni api / openst ackt enant - servi ce- project-1ink/9/"
"service_settings":
"https://wal dur.exanpl e. conl api / servi ce-settings/ dcae83636530464d8f a50c8
3c8334a6c/ ",
"service_settings_error_nessage": "",
"service_settings_state": "OK",



"service_settings_uuid': "dcae83636530464d8f a50c83c8334a6¢c",

"service_uuid': "b2045458714e4bal9dal29eec780ec73",

"sla": null,

"start_tine": "2017-03-15T11: 00: 49. 2655947",

"state": "K',

"tags": [],

url "
"https://wal dur.exanpl e. conl api / openst ackt enant -i nst ances/ 4b5744e2297c47
34842a00c84a33¢c822/ ",

"user _data": "",

"uui d": "4b5744e2297c4734842a00c84a33¢c822",

"vol umes": |

{

"boot abl e": true,
"nanme": "New instance #43-systent,
"resource_type": "OpenStackTenant. Vol une",
"size": 1024,
"state": "K',
“url":

"https://wal dur.exanpl e. coni api / openst ackt enant - vol unes/ b5e84a7e0f bf 49dd

b32a6d0c2625b0e7/ ",
"uui d": "b5e84a7e0f bf 49ddb32a6d0c2625b0e7"

3

{
"boot abl e": fal se,
"nane": "New instance #43-data",
"resource_type": "OpenStackTenant. Vol une"
"size": 1024,
"state": "K',
“url":

"https://wal dur.exanpl e. conl api / openst ackt enant - vol unes/ 98c350c6belb47d7
b3e66f c26119aa68/ ",
"uui d": "98c350c6belb47d7b3e66f c26119aa68"

}



Changelog

® Next release
® Upgrade guide
® Changes

® Release 3.0.6 - 12.08.2018
® Upgrade guide
® Changes

® Release 3.0.5-10.08.2018
® Upgrade guide
® Changes

® Release 3.0.4 - 9.08.2018
® Upgrade guide
® Changes

® Release 3.0.3 - 8.08.2018
® Upgrade guide
® Changes

® Release 3.0.2 - 7.08.2018
® Upgrade guide
® Changes

® Release 3.0.1 -5.08.2018
® Upgrade guide
® Changes

® Release 3.0.0 - 1.08.2018
® Upgrade guide
® Changes

Next release
Upgrade guide

® Standard upgrade

Changes

= Nothing yet

Release 3.0.6 - 12.08.2018

Upgrade guide

® Standard upgrade

Changes

® MasterMind: Fix conflicting migrations.

Release 3.0.5-10.08.2018

Upgrade guide



® Standard upgrade

Changes

®* MasterMind: Extend/marketplace-service-providers/ with additional fields.
® OpenStack plugin: Update backup state in atomic transaction when expired backup is deleted.
® OpenStack plugin: Execute deletion of resources created by schedule if limit is reached.

Release 3.0.4 - 9.08.2018

Upgrade guide

® Standard upgrade

Changes

® OpenStack plugin: Fix timezone support for OpenStack backup schedules.
® Devops: reduce default MTU for docker-compose to handle deployments in OpenStack (VXLAN) VMs.

Release 3.0.3 - 8.08.2018

Upgrade guide

® Standard upgrade

Changes

® OpenStack plugin: add support for OpenStack VIPs in Floating IP network.

Release 3.0.2 - 7.08.2018

Upgrade guide

® Standard upgrade

Changes

® OpensStack plugin: add support for OpenStack VIPs in Internal network.

Release 3.0.1 - 5.08.2018

Upgrade guide

® Standard upgrade

Changes

HomePort: Financial export now exports total cost instead of current cost for each customer.
HomePort: Fixed issue with exporting to Excel format.

HomePort: More flexible parsing of sections for Oracle laaS shapshots.

HomePort: Fix too many lookups when creating resources via HomePort.

MasterMind: Fix display of Offeringltem in Invoices. Use offering name instead of project name.
OpenStack plugin: Extend /admin/openstack_tenant/instance with search and filtering.

Release 3.0.0 - 1.08.2018



Upgrade guide

® Standard upgrade

Changes

Mastermind: Mark JIRA user as disabled instead of deleting him to replicate upstream behaviour.

Mastermind: Protect issue from deletion when support user is deleted.

Mastermind: In SAML2 authentication plugin bump cryptography version so that it supports sign methods to RSA keys.
Mastermind: Expose affected instance type and ID in error message task callback.

Mastermind: Allow to provision OpenStack instance with different subnets within the same network.

Please see Pre-3.0.0 for older releases.

Pre-3.0.0

® Release 2.9.9 - 30.07.2018
® Upgrade guide
® Changes

® Release 2.9.8 - 25.07.2018
® Upgrade guide
® Changes

® Release 2.9.7 - 25.06.2018 (bugfix release)
® Upgrade guide
® Changes

® Release 2.9.6 - 25.06.2018
® Upgrade guide
® Changes

® Release 2.9.5 - 8.06.2018
® Upgrade guide
® Changes

® Release 2.9.4 - 1.06.2018
® Upgrade guide
® Changes

® Release 2.9.3 - 22.05.2018
® Upgrade guide
® Changes

® Release 2.9.2 - 14.05.2018
® Upgrade guide
® Changes

® Release 2.9.1-9.04.2018
® Upgrade guide
® Changes

® Release 2.9.0 - 24.03.2018
® Upgrade guide
® Changes

® Release 2.8.9 - 26.02.2018
® Upgrade guide
® Changes

® Release 2.8.8 - 17.02.2018
® Upgrade guide
® Changes

® Release 2.8.7 - 11.02.2018
® Upgrade guide
® Changes

® Release 2.8.6 - 4.02.2018
® Upgrade guide
® Changes

® Release 2.8.5-13.01.2018
® Upgrade guide
® Changes

® Release 2.8.4-22.12.2017
® Upgrade guide
® Changes

® Release 2.8.3 -4.12.2017
® Upgrade guide
® Changes

® Release 2.8.2 - 27.11.2017
® Upgrade guide



® Changes

Release 2.8.1 - 21.11.2017
® Upgrade guide
® Changes

Release 2.8.0 - 8.11.2017
® Upgrade guide
® Changes

Release 2.7.9 - 3.11.2017
® Upgrade guide
® Changes

Release 2.7.8 - 17.10.2017
® Upgrade guide
® Changes

Release 2.7.7 - 10.10.2017
® Upgrade guide
® Changes

Release 2.7.6 - 4.10.2017
® Upgrade guide
® Changes

Release 2.7.4 - 30.09.2017
® Upgrade guide
® Changes

Release 2.7.3 - 28.09.2017
® Upgrade guide
® Changes

Release 2.7.2 - 27.09.2017
® Upgrade guide
® Changes

Release 2.7.1 (HomePort-only) - 19.09.2017
® Upgrade guide
® Changes

Release 2.7.0 - 16.09.2017
® Upgrade guide
® Changes

Release 2.6.9 - 28.08.2017 (HomePort only)
® Upgrade guide
® Changes

Release 2.6.8 - 26.08.2017
® Upgrade guide
® Changes

Release 2.6.7 - 06.08.2017
® Upgrade guide
® Changes

Release 2.6.6 - 01.08.2017
® Upgrade guide
® Changes

Release 2.6.5 - 17.07.2017
® Upgrade guide
® Changes

Release 2.6.4 - 14.07.2017
® Upgrade guide
® Changes

Release 2.6.3 - 12.07.2017
® Upgrade guide
® Changes

Release 2.6.1 - 4.07.2017
® Upgrade guide
® Changes

Release 2.6.0 - 23.06.2017
® Upgrade guide
® Changes

Release 2.5.5 - 9.06.2017
® Upgrade guide
® Changes

Release 2.5.4 - 2.06.2017
® Upgrade guide
® Changes

Release 2.5.2 - 6.05.2017
* Documentation
® Upgrade guide
® Changes

Release 2.5.0 - 23.04.2017



® Documentation
® Upgrade guide
® Changes

® Previous releases

Release 2.9.9

- 30.07.2018

* Upgrade guide
® Standard upgrade

Changes

Release 2.9.8

Upgrade guide

Mastermind: Prohibit deletion of Issues if there are connected offerings.

Mastermind: Fix hook processing task to avoid exception raising.

Mastermind: Order marketplace categories by name when displaying in a landing page.
Mastermind: Bump pysaml to latest release to fix security issues.

Mastermind: Enforce unique address for floating IP in OpenStack plugin.

- 25.07.2018

New quota for number of order items per marketplace offering has been introduced. Please init it by executing following command line utility:
waldur recalculatequotas

Changes

HomePort
HomePort
HomePort
HomePort
HomePort
HomePort
HomePort
HomePort

HomePort

HomePort

Ansible module: Don't wait for floating IP if it is not specified after instance is created.

Ansible module: Avoid API token leakage to output log.

Ansible module: Add documentation for running playbook using virtual Python environment.

Ansible module: Allow to update security groups of the OpenStack instance.

Ansible module: Filter resource by name exactly.

Ansible module: Allow to update security group rules.

Ansible module: Add wheel metadata.

Ansible module: Run unit tests for VirtEngine-Waldur Ansible module using Python 2 & Python 3 via tox.
Core: Fix offering report update action.

Core: Skip CSRF verification for browsable REST API views in debug mode.

Core: Allow to filter project by exact name. Extract name filterset.

Core: Replace custom JSON field with built-in DRF field.

Core: Use immutable default value for JSON field.

Core: Order service settings by primary key to avoid duplicates.

Core: Add caveat about standalone and editable package installation.

Core: Fix wheel deployment configuration.

Core: Fix filtering SSH public key by user name in admin form.

Core: Fix cost tracking test for PostgreSQL: use non-strict decimal comparison.

HomePort:

Implement marketplace orders list.

: Allow to select value from list in offering creation form.
HomePort:
: Allow to upload offering logo.
HomePort:

Connect frontend with backend for order creation.

Allow attaching files when creating a new issue.

: Implement mockup for marketplace offering price form.
HomePort:

Fix SSH public key events formatter.

: Extend support issues with templates.
HomePort:
: Implement support for SAML2 HTTP POST binding.
HomePort:
: Connect frontend with backend for service offering registration.
HomePort:
: In analytics render VPC quotas instead of project quotas.
HomePort:

Format units in resource usage.
Fix customer creation dialog closing action.
Implement vendor offerings list.

Convert GBs to TBs in dashboard gauges.

: Extend organization registration popup in HomePort with roles.
HomePort:
: Fetch marketplace offerings from backend in marketplace landing page.
HomePort:

Restore removed service for issue comments.

Cover financial overview component with integration tests using Cypress framework.

: VirtEngine-Waldur quote natification link should route to a proposal directly.



Mastermind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:
MasterMind:

HomePort: Conceal terms of service consent if ToS is not provided.
HomePort: Users table export should contain "organization" and "organization owner" list.
HomePort: Update Azerbaijani locale.

all backend plugins have been merged into a waldur-mastermind repository.
Implement critical notifications.

Add obsoletes section in RPM spec to uninstall plugin packages.
Introduce attribute option model in marketplace application.

Expose order item count in offering serializer.

Implement bulk create for order items.

Skip invoice item processing if it does not have project.

Make issue type consistent with frontend.

Implement issue template model.

Allow to specify customer instead of provider when offering is created.
Allow to filter marketplace offering by organization.

Inject is_service_provider field to the customer serializer.

Improve order item validation: ensure that offerig is active.

Replace custom JSON field with built-in DRF field.

Implement backend support for shopping order.

Expose sections and attributes in category serializer.

Expose thumbnail for marketplace offering. Implement validation for rating field.
Enable coverage reporting.

Implement test runner using docker compose.

Implement 110n for marketplace.

Add filtering marketplace offerings by attributes.

SAML2 plugin: Implement support for HTTP POST binding.

Release 2.9.7 - 25.06.2018 (bugfix release)

Upgrade guide

® Standard upgrade

Changes

® Mastermind:

Fix database migration for invoices application.

Release 2.9.6 - 25.06.2018

Upgrade guide

® ENABLE_ACCOUNTING_START_DATE configuration parameter has been moved from WALDUR_INVOICES to WALDUR_CORE.

Please update Ansible templates for configuration management appropriately.

Changes

AWS plugin:

Ansible module

Ansible module
Ansible module
Ansible module

Make service project link optional for resource provisioning.

Azure plugin: Make service project link optional for instance provisioning.

Core: Fix background service synchronization.

Core: Move AccountingStartDateFilter from invoices to structure.

Core: Fix DRF API rendering: make request context optional.

Core: In resource provision API allow to specify service settings and project instead of SPL.
Core: Migrate customer view set to ordering filter backend to make it extendable.
Core: Add ordering by columns in support / financial overview.

Core: Write developer documentation for implementing serializers.

DigitalOcean plugin: Make service project link optional for droplet provisioning.
HomePort: Render loading placeholder for initial screen.

HomePort: Add Azerbaijani locale.

HomePort: Add ordering by columns in support / financial overview.

HomePort: Render error message in resource details if runtime state is ERRED.
HomePort: Allow to order customer by estimated cost.

: Implement Ansible module to attach/detach volumes from OpenStack VM's via VirtEngine-Waldur REST API.
Ansible module: Add support for deletion of VMs via waldur Ansible module.
: Implement Ansible module for OpenStack snapshot operations via VirtEngine-Waldur REST API.
: Implement Ansible module for OpenStack volume operations via VirtEngine-Waldur REST API.

. It should be possible to mark that floating IP and volumes should not be removed.



HomePort: Implement AwesomeCheckbox component.

HomePort: Add developer docs for resource action configuration in HomePort.

HomePort: Hide actions button in user events list rendered inside of modal dialog.

JIRA plugin: Make service project link optional for project provisioning.

MasterMind: Move AccountingStartDateFilter from invoices to structure.

MasterMind: Allow to register service offering for service provider.

OpenStack plugin: Make service project link optional for resource provisioning.
Rijkscloud plugin: Make service project link optional for instance and volume provisioning.
SLURM plugin: Make service project link optional for allocation provisioning.

Zabbix plugin: Make service project link optional for IT service and host provisioning.

Release 2.9.5 - 8.06.2018

Upgrade guide

® Standard upgrade

Changes

FreelPA plugin: Add GECOS synchronization. Add email and phone number in GECOS param.
FreelPA plugin: Set First name and last name when mapping to FreelPA.

HomePort: Implement integration tests for workspace selector and user workspace.

HomePort: Fix table export to CSV, XLS, PDF.

HomePort: Fix table export for financial overview component.

HomePort: Make periodic REST API scheduler more robust.

HomePort: Implement support for ordering result in React table component.

HomePort: Render Oracle report as separate tab in resources sidebar.

HomePort: Extract Oracle snapshots as a separate tab under request details.

HomePort: Fix offering deletion: cleanup service cache after instance is deleted.

MasterMind: Allow to filter request based offering by multiple types simultaneously.

MasterMind: Remove terminated offerings if expiration date has already passed.

MasterMind: Allow staff to delete request based offering. Implement state validation for offering deletion.
MasterMind: Cover VirtEngine-Waldur support plugin with backend unit tests to prevent regressions.
MasterMind: Allow to register customer as a service provider.

Openstack plugin: Fix leftover floating IP, subnet and security groups after deletion of resources.

Release 2.9.4 - 1.06.2018

Upgrade guide

® Standard upgrade

Changes

Core: Fix event context processor.

Core: Pass user which made invitation to the role signal handlers.

Core: Validate that user which has granted/revoked is being passed to log emitter.

Core: Extend customer and project event loggers: allow to override current user.

Core: Emit error when user tries to assign multiple roles to the same user in the same project or organization via admin site.
Core: Expose WALDUR_CORE.ONLY_STAFF_MANAGES_SERVICES configuration via public endpoint.
HomePort: Implement marketplace product details page.

HomePort: Implementation marketplace products list.

HomePort: Fix OpenStack security group rule editor. Ensure that to_port is greater than or equal to from_port.
HomePort: Implement flavor and image popularity table.

HomePort: Fix financial overview column visibility toggle.

HomePort: Fix expert requests list rendering.

HomePort: Fix service store provision dialog: skip extra queries for choices loader.

HomePort: In support workspace move user events log from experimental to stable.

HomePort: Fix comments tab in expert request details view.

HomePort: Migrate event list to ReactJS.

HomePort: Allow to skip connection to external network in VPC provision dialog.

HomePort: Implement asynchronous loading of the flowmap layer for leaflet.

HomePort: Remove leaflet, esri-leaflet and countries.geo.js from the application bundle.

JIRA plugin: Implement async project import.

MasterMind: Fix issue creation typo, add unit test to avoid regression.



OpenStack plugin: Fix security group rule validation.

OpenStack plugin: Make check for existing external network optional for staff-limited tenant creation.

OpenStack plugin: Fix cmd2 requirement: temporarily stick to Python 2.

OpenStack plugin: Updating OpenStack tenant name should lead to update of a provider name.

PayPal plugin: Raise error when user tries to create empty PayPal invoice.

Rijkscloud plugin: Fix network synchronization: gateway_ip may be list or string.

Rijkscloud plugin: Move float field to interfaces field in order to comply with new Swagger schema for Rijkscloud API.
Rijkscloud plugin: Validate floating IP when instance is created.

Rijkscloud plugin: Optimistically mark internal and floating IP as not available.

Rijkscloud plugin: Pull internal and floating IPs after instance is deleted. Otherwise internal and floating IPs remain not available.
Rijkscloud plugin: Order flavors by cores and RAM in ascending order.

Release 2.9.3 - 22.05.2018

Upgrade guide

Standard upgrade

Changes

Core: Fix error in class based task used as link_error.

HomePort: In resource import dialog fix selection handler: skip duplicate entries.

HomePort: In resource import invalidate cache for importable resources service when import action is executed.
HomePort: In OpenStack Tenant summary skip package rendering if template is not provided.
HomePort: Do not allow to select floating IPs for new VMs that are already linked with internal IPs.
HomePort: Linkify URL even if JIRA markup is not used explicitly.

HomePort: In JIRA issues table fix filter formatting.

HomePort: In marketplace module implement shopping cart components.

HomePort: Skip calling onBlur so that table isn't refreshed when user clicks on details button.

HomePort: Improve layout of resource summary button.

HomePort: Fix financial overview column visibility toggle.

HomePort: Expose organization field in Support/Users table.

HomePort: Allow to resend expired invitations.

HomePort: Implement mockup for a flavor and image popularity feature.

JIRA plugin: Skip authentication error parsing if header is not available.

MasterMind: Ensure that JIRA user is created so that it can be specified in Request participants field when issue is created.
OpenStack plugin: Implement flavor and image popularity endpoints.

OpenStack plugin: Enforce (1D, SPL) uniqueness constraints on tenant, instance, volume and snapshots.
OpenStack plugin: Ensure that duplicate resources are not created during resource import process.
OpenStack plugin: Pull internal IPs even if they are not connected to any instance yet.

OpenStack plugin: Allow nullable instance field for internal IP model.

PayPal plugin: Skip invoice creation if total cost is zero.

Zabbix plugin: Extend Zabbix trigger_status to support pagination.

Release 2.9.2 - 14.05.2018

Upgrade guide

Standard upgrade

Changes

Core: Added event about owners profile changes that includes diff of changes. Can be used for operator notifications.
Core: Update external network of a provider if Tenant details have been updated.

Core: Extend user views with role details and filters.

Core: Drop organization and organization_approved from user change form.

Core & all backend: Migrate to Celery 4.0

Jira plugin: Add support for importing projects.

HomePort: Move detection of actions for OpenStack Instances to frontend for speeding up UI.
HomePort: Migrate user AuditLog to ReactJS

HomePort: Extend Resource usage with VM usage across projects.

HomePort: Fix "action already in progress" exception in submit button directive.

HomePort: Marketplace initial mocks in experimental mode.

HomePort: Fix column visibility in financial overview tables.

HomePort: Migrate event & alert formatter services to ReactJS.



HomePort: Add SAML2 authentication, offerings and OpenStack package event types.
HomePort: Drop alert feature.

HomePort: Enable user management from support workspace for staff.

HomePort: Remove size column in VM import view.

HomePort: Hide details button in VM import view.

HomePort: Move detection of actions for OpenStack Tenants to frontend for speeding up Ul.
HomePort: Mocks for map-based information display.

HomePort: Fix display of user registration method in user details.

HomePort: Display summary of request-based item in its details view.

HomePort: Add VM and volume import, VM-based management for Dutch government cloud.
HomePort: Add role filter to user view.

HomePort: Extend user list with new fields, filters and fix list export functionality.

OpenStack plugin: Internal IP synchronisation improvements: fixed race condition, exposed in /admin, better error and warning
messages.

SAML2 plugin: Fix SAML2 logout if session is already expired.

Zabbix plugin: Expose X-Result-Count for trigger_status view.

Zabbix plugin: Extend Zabbix trigger_status to support pagination.

Release 2.9.1 - 9.04.2018

Upgrade guide

WALDUR_ANSIBLE configuration parameters were renamed to WALDUR_PLAYBOOK_JOBS.

All configuration parameters from WALDUR_ANSIBLE (now WALDUR_PLAYBOOK_JOBS) except for PLAYBOOKS_DIR_NAME and
PLAYBOOK_ICON_SIZE were moved to WALDUR_ANSIBLE_COMMON.

New configuration parameters:

WALDUR_PYTHON_MANAGEMENT

SYNC_PIP_PACKAGES_TASK_ENABLED Flag to enable execution of a batch task which indexes PyPi repository and
libraries in the DB

SYNC_PIP_PACKAGES_BATCH_SIZE Configures how many libraries may batch task insert in one INSERT query.
PYTHON_MANAGEMENT_PLAYBOOKS_DIRECTORY  Directory where Python management playbooks are located.

By default, formed using
WALDUR_ANSIBLE_COMMON.ANSIBLE_LIBRARY/waldur-apps/python_r

WALDUR_JUPYTER_HUB_MANAGEMENT

JUPYTER_MANAGEMENT_PLAYBOOKS_DIRECTORY Directory where JupyterHub management playbooks are located.

By default, formed
using WALDUR_ANSIBLE_COMMON.ANSIBLE_LIBRARY/waldur-apps/jup

Changes

Core: Ensure that quota usage is not negative value.

Core: Fix volume and snhapshot total size quotas.

Core: Drop support for Python 2.4.

Core: Make username and password fields optional instead of mandatory.

Core: Fix Python 3 issues for VirtEngine-Waldur Core.

Core: Squash database migrations in VirtEngine-Waldur Core.

Core: Eliminate duplicates in get_quota_ancestors method.

Core: Add time zone format in email notifications from VirtEngine-Waldur.

Core: SHOW_ALL_USERS default is False,

Core: Refactor filter_queryset_for_user: reduce cyclomatic complexity, drop unused options.
HomePort: Add ASCII name validator to Storage and Snapshot names.

HomePort: Enforce ASCII name when resource is renamed.

HomePort: Implement SSH public key selector field.

HomePort: Toogle visibility of price estimation columns dynamically.

HomePort: Implement quota filters for batch processing, VPC and OpenStack resource usage.
HomePort: Use abbreviation instead of name in selector for mobile view if abbreviation provided.
HomePort: Add treemap under support workspace for displaying VM resource usage.
HomePort: Allow to customize header in resource details page.

HomePort: Render job submitting instruction for MOAB.



MasterMind: Do not add Request-based items to invoices that are not in OK state. Remove invoice items connected to such
request-based items.

MasterMind: Include pending expert request in customer workspace counter.

MasterMind: Send notification for expert if added new comment.

MasterMind: Update price estimate when invoice is created.

MasterMind: Validate offering report as list of sections.

MasterMind: Allow to filter offering by issue key.

MasterMind: Refactor mastermind/support.

MasterMind: Use unicode strings for price estimate event message.

OpensStack plugin: Remove unused serializers.

OpenStack plugin: Fix recalculatequotas management command.

OpensStack plugin: Implement aggegate usage quotas for VPC.

OpensStack plugin: Introduce project and customer quotas for OpenStack CPU, RAM and HDD usage.
SAML2 plugin: Remove CSRF validation from login endpoints.

Release 2.9.0 - 24.03.2018

Upgrade guide

Change WALDUR_ANSIBLE to WALDUR_PLAYBOOK_JOBS in override.conf.py.
Override WALDUR_AUTH_VALIMO.MOBILE_PREFIX in override.conf.py with values for phone prefix of the country of deployment.

Changes

AWS plugin: Move PollRuntimeStateTask and PollBackendCheckTask from plugins to core.
Azure plugin: Move PollRuntimeStateTask and PollBackendCheckTask from plugins to core.
Core: Validate SSH public key using Python cryptography library.

Core: Move JIRA and Zabbix models under Application category.

Core: Move PollRuntimeStateTask and PolIBackendCheckTask from plugins to core.

Core: Allow to filter Resources by backend id (?backend_id=...).

Core: Expose provider UUID in /admin.

Core: Enable Defender for password lockout on invalid attempts.

HomePort: Drop deprecated resources from the category list.

HomePort: Enable "Assign package to OpenStack Tenant" action for staff role to link imported Tenant with a Package.
HomePort: Port user-edit component from AngularJS to React.

HomePort: Expose project type in project details.

HomePort: Add default phone prefix for Valimo logins.

HomePort: Expose volume and snapshot sizes in Project and Organization dashboards.
HomePort: Added refresh buttons to issues and comments to allow refreshing without page reload.
HomePort: Ported issue comments to React.

HomePort: Changed "Request name" to "Title" for support tickets to match with backend name.
HomePort: Limit OpenStack and VM names to ASCII + first letter pattern.

HomePort: Fix "Release floating IP" action to actually do as user requests.

HomePort: Implement button and dialog for price estimate details in billing report.

HomePort: Implement button and dialog for request-based offering report.

MasterMind: Fix OpenStack tenant delete action in admin site.

MasterMind: Add waldur-jira dependency. VirtEngine-Waldur-Jira is a plugin aimed at managing remote Jiras.
MasterMind: Implement support for report field in request-based service.

SLURM: Introduce basic support for MOAB-based clusters.

OpensStack plugin: Move PollRuntimeStateTask and PolIBackendCheckTask from plugins to core.
OpenStack plugin: Expose SSH public key details for debug if import to OpenStack fails.

Release 2.8.9 - 26.02.2018

Upgrade guide

Previously all authentication methods have been enabled by default. Currently only local sign in is enabled by default. All other
authentication methods, including SAML2, OpenlID, Facebook and Google OAuth2, Valimo, are disabled by default. In order to enable
them back, you should tweak WALDUR_CORE['AUTHENTICATION_METHODS'] configuration variable and ensure that it contains the
following strings: 'SAML2', 'ESTONIAN_ID', 'SOCIAL_SIGNUP', 'LOCAL_SIGNUP'.

Previously configuration for authentication methods have been stored spread between MasterMind and HomePort. Currently

all configuration for authentication methods have been moved from HomePort to MasterMind. Therefore. you should update your Ansible
scripts to match new configuration schema.



Old HomePort configuration New MasterMind configuration

authenticationMethods WALDUR_CORE.AUTHENTICATION_METHODS
facebookClientld WALDUR_AUTH_SOCIAL.FACEBOOK_CLIENT_ID
googleClientld WALDUR_AUTH_SOCIAL.GOOGLE_CLIENT_ID
smartldClientld WALDUR_AUTH_SOCIAL.SMARTIDEE_CLIENT_ID
VALIMO_LABEL WALDUR_AUTH_VALIMO.LABEL

SAML2_IDENTITY_PROVIDER WALDUR_AUTH_SAML2.IDENTITY_PROVIDER_URL
SAML2_LABEL WALDUR_AUTH_SAML2.IDENTITY_PROVIDER_LABEL
allowToSelectSAML2Provider WALDUR_AUTH_SAML2.ALLOW_TO_SELECT_IDENTITY_PROVIDER

estonialdLogoutUrl WALDUR_AUTH_OPENID.LOGOUT_URL

Changes

Core: Implement view decorator to validate enabled authentication method.

Core: Make resources endpoint filtering consistent with Resource model. Exclude subresources from resources endpoint.
Core: Allow to hide native name in customer and user admin form.

Core: Add LooseMultipleChoiceFilter for filtering by multiple values based on backend data.
HomePort: Fix formatCrontab filter.

HomePort: Use multiplication factor for invoice item by default.

HomePort: Conditionally render native name for user and organization in create and detail views.
HomePort: Move authentication methods configuration from HomePort to MasterMind.

Jira plugin: Support new webhook API. Expose Time to resolution SLA field for Jira issues.

Jira plugin: Support of filtering by issue statuses using LooseMultipleChoiceFilter.

MasterMind: Expose mutliplication factor for invoice item.

OpenlD plugin: Allow to disable OpenlID authentication.

OpenStack plugin: Exclude floating IPs without internal IP for fetching instance.

SAML2 plugin: Allow to disable SAML2 authentication.

Valimo plugin: Allow to disable Valimo authentication.

Zabbix plugin: Allow to specify exact list of priorities for Zabbix trigger filtering.

Zabbix plugin: Implement support for HEAD request to count number of triggers matching filter.

Release 2.8.8 - 17.02.2018

Upgrade guide

® Callback URL templates have been moved from SAML2 and OpenlID plugins to Core. Please update your configuration accordingly.

Changes

Core: Add support for using password-protected Redis servers.

Core: Limit uploaded certificate files for ServiceSettings to ‘pem'-files only.

HomePort: Error message is not visible in create bid dialog.

HomePort: Implement users list view in support workspace.

HomePort: Support optional Single-Logout for SAML authentications.

HomePort: Implement form field for OpenStack tenant selection.

HomePort: Prevent redirect to profile page on logout and failed login.

HomePort: Fix display of escaped symbols in request-based item detail view.

HomePort: For request-based items, add support for validating min and max for integer fields.

HomePort: Implement HTML rendering of strings in tooltips in expert request customer list.

HomePort: In financial overview make it clear when "accounting is running / not running" filters have not yet been applied.
HomePort: Migrate user details component from AngularJS to ReactJS.

HomePort: Add "agree with terms of services" for request-based-items.

HomePort: Render empty placeholder if access_url contains only invalid items.

Jira plugin: Add support for filtering of issues by multiple statuses and priorities.

OpenlID plugin: Move callback URL templates to Core.

OpenStack plugin: Make tenant_name optional field because default value is already available.

OpenStack plugin: Fix issue when an instance was stealing existing instance's IP on creation of floating IP update.
SAML2 plugin: Support optional Single-Logout for SAML authentications.



® Zabbix plugin: Implement Zabbix triggers filtering by host, changed date and priority.

Release 2.8.7 - 11.02.2018

Upgrade guide

® Standard procedure

Changes

Core: start day of accounting should not be read-only for new organization.

Core: in service settings admin form add validation of required extra options.

Core: introduce SITE_NAME configuration parameter.

HomePort: implement modal dialog for user details in support workspace.

HomePort: in create proposal dialog disable 'Create’ button if there are no experts in the team yet.
HomePort: render current flavor in OpenStack instance flavor change form.

HomePort: exclude current flavor from list of available flavors so that valid data is submitted.
HomePort: implement support for select string field.

HomePort: move objectives and planned budget fields to details tab.

HomePort: remove support for description field in expert request create and details components.
HomePort: fix Slurm detail display regression

Jira plugin: expose additional Jira fields for filtration.

MasterMind: fix expert provider serialization.

MasterMind: remove description field from expert request serializer.

MasterMind: make backend_id for Jira attachment model unique and non-blank.

MasterMind: use JIRAError except instead of Python Requests exception so that error is logged correctly.
MasterMind: move site name configuration to VirtEngine-Waldur Core.

MasterMind: fix issue with attachment synchronization caused by race conditions.

MasterMind: fix comment prefix when VirtEngine-Waldur user is not associated with Jira author yet.
OpensStack plugin: revert downgrading of admin role to member for shared privileged user.
SAML2 plugin: allow overriding NamelD format.

SAML2 plugin: allow to specify signature and digest algorithm.

Release 2.8.6 - 4.02.2018

Upgrade guide

® Standard procedure

Changes

Core: fix duplicate logs from waldur_core applications.

Core: implement filtering for customer and project users

Core: introduce country_name field. Make country field optional.

Core: expose extra fields for payment details in the customer serializer.

Core: expose company types enumeration as public config for organization creation wizard.
Core: validate mandatory fields during service settings creation.

Core: implement support for invitation management in admin site.

HomePort: migrate expert request summary to ReactJS.

HomePort: render links to organization and project from expert request details page.
HomePort: make account activation link in email message clickable.

HomePort: expose provider name in SLURM allocation list.

HomePort: render links to organization and project from expert request details page.
HomePort: ensure that recurring_billing in expert configuration is respected.

HomePort: skip offering rendering in service store selector if feature is disabled.
HomePort: implement frontend support for issue attachments.

HomePort: add new fields to organization creation dialog.

HomePort: migrate customer details components from AngularJS to ReactJS.

HomePort: improve error message for Valimo authentication.

HomePort: disable invalid templates in change VPC package dialog instead of hiding them.
HomePort: render current flavor name in virtual machine summary component.

HomePort: implement users list view in support workspace.

HomePort: implement frontend support for Zabbix host creation and deletion.

MasterMind: switch from EPEL provided package for pdfkit to our own.

MasterMind: fix JIRA attachment download. Use authenticated session instead of anonymous request.



MasterMind:

MasterMind

MasterMind

render Zabbix host for OpenStack virtual machine.

: render value for current cost even if another period is required.
MasterMind:

make customer details serialization format consistent across all plugins.

: use customer data instead of payment details for details serialization.
MasterMind:
MasterMind:

implement filter and serializer for Zabbix and OpenStack integration.
in VPC package template, it shouldn't be possible to set quota amounts to 0 (vcpu, ram, storage). Also set default value of

those fields to 1.

MasterMind:
MasterMind:
MasterMind:

implement attachment synchronization for JIRA.
merge organization details and payment details.
skip notification if issue just has been created on backend.

OpenStack plugin: add support for Organization-specific shared OpenStack networks.
OpenStack plugin: add an opt-in cleanup of floating IP when removing instance.
OpenStack plugin: fix default price list item synchronization for OpenStack flavor.
OpenStack plugin: convert query set for internal and external IPs to plain list.
OpenStack plugin: allow to use floating IP with both ACTIVE and DOWN status.
OpenStack plugin: check whether floating IP is already assigned to instance when VM is created or updated.
PayPal plugin: preserve usage days instead of converting them to hours.

SAML2 plugin: remove URL format validation for selecting SAML IdP.

SAML2 plugin: fallback to entity_id when detecting name of the SAML IdP.

Zabbix plugin: add priority field to Zabbix trigger.

Zabbix plugin: fix network interface IP address serialization.

Zabbix plugin: use JSON editor for network interface parameters in admin site.
Zabbix plugin: fix Zabbix host pull in backend layer.

Release 2.8.5 -13.01.2018

Upgrade guide

® New quota for number of experts requests per organization has been introduced. Please init it by executing following command line utility:
waldur recalculatequotas

* New quota for number of expert requests per organization has been introduced. Please init it by executing following command line utility:
waldur update_expert_quota

Changes

Core: implement transaction support for executor mixin.

Core: expose public settings via /api/configuration/ endpoint.

Core: implement project type model, serializer, filter, viewset and admin.

HomePort: implement Jira issue create dialog.

HomePort: allow to specify parent task for the subtask.

HomePort: fix rendering of long label in sidebar.

HomePort: allow to specify resource for issue.

HomePort: compute and display customer's current cost in financial overview.
HomePort: allow to specify priority for issue.

HomePort: allow to hide sidebar menu items depending on project type.

HomePort: migrate summary components to ReactJS

HomePort: allow to specify project type in provision form.

HomePort: migrate event details component from AngularJS to ReactJS.

HomePort: implement details view for JIRA issue.

HomePort: migrate JIRA issues list to ReactJS.

HomePort: allow to select project in workspace selector after clicking on "Request an expert" button.
HomePort: fix 404 error processing in expert request details view.

HomePort: prevent duplicate table actions by introducing unique action key.
HomePort: rename "Request bids" of experts to "Proposals”.

HomePort: migrate create & update provider components from AngularJS to ReactJS.
HomePort: conceal civil code field in initial view if it is not provided.

HomePort: in financial overview render experts quota usage for organization.

render number of request-based items per project and organization.HomePort:
invalidate security groups cache when new security group is created.HomePort:

set default name for expert request and offering from type label.HomePort:
HomePort: download expert contract PDF file via XHR and save it via FileSaver.
HomePort: migrate expert contract details to ReactJS.

HomePort: migrate create & update project components from AngularJS to ReactJS.
Jira plugin: drop support for the impact field.

Jira plugin: allow to specify parent task for the subtask.

Jira plugin: implement transaction support for the CRUD operations.

Jira plugin: synchronize priorities with backend; allow to specify priority via URL.
Jira plugin: in JIRA issue serializer add fields for consistency with resource serializer.



Jira plugin: make create project APl more robust by converting email to username for assignee field.
MasterMind: add project and organization columns to the list of packages.

MasterMind: filter in admin should only list shared settings.

MasterMind: introduce quota for number of active expert request per organization.

MasterMind: introduce quotas for number of request-based items per project and organization.
MasterMind: add generation of contract upon agreement acceptance by parties.

OpenStack plugin: expose public settings via /api/configuration/ endpoint.

OpenStack plugin: migrate Glance to v2 of API.

Release 2.8.4 - 22.12.2017

Upgrade guide

* New quota for number of Jira projects per VirtEngine-Waldur project has been introduced. Please init it by executing following command li
waldur recalculatequotas

® New quota for number of expert requests per project has been introduced. Please init it by executing following command line utility:
waldur update_expert_quota

® INVOICES setting has been renamed to WALDUR_INVOICES. Please find and fix all occurrences.

Changes

Ansible VirtEngine-Waldur module: allow to specify flavor_min_cpu and flavor_min_ram instead of flavor name or UUID.
Core: move update_pulled_fields function from OpensStack plugin to VirtEngine-Waldur Core.

Core: move widget for rendering storage unit from VirtEngine-Waldur MasterMind to VirtEngine-Waldur Core.
HomePort: allow to register JIRA as provider.

HomePort: introduce onlyStaffManagesServices setting.

HomePort: disable OpenStack tenant modification if only staff manages services.

HomePort: render total customer cost in financial overview.

HomePort: temporarily disable offline-plugin for service workers.

HomePort: describe approach to creating plugins.

HomePort: update momentjs locale globally when language is switched.

HomePort: render error notification if resource action API request has failed.

HomePort: migrate dashboard feed component from AngularJS to ReactJS.

HomePort: allow to list JIRA projects as resources.

HomePort: implement service desk project provision form.

HomePort: setup and configure TSLint.

HomePort: render expert counter in the projects list of the organization workspace.

HomePort: render expert counter in the dashboard charts of the project workspace.

HomePort: render list of JIRA issues as a tab in JIRA project details.

HomePort: fix flavor rendering in cost planning dialog.

HomePort: improve header layout.

Jira plugin: introduce quota for number of JIRA projects managed under VirtEngine-Waldur project.

Jira plugin: allow to filter JIRA project by VirtEngine-Waldur project UUID.

Jira plugin: allow to specify issue scope.

Jira plugin: synchronize JIRA project types on backend, allow to specify JIRA project type in provision form.
Jira plugin: skip resource content type and object ID validation if it is not specified.

Jira plugin: allow to filter JIRA issues by JIRA project UUID or URL.

Jira plugin: pull issue types when JIRA project is created, allow to specify type in the issue provision form.
OpensStack plugin: disable OpenStack tenant modification if only staff manages services.

OpenStack plugin: move update_pulled_fields function from OpenStack plugin to VirtEngine-Waldur Core.
OpenStack plugin: Bump OpenStack client libraries to Pike release.

MasterMind: add support for staff only VPC management.

MasterMind: implement endpoint to calculate total cost of customers matching filters.

MasterMind: allow to create and delete attachments for issues.

MasterMind: implement quota for number of expert requests per project.

MasterMind: implement management command to recalculate experts quota usage for each project.
MasterMind: rename INVOICES settings to WALDUR_INVOICES for consistency.

MasterMind: add dependency for django-auth-ldap.

Zabbix plugin: migrate Zabbix plugin to new architecture.

Release 2.8.3-4.12.2017

Upgrade guide

® |n order to update SAML provider details cached in DB you execute following management command:
waldur sync_saml2_providers



This command is executed by celerybeat task every hour anyway, but it's better to call it explicitly after new release is installed from the
RPM repository.
You may verify that this command has been executed successfully by examining SAML2 identity providers in Django admin or by logging
in via SAML2 using HomePort.

* New quotas for total size of volumes and snapshots per project and customer have been introduced. Please init them by executing
following command line utility:
waldur recalculatequotas

® Please find and replace all usages of nodeconductor command line utility with waldur.

Changes

AWS plugin: rename nodeconductor_aws to waldur_aws.

Azure plugin: rename nodeconductor_azure to waldur_azure

Core: add volume and snapshot size counter quota fields.

Core: add support for staff-only VPC management.

Core: fix messages formatting with Unicode chars.

Core: rename NodeConductor to VirtEngine-Waldur in developer docs.

Core: Python package for nodeconductor has been renamed to waldur-core.

Core: nodeconductor command line utility has been removed, please use waldur CLI instead.

Core: support for /etc/nodeconductor/nodeconductor_plus.py configuration file has been removed, please use
/etc/waldur/override.conf.py instead.

Core: support for /etc/nodeconductor/nodeconductor_saml2.py configuration file has been removed, please use
letc/waldur/saml2/sami2.conf.py instead.

Core: support for NODECONDUCTOR configuration setting has been removed, please use WALDUR_CORE instead.
Cost planning plugin: Python package for nodeconductor_cost_planning has been renamed waldur_cost_planning.
DigitalOcean plugin: Python package for nodeconductor_digitalocean has been renamed waldur_digitalocean.
HomePort: apply image disk size as a minimal value to the system volume size.

MasterMind: add support for ONLY_STAFF_MANAGES_SERVICES setting.

MasterMind: Python package for nodeconductor-saml2 has been renamed to waldur-auth-sami2.

OpenStack plugin: allow to provision OpenStack virtual machine even if image min size is over the flavor disk size.
SAML2 plugin: Python package for nodeconductor-saml2 has been renamed to waldur-auth-sami2.

SAML2 plugin: rename NODECONDUCTOR_SAML2 to WALDUR_AUTH_SAML2.

Release 2.8.2 - 27.11.2017

Upgrade guide

® Standard upgrade procedure.

Changes

® Auth OpenID plugin: rename nodeconductor_auth_openid to waldur_auth_openid.

® Auth OpenlID plugin: rename NODECONDUCTOR_AUTH_OPENID to WALDUR_AUTH_OPENID.
Auth OpenlD plugin: rename nodeconductor_auth_openid.auth.NodeConductorOpenlDBackend to
waldur_auth_openid.auth.VirtEngine-WaldurOpenlDBackend.

Auth Social plugin: rename nodeconductor_auth_social to waldur_auth_social.

Auth Social plugin: rename NODECONDUCTOR_AUTH_SOCIAL to WALDUR_AUTH_SOCIAL.
Core: implement strict validation for SSH key: it should be single line.

Core: allow to provision virtual machine using shared SSH public key.

HomePort: remove premium support feature as it has been obsoleted by offerings and experts.
OpenStack plugin: fix recalculatequotas command for OpenStack SPL quotas.

JIRA plugin: rename nodeconductor-jira to waldur-jira.

JIRA plugin: update to Django 1.11 and latest VirtEngine-Waldur Core API.

JIRA plugin: squash database migrations.

JIRA plugin: rename JIRA_PRIORITY_MAPPING setting to WALDUR_JIRA['PRIORITY_MAPPING'.
JIRA plugin: rename JIRA_COMMENT_TEMPLATE setting to WALDUR_JIRA[COMMENT_TEMPLATE'].
MasterMind: rename nodeconductor_auth_openid to waldur_auth_openid.

MasterMind: rename nodeconductor_auth_social to waldur_auth_social.

Release 2.8.1 - 21.11.2017

Upgrade guide

®* The new version of HomePort removes the "static" prefix from the served static files. If a deployment has an override of a static settings
(e.g. favicon, PWA manifest icons), overrides should be adjusted accordingly.



® Please replace value of WALDUR_SUPPORT['ACTIVE_BACKEND'] setting from
‘nodeconductor_assembly_waldur.support.backend.atlassian:ServiceDeskBackend' to
‘waldur_mastermind.support.backend.atlassian:ServiceDeskBackend' if you're using ServiceDesk and
‘nodeconductor_assembly_waldur.support.backend.atlassian:JiraBackend' to
‘waldur_mastermind.support.backend.atlassian:JiraBackend' if you're using JIRA.

® Please update configuration setting variables from NODECONDUCTOR_OPENSTACK to WALDUR_OPENSTACK and from
NODECONDUCTOR_OPENSTACK_TENANT to WALDUR_OPENSTACK_TENANT

Changes

Ansible plugin: rename nodeconductor-openstack to waldur-openstack.

Core: allow to attach external filter to customers endpoint.

Core: support passing configuration base folder as a parameter in case of containerized deployments.
Core: allow to tweak delta calculation for CounterQuotaField.

Core: allow to decrease quota usage even if result exceeds limit.

Cost planning plugin: resolve circular dependency between cost planning and assembly.

Cost planning plugin: rename nodeconductor-openstack to waldur-openstack.

HomePort: eliminate duplicate vendor code via Webpack DLL.

HomePort: strip static prefix for favicon filename.

HomePort: implement frontend support for Mobile ID authentication via Valimo.

HomePort: improve error processing and layout in user details component.

HomePort: add message to index.html when JavaScript is disabled.

HomePort: refresh project cache after update, add project name validation, prevent project name duplication
HomePort: implement basic formatting of JIRA markup in issue comment.

HomePort: add a filter to financial overview to conceal organization whose accounting is not running.
HomePort: allow to see financial overview and resource list by staff and support users if service desk integration is basic.
HomePort: allow to filter billing price estimate by year and month.

HomePort: make application name optional parameter for price estimation in application provision form.
HomePort: render current customer billing price estimate when PayPal mode is active.

MasterMind: add waldur-auth-valimo dependency.

MasterMind: fix HTML templates for experts and notifications.

MasterMind: strip newlines from email subject for invoice notification.

MasterMind: implement filter for customer by accounting_start_date.

MasterMind: fix SLURM usage reporting on a deployment without SLURM services.

MasterMind: fix SAF accounting report (add DOKNR field, filter invoices by the previous month, display price without taxes).
MasterMind: resolve circular dependency between cost planning and assembly.

MasterMind: rename nodeconductor-assembly-waldur to waldur-mastermind.

MasterMind: attach SAF accounting report to the email as a text file.

MasterMind: rename nodeconductor-openstack to waldur-openstack.

MasterMind: replace internal SSH key with user's SSH key in Ansible estimator.

MasterMind: add ability to select a month of the financial overview.

OpenStack plugin: implement custom quota counters for OpenStack tenant SPL.

OpenStack plugin: synchronize price list item for flavor when it is created.

OpenStack plugin: rename nodeconductor-openstack to waldur-openstack.

Release 2.8.0 - 8.11.2017

Upgrade guide

® Standard upgrade procedure.

Changes

Core: emit event when customer or project permission expiration time has been updated.

Core: allow customer owner to edit project permissions for himself.

HomePort: render events in permission log.

HomePort: as a customer owner | should be able to give myself project level roles.

HomePort: in development mode allow to recompile stylesheet without restarting Webpack.
HomePort: improve quota bar chart for exceeded limits.

MasterMind: SAF export email should put all organizations into one email.

MasterMind: add custom admin action in invoices app to send SAF export email.

MasterMind: in SAF export email skip empty invoices and customers without payment details.
MasterMind: update quotas for related service settings when tenant's package has been changed.
MasterMind: schedule Celery task to send email notification only after database transaction has been completed.
SLURM plugin: schedule Celery task only after database transaction has been completed.

Social Auth plugin: fix Facebook OAuth client.



Release 2.7.9 - 3.11.2017

Upgrade guide

® Standard upgrade procedure.

Changes

Ansible plugin: move Ansible application estimator to assembly.

Ansible plugin: delete related OpenStack instances when Ansible job is deleted.

Ansible module: wait until provisioned OpenStack instance has got at least one external IP.
AWS plugin: add support for recursive deletion of projects with all resources by staff.

Azure plugin: add support for recursive deletion of projects with all resources by staff.

Core: add support for recursive deletion of projects with all resources by staff.

Core: allow to install latest release of python2-urllib3 from OpenStack Pike.

Core: skip tags field in action because it is needed only for resource creation.

Core: fix email hook processor when it is used multiple times subsequently.

Core: use application verbose name in list of installed apps in admin site.

DigitalOcean plugin: add support for recursive deletion of projects with all resources by staff.
FreelPA plugin: fix SSH public key update when keys are not sorted or not specified.
FreelPA plugin: expose version information for the VirtEngine-Waldur FreelPA application.
HomePort: implement Ansible application price estimation and explanation.

HomePort: allow to delete Ansible job.

HomePort: cleanup floating IPs cache after OpenStack instance has been created or deleted.
HomePort: implement support for gettext strings extraction from JSX.

HomePort: drop Grunt.

HomePort: display register link on login view.

HomePort: update minimal Node.js dependency requirement from 4 to 6.

HomePort: improve tooltip placement for expert provider indicator in the workspace selector toggle.
HomePort: add an indicator that bid has been submitted for expert request.

HomePort: disable sorting expert requests by objectives field.

HomePort: fix footer of the login screen on mobile.

HomePort: enable proper minification of JavaScript code.

HomePort: add currency sign to expert contract preview form.

HomePort: comments under request offer should indicate role of a person.

HomePort: fix code style for legacy SCSS code. Use 2 spaces for indent instead of 4.
HomePort: implement client-side validation of customer delete action.

HomePort: add missing Angular injection annotation for arrow function.

HomePort: cleanup cache of expert list after "complete/cancel" is clicked in expert request details.
HomePort: do not use redirect to 404 if a page has not been found.

HomePort: fix header layout on 768px width screen.

HomePort: fix code style. Use the type-safe equality operators.

MasterMind: render extra parameters of expert request using JSON editor.

MasterMind: convert expert request description field from varchar to text field.

MasterMind: move Ansible application estimator to assembly.

MasterMind: implement project cache for expert request and expert contract.

MasterMind: don't delete expert request and expert contract when project is deleted.
MasterMind: send out email notifications to matched expert providers about new requests.
MasterMind: render user roles for expert request.

MasterMind: expose author UUID in issue comment serializer.

MasterMind: disable deletion of customer by non-staff if invoices are present.

MasterMind: apply Inspinia them to email message template for expert contract.
MasterMind: skip notifications about comments added to an issue by caller himself.
MasterMind: add notifications about new bids for customer owners.

OpenStack plugin: add support for recursive deletion of projects with all resources by staff.
OpenStack plugin: schedule floating IP synchronization for shared tenant when instance is created or deleted.
OpenStack plugin: expose version information for the VirtEngine-Waldur OpenStack application.
SLURM plugin: add support for recursive deletion of projects with all resources by staff.
SLURM plugin: expose version information for the VirtEngine-Waldur SLURM application.
SLURM plugin: migrate SLURM usage report client from sreport to sacct.

Release 2.7.8 - 17.10.2017

Upgrade guide

® Standard upgrade procedure.



Changes

Ansible plugin: enable waiting for OpenStack resource creation by default.

Core: apply strict filtering for resource.

HomePort: render single bid for expert request details in organization workspace.

HomePort: allow to create and delete expert bid on expert request details page.

HomePort: implement "Request custom flavor" action for OpenStack Tenant.

HomePort: implement generic events filtering for all supported invoice items.

HomePort: apply consistent code style for HTML code.

HomePort: implement data processing for SLURM charts. Render allocation usage & cost per user charts.
HomePort: set form dirty when form control is added or removed so that submit form button is enabled.
HomePort: copy initial form value to editor form so that original form is preserved.

MasterMind: implement expert bid deletion for pending expert request.

MasterMind: log offering creation and deletion.

MasterMind: render generic fields scope_type and scope_uuid for all supported invoice items.
OpenStack plugin: allow to pull private flavors and images.

OpensStack plugin: filter stale flavors and images by settings.

SLURM plugin: fetch and store allocation usage by user for SLURM cluster.

SLURM plugin: allow to pull SLURM allocation usage via pull service settings mechanism.

Release 2.7.7 - 10.10.2017

Upgrade guide

Standard upgrade procedure.

Changes

Ansible plugin: implement support for estimating Ansible-based apps resource requirements.

Core: skip disabled actions in metadata rendering.

HomePort: implement price estimation calculation and rendering for Ansible-based apps.

HomePort: fix provider state display for pagination.

HomePort: show VPC message for VMs and storages only.

HomePort: prevent update of the default security group and rename of a regular security group to the default.

HomePort: fix error with workspace selector in some browsers.

MasterMind: create internal comment if it is not public.

OpenStack plugin: prevent update and deletion of the default security group.

VirtEngine-Waldur module for Ansible: implement support of check mode for the Ansible provisioned VirtEngine-Waldur resources

Release 2.7.6 - 4.10.2017

Release 2.7.5 was skipped, only HomePort was tagged, but did not contain the important bugfix.

Upgrade guide

Standard upgrade procedure.

Changes

MasterMind Core: return AsyncResult from background task so that celerybeat does not die.
HomePort: allow to load user in popover again if last API request failed.

HomePort: implement global filtered list of resources in support workspace.

HomePort: enable SLURM allocation synchronization action.

HomePort: implement global filtered list of resouces in support workspace.
MasterMind: allow user to get comment if he is the author of the comment.

OpenStack plugin: skip network synchronization if its tenant is not available.

PayPal plugin: PayPal celery beat shouldn't be running jobs if PayPal is not configured.
SLURM plugin: fix SLURM allocation creation.

SLURM plugin: allow to specify default user account for each SLURM service setting.
SLURM plugin: implement action to pull single SLURM allocation.

SLURM plugin: delete all users from account only if they exist.



Release 2.7.4 - 30.09.2017

Upgrade guide

Standard upgrade procedure.

Changes

HomePort: add user filters to expert requests list.

HomePort: preselect project if it is the only one.

MasterMind: allow to filter expert bids by a customer.

MasterMind core: cleanup CSS/HTML of API landing page.

OpenStack plugin: force usage of public endpoints for all OpenStack service. Drops requirement to have access to admin endpoints.
Raises minimal required Keystone API version to v3.

SLURM plugin: fix SLURM allocation usage parsing.

SLURM plugin: allow to specify default account when association for user and allocation is created.

Release 2.7.3 - 28.09.2017

Upgrade guide

Standard upgrade procedure.

Changes

HomePort: fix slimscroll directive on mobile.

HomePort: fix sidebar item duplication.

HomePort: reorder columns in project list using weights.

OpenStack plugin: allow to create highly available Neutron routers.
MasterMind: fix issue with displaying invoices for items with deleted scope
SLURM plugin: fix deletion of allocations and synchronisation of user accounts.

Release 2.7.2 - 27.09.2017

Upgrade guide

Standard upgrade procedure.

Changes

Grafana dashboard: expose SLURM usage data in Grafana dashboard.
HomePort: add project counter to organization dashboard.

HomePort: translate resource actions.

HomePort: render events for SLURM allocation operations in invoice.
HomePort: drop policy configuration from organization registration wizard.
HomePort: display all errors on customer creation wizard.

HomePort: do not display provider settings for tenants if direct access is not enabled.
HomePort: display quantity for all invoice items in the billing view.
HomePort: fix expert request submission issue.

HomePort: fix expert request state display.

HomePort: integrate summernote as rich text editor.

HomePort: do not submit service store form if it has not been changed.
HomePort: put comments and request bids under expert request tabs.
HomePort: display complete bid info as modal dialog.

HomePort: add ability to complain on expert request item.

HomePort: display more fields errors on service store form.

HomePort: add billing type to request-based item as icon.

HomePort: rename Sign in to Register on registration page.

HomePort: allow to conceal phone, organization and registration method fields on registration form.
HomePort: display expert icon on workspace selector.

HomePort: render pie charts for SLURM allocation quota usage.
HomePort: render stacked bar charts for SLURM allocation usage per user.



HomePort: add "bootable" column to connected volume list in OpenStack instance tab.
HomePort: attach AngularJS scope when table row detail are shown.

HomePort: remove a tenant provider from available choices if tenant has been deleted.
HomePort: render issue type description in issue type selector component.

HomePort: render error message when issue creation request has failed.

HomePort: add shortcuts to the project dashboard to create a VM or an expert request if supported.
HomePort: add shortcuts to the service store and provider configuration if no providers have been configured.
HomePort: render prices for SLURM provider in modal dialog.

HomePort: alow to return from support workspace back to organization, project or user.
MasterMind: only staff is allowed to modify price estimate for customer.

MasterMind: customer owner is allowed to modify price estimates for project only.

MasterMind: render scope resource type and uuid for generic invoice item.

MasterMind: add quantity to generic invoice item to allow billing per single item.

MasterMind: extend expert request with additional contract fields.

MasterMind: register expert request as an invoice item.

MasterMind: forbid multiple bids to the same request from the same customer.

MasterMind: make usage of required attribute explicit for offering configuration.

MasterMind: add support of html rich editor results.

MasterMind: mark string without length limitation as a default type for a configured offering field.
MasterMind: implement SAF format exporter for accounting data.

MasterMind core: allow to configure available country choices in settings.

MasterMind core: allow to toggle first project generation on organization creation in settings.
MasterMind core: make PasswordWidget support fields with different name than password.
MasterMind core: allow to filter events by resource type and uuid.

MasterMind core: allow customer owner to edit quotas for owned project.

MasterMind core: move limit and threshold enforcement model and logic from cost_tracking to billing.
OpenStack plugin: fix security group service property population.

OpenStack plugin: allow to toggle tenant user password which is not hidden by default.
OpenStack plugin: render read-only JSON fields for volume, instance and backup.

OpenStack plugin: don't change subnet's CIDR when name is updated.

PayPal plugin: add support of generic invoice item.

SAML2 plugin: update dependencies to upstream releases.

SLURM plugin: fix permission validation for SLURM allocation provisioning.

SLURM plugin: allow to specify SLURM gateway as service settings option.

SLURM plugin: render allocation count in customer and project admin list view.

Release 2.7.1 (HomePort-only) - 19.09.2017

Upgrade guide

Standard upgrade procedure.

Changes

HomePort: allow to specify and modify CPU, GPU and RAM limits for SLURM allocation.
HomePort: render CPU, GPU and RAM limit and usage in SLURM allocations list and detail view.
HomePort: render FreelPA login and SLURM gateway in SLURM allocation details view.
HomePort: fix authentication flow.

Release 2.7.0 - 16.09.2017

Upgrade guide

New model for project & customer cost limits has been introduced, initialize it with:

sudo -u wal dur "wal dur™ rebuild_billing

New SLURM quotas were introduced for projects and customers, initialize them with:



sudo -u wal dur "wal dur” recal cul at equot as

Changes

Release 2.6.9

Ansible plugin: pass job ID as an extra argument to Ansible playbook.

Ansible VirtEngine-Waldur module: allow to specify tags on OpenStack instance and security group provision.
Azure plugin: update prices of Azure instances.

Cost planning plugin: implement cost optimization for Azure.

DigitalOcean plugin: add base resource filter for Droplet.

Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
Homeport:
MasterMind core: save password for newly created staff user.

MasterMind core: wrap resource list view in transaction so that named server cursor in PostgreSQL are not lost.
MasterMind core: allow to specify tags for resource on provisioning and modification.

MasterMind core: allow to pass positional arguments in generic queryset manager for scope filtering.

MasterMind: emit an event for issue creation after backend ID becomes known so that issue key is present in a log context.
MasterMind: populate issue summary and description from ISSUE settings for request based items.

MasterMind: use invoice data for project & customer price estimation.

MasterMind: allow to specify tags on resource provision and modification.

MasterMind: add SLURM, PayPal and Ansible plugins as dependencies.

MasterMind: implement billing for SLURM, add admin for SLURM pricing package.

MasterMind: fix name property serialization for generic invoice item.

OpenStack plugin: handle user not found exception on tenant import.

OpenStack plugin: fix service properties population.

OpenStack plugin: fix OpenStackTenant network, subnetwork and security groups import issues.

OpenStack plugin: do not delete volume when image is deleted.

OpenStack plugin: populate image name for volume when volume is created for instance.

OpenStack plugin: fix Nova client initialization.

OpenStack plugin: upgrade OpenStack dependencies to latest stable release (Pike).

PayPal plugin: update plugin structure to make it a valid plugin.

PayPal plugin: introduce invoices management.

SLURM plugin: implement SLURM accounting synchronization.

SLURM plugin: allow to activate privilege escalation via sudo.

SLURM plugin: allow to skip strict SSH host key verification.

SLURM plugin: implement user role synchronization.

SLURM plugin: allow to set resource allocation limits for CPU, GPU and RAM.

SLURM plugin: add field tracker for SLURM allocation so that usage changes are detected.

SLURM plugin: aggregate CPU, GPU and RAM allocation quotas usage by project and customer.

SLURM plugin: add quota field for number of SLURM allocations in project.

SLURM plugin: expose aggregated data for SLURM allocation usage in Grafana.

allow to specify row action per feature. Fix issue with missing features service in HomePort 2.8.
resolve flavor for Azure optimizers.

fix component units display for Azure optimizers.

fix memory unit display in total resource consumptions estimate.

implement snapshot import.

improve issue management events display.

disable submit button on action dialog if form data has not been changed. Affects most of row actions.
mark import as a stable feature.

make cancel button in Service Store detail view redirect to project dashboard.

fix expert services duplication.

render offering price and summary of request-based items if provided in configuration.
implement support for batch processing.

implement PayPal invoices support.

populate image property on request based items allowing to set custom image icon.
allow to define summary in HTML for request-based items.

update frontend support for project and customer cost limits and thresholds.

refresh site header component internal cache when state is changed.

do not display token related section on initial login.

improve tooltip for total cost gauge.

render generic invoice items with OpenStack items and offering items.

render SLURM CPU, GPU and RAM usage as dashboard gauges.

add counters for number of allocations in project list.

- 28.08.2017 (HomePort only)



Upgrade guide

Standard upgrade

Changes

® Critical bugfix with component initialization order that caused errors when loading HomePort when installed from RPMs.

Release 2.6.8 - 26.08.2017

Upgrade guide

® New block device quotas were introduced for projects, initialize them with:

sudo -u wal dur

Changes

"wal dur" recal cul at equot as

Ansible module: improve resource fetching by UUID.
Ansible plugin: allow to specify service project link and SSH key for Ansible job.
Ansible plugin: add applications counter for project workspace.

Azure plugin:
Azure plugin:
Azure plugin:
Azure plugin:
Azure plugin:
Azure plugin:
HomePort:
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HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort: render
MasterMind: allow

allow g

order ¢

update plugin to new architecture.

expose initial user name and password to Virtual Machine endpoint.
extend plugin with endpoints and external/internal IPs to display information required for remote resource management.
populate SPLs with settings cloud service name on creation if present.
mark cloud service name as required field.

generate translation placeholders for Estonian, English, Latvian, Lithuanian, Russian and Ukrainian.
introduce Azure support.

display credentials and connection info on Virtual Machine details view.

clear cache for Ansible jobs list when new job is provisioned.

implement periodic pulling for Ansible job details view.

skip intro for adding new organization if user is not allowed to create one.

implement lazy loading for resource analytics module.

add counters for applications, experts and requests.

implement OpenStack volume import.

show total cost in organization workspace chart without tax.

make state icons for Ansible applications consistent with design used for resource states.

lobal support role to see detail action button in organization team view.

add block volume and snapshot counters for project dashboard.

harts by title in project and organization workspace dashboard.

migrate charts in project and organization workspace dashboard to React/Redux.
conceal "Preferred language" and "Competence" with a feature toggle.

conceal extra columns for non-staff/non-support user in issues list view.

add organization name and agreement number to accounting record detail view.
implement OpenStack instance import.

implement OpenStack tenant import.

fix category items duplication bug.

list of related resources in Ansible job details view.
to specify list of fields for invoice via REST API.

MasterMind: move tenant service settings creation logic to OpenStack plugin.
MasterMind: add package assign action for imported tenants.

MasterMind core:
MasterMind core:
MasterMind core:
MasterMind core:
MasterMind core
MasterMind core:

OpenStack plugin:
OpenStack plugin:
OpenStack plugin:
OpenStack plugin:
OpenStack plugin:

add offerings and experts counters for project workspace.

skip sub-resources in provider resource counter, so that only primary resources are counted.
include tests in package distribution.

add ability to extend project and customer counters.

: add start of accounting date as a column in organization list view in admin site.

add volume and snapshot model. Add volume and snapshot count quota for project.
synchronize error message for OpenStack instance if it is defined on backend.
include tests in package distribution.

implement volume import.

implement instance import.

implement tenant import.



OpenStack plugin: implement snapshot import.
OpenStack plugin: remove bootable flag for restored volumes.

Release 2.6.7 - 06.08.2017

Upgrade guide

Standard upgrade

Changes
® Ansible plugin: disable SSH host key verification.
® Ansible plugin: package Ansible VirtEngine-Waldur module as part of RPM.
® Ansible plugin: filter OpenStack resources and properties by name exactly.
® Ansible plugin: fix filtering OpenStack properties by UUID.
® Ansible plugin: schedule Ansible job to execute when it's created.
® Ansible plugin: allow to specify Ansible library path.
® Ansible plugin: implement module to get details of existing virtual machine instance.
®* HomePort: decrease team member create/edit view.
® HomePort: migrate sparkline component from AngularJS to ReactJS.
® HomePort: restructure billing details page.
®* HomePort: make output log scrollable for Ansible job.
®* HomePort: use cost without VAT for a total unit value.
® HomePort: put 'VAT is not included' message near Total to make it more explicit.
® HomePort: allow to specify image file as icon in Service store category selector.
®* HomePort: add scroll and search bar in Service store category selector.
® MasterMind: fix unicode encoding for CSV report.
® MasterMind: include request based items in CSV report.
® MasterMind: allow to upload image file as an icon for Ansible job. Resize and rename icon on upload.
L]

OpenStack plugin: fix floating IP synchronization.

Release 2.6.6 - 01.08.2017

Upgrade guide

Standard upgrade

Changes

HomePort: allow creation of expert request bids by expert managers.

HomePort: remove unlink action for providers created from shared settings.

HomePort: remove created by info from succeeded events, scheduling events display user info.
HomePort: allow customer owner to accept a request bid.

HomePort: allow customer owner to cancel expert request.

HomePort: in expert request details view allow to list and add comments.

HomePort: optimize header on mobile screen.

HomePort: migrate to Webpack 3.

HomePort: update Inspinia theme to the latest version (from 2.6.0 to 2.7.1).

HomePort: implement lazy loading for datatables plugin.

HomePort: drop Bower dependency.

HomePort: implement lazy loading for leaflet component.

HomePort: add applications category to the service store selector.

HomePort: fix backup recovery form errors preventing instance from restore.

HomePort: render expert provider indicator in workspace selector, user dashboard and organization dashboard.
HomePort: drop organization icon on smaller resolution screens in create wizard.
HomePort: add expert manager introduction using intro.js.

HomePort: expose accounting start date in organization details.

HomePort: in Appstore render application provision form.

HomePort: implement Ansible job details view.

MasterMind: mark OpenStack package events as debug only.

MasterMind: copy article code and product code from offering configuration if it is defined.
MasterMind: enable ordering expert requests by name, state, customer and project fields.
MasterMind: ensure that expert team for bid has at least one member.

MasterMind core: exclude debug events from queryset.

MasterMind core: dumpusers command now works with unicode names too.



MasterMind core: add a password widget to allow user to toggle a password visibility on the admin page.

MasterMind core: allow to filter resources, services and properties by name exactly.

OpenStack plugin: add units to tenant ram, vcpu and storage quotas update event logs.

OpenStack plugin: prevent KeyError in deletion task if price estimate scope is not defined.

OpenStack plugin: add a tenant floating IPs update message text to the event log when update is triggered with the same values.

Release 2.6.5-17.07.2017

Upgrade guide

Standard upgrade

Changes

HomePort: fix broken invoice list display.

MasterMind: implement backend support for terminating expert contract.

MasterMind: implement bimonthly billing model.

OpenStack plugin: make source_snapshot and image fields for volume model optional in admin.

Release 2.6.4 - 14.07.2017

Upgrade guide

Standard upgrade

Changes
® FreelPA: disable by default Celery beat tasks for FreelPA group synchronization.
®* HomePort: implement frontend support for creating expert request.
®* HomePort: allow to filter organization by abbreviation in the workspace selector.
®* HomePort: render placeholder in the workspace selector if there are no organizations matching the filter.
® HomePort: fix resource pulling if resource is updating.
® MasterMind core: fix RPM package installation script to skip creation of "waldur" user if it exists already.
® MasterMind core: in admin site fix shared service settings creation.
* MasterMind core: in admin site fix display of organization field when service type is selected.
L]

OpenStack plugin: set resource state to OK if update is successful.

Release 2.6.3 - 12.07.2017

Upgrade guide

Standard upgrade

Changes

MasterMind core: changed VirtEngine-Waldur CLI utility name from "nodeconductor" to "waldur".
MasterMind core: add user full name and username to the event logs about SSH keys.

MasterMind core: merge service settings options on update through API. Fixes an issue which lead to data loss on updating provider
settings.

MasterMind core and plugins: generate Russian, Latvian, Ukrainian and Lithuanian locales placeholders.
MasterMind core: disable by default non-staff user to create organization.

MasterMind: implement backend support for creating expert request and bid.

OpenStack plugin: rename tenant service settings if tenant is renamed.

OpenStack plugin: make action_details field readonly on admin panel.

HomePort: add a tooltip on billing item start time explaining timezone used.

HomePort: add button to the service store for creating new project.

HomePort: remove pop-ups on every server error.

HomePort: convert organization creation dialog to multi-step wizard.

HomePort: allow to indicate existing organization as expert provider.

HomePort: allow to create expert provider during organization creation.

HomePort: make app installable on mobile device without the need for an app store.



Release 2.6.1 - 4.07.2017

Upgrade guide

Old name

nodeconductor
nodeconductor-assembly-waldur
nodeconductor-auth-openid
nodeconductor-auth-social
nodeconductor-saml|2
nodeconductor-aws
nodeconductor-digitalocean
nodeconductor-openstack
nodeconductor-cost-planning
nodeconductor-assembly-waldur-check
nodeconductor-celery
nodeconductor-celerybeat
nodeconductor-uwsgi
/etc/nodeconductor
letc/nodeconductor/settings.ini

/etc/nodeconductor/uwsgi.ini

letc/nodeconductor/nodeconductor_plus.py

/etc/nodeconductor/nodeconductor_saml2.py

/etc/nodeconductor/sami2

letc/nodeconductor/saml2/attribute-maps

/usr/share/nodeconductor
Ivarl/lib/nodeconductor
lusr/share/nodeconductor/static
Ivarl/lib/nodeconductor/media

/var/log/nodeconductor

Ivar/log/nodeconductor/nodeconductor.log

Ivar/log/nodeconductor/events.log

/etc/logrotate.d/nodeconductor

New name
waldur-core
waldur-mastermind
waldur-auth-openid
waldur-auth-social
waldur-auth-saml|2
waldur-aws
waldur-digitalocean
waldur-openstack
waldur-cost-planning
waldur-mastermind-check
waldur-celery
waldur-celerybeat
waldur-uwsgi
letc/waldur
letc/waldur/core.ini
[etc/waldur/uwsgi.ini

letc/waldur/override.conf.py

letc/waldur/saml2.conf.py
[etc/waldur/sam|2
[etc/waldur/saml2/attribute-maps
lusr/share/waldur

Ivar/lib/waldur
lusr/share/waldur/static
Ivar/lib/waldur/media
Ivar/log/waldur
Ivar/log/waldur/core.log
Ivar/log/waldur/events.log

/etc/logrotate.d/waldur

Description

RPM package for VirtEngine-Waldur core application

RPM package for VirtEngine-Waldur MasterMind plugins
RPM package for VirtEngine-Waldur OpenlD authentication pl
RPM package for VirtEngine-Waldur social authuntication pluc
RPM package for VirtEngine-Waldur SAML2 authentication plt
RPM package for VirtEngine-Waldur AWS EC2 plugin

RPM package for VirtEngine-Waldur DigitalOcean plugin
RPM package for VirtEngine-Waldur OpenStack plugin

RPM package for VirtEngine-Waldur cost planning plugin

Self status check utility

VirtEngine-Waldur Celery process name

VirtEngine-Waldur Celery beat process name
VirtEngine-Waldur uWSGI process name

VirtEngine-Waldur configuration directory

VirtEngine-Waldur core configuration file

VirtEngine-Waldur uWSGI configuration file

Another VirtEngine-Waldur configuration file (used to override
and — temporarily — configure some plugins)

VirtEngine-Waldur SAML2 plugin configuration file
VirtEngine-Waldur SAML2 plugin additional configuration direc
VirtEngine-Waldur SAML2 plugin attribute mapping directory
VirtEngine-Waldur core data directory

VirtEngine-Waldur working directory

VirtEngine-Waldur Django static root

VirtEngine-Waldur Django media root

VirtEngine-Waldur log directory

VirtEngine-Waldur core main log file

VirtEngine-Waldur events log file

Logrotate configuration for VirtEngine-Waldur

®* New packages would replace old package during update via package manager.
® Default database has been renamed from nodeconductor to waldur — make sure to update cor e. i ni if you are using defaults!
® Default database user has been renamed from nodeconductor to waldur — make sure to update core.ini if you are using defaults!



Migrate database

# Execute as postgres user

psql -c¢ ' ALTER DATABASE nodeconduct or RENAVE TO wal dur ;'

[ usr/ pgsql -9. 6/ bin/createuser wal dur

psql wal dur -c ' REASSI GN OANED BY nodeconductor TO wal dur ;'



Update NodeConductor to VirtEngine-Waldur MasterMind

#

# St op NodeConduct or services

# Host: wal dur - api

#

systenct| stop nodeconduct or - uwsgi
systentt! stop nodeconduct or-cel erybeat
systentt| stop nodeconductor-celery

#

# Back up NodeConduct or database

# Host: wal dur-db

#

Su - postgres -c 'pg_dunp nodeconductor' | gzip -9 >
nodeconduct or - $(dat e + WA TWME' ). sql . gz

#

# Install VirtEngi ne-\Wal dur MasterM nd
# Host: wal dur - api

#

yum cl ean all

yum i nstall wal dur-nasterm nd

# Update /etc/wal dur/core.ini
# Known settings that need to be fixed:

# - postgresql.host: make sure this is enabled, i. e. TCP connections
are used, *not* socket connecti ons!

# - postgresqgl.database| user| password: defaults are changed from
'nodeconductor’ to 'waldur' -- update as needed

#

# See output of this command for details:

#

# diff -u /etc/nodeconductor/settings.ini.rpnsave /etc/wal dur/core.ini
su - wal dur -c "nodeconductor migrate --noinput"

#

# Start VirtEngi ne-\Wal dur services
# Host: wal dur - api

#

systentt!| start wal dur-celery
systentt!| start wal dur-cel erybeat
systenct!| start wal dur-uwsgi

Changes



HomePort: render list of events for invoice in modal dialog.

HomePort: implement frontend support for registering organization as an expert provider.
HomePort: add cookies consent overlay.

HomePort: display user status only to staff and global support users in user details.

HomePort: add back button to the privacy policy, ToS, and redirect user to the previous page on logo click.
MasterMind Core: fix UUID validation in GenericRelatedField.

MasterMind Core: fix dumpusers management command encoding error.

MasterMind: fix an error in /admin caused by trying to render missing organization payment details.
MasterMind: save package details for OpenStack invoice item when VPC package is deleted.
MasterMind: implement backend support for registering organization as an expert provider
OpenStack plugin: eliminate security groups duplication on tenant pull operation.

Social authentication plugin: handle 401 responses from Google authentication provider

Release 2.6.0 - 23.06.2017

Upgrade guide

New FreelPA quotas were introduced for projects and organizations, initialize them with:

sudo -u nodeconductor "nodeconductor" recal cul at equot as

Synchronize identity providers metadata with:

sudo -u nodeconductor "nodeconductor" sync_sam 2_providers

Changes

Ansible plugin
FreelPA plugin
FreelPA plugin
FreelPA plugin
FreelPA plugin
HomePort: imp
HomePort: imp
HomePort: mig
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:
HomePort:

add

filte

imp

: implement playbooks upload and their execution using jobs.

: implement backend support for FreelPA batch processing.

: improve frontend-side validation for FreelPA profile creation form.
: add logging for FreelPA profile events.

: enable filtering FreelPA profile by user UUID.

rove user facing message when no VM providers exist.

rove provider selector in Service store on smaller resolution screen.
rate build system from Grunt to Webpack.

preselect an SSH key if user has only one configured.
cover OpenStack Instance provisioning with unit tests.

tooltip for prices that do not include VAT or are estimated.

group resources by project in accounting / billing view.
display resource type in the resource event list view.

r issues by current user, organization and project.

switch to Yarn for dependency management.

rove feedback for mandatory fields on user signup.

MasterMind: add a check of admin site endpoints availability with unit tests.
MasterMind: improve project updated event message.

MasterMind: enable parallel test execution.

MasterMind: send accounting data as CSV via email for automated processing.

OpenStack plu
SAML2 plugin:
SAML2 plugin:
SAML2 plugin:
SAML2 plugin:
SAML2 plugin:
SAML2 plugin:

gin: fix race conditions for service property synchronization.

use keypair for assertion encryption.

fix authentication event notification.

fix memory usage via database cache for identity providers metadata.
add parameters required by eduGAIN specs.

update registration method for user logged in via SAML2.

extend metadata with attributes required by CoC.

Release 2.5.5 - 9.06.2017

Upgrade guide



® Nothing yet

Changes

Ansible VirtEngine-Waldur module: OpenStack instance floating IP assignment module is implemented.

FreelPA plugin: skip SSH key synchronization if keys are the same.

HomePort: conceal username and password fields in OpenStack tenant provision form if tenantCredentialsVisible is false.
HomePort: revert security group rendering in VM create to a textinput.

HomePort: extend organization details view.

HomePort: allow user to report errors in organization details by submitting JIRA issue.

HomePort: preserve sorting order on resources list auto-refresh.

HomePort: implement support for FreelPA accounts.

HomePort: fix tab links in breadcrumbs.

HomePort: fix duplicating query parameters leading to 502 error.

HomePort: add eduGAIN support for authentication.

HomePort: add link to version number, which opens changelog in a new tab.

MasterMind: quantize daily price for OpenStack package to 2 places after decimal point.

MasterMind: fix user update via admin site when civil number is not specified.

MasterMind: introduce phone number, email address and agreement number fields for the customer model.

MasterMind: allow staff to specify list of authorized subnets for organization via admin site.

MasterMind: implement validator for a comma separated list of IPv4 or IPv6 CIDR addresses.

MasterMind: add billing codes for the service store items: package templates, support offerings and corresponding invoice items.
MasterMind: display user roles in organizations and projects in user profiles in admin interface.

OpenlD plugin: fix Django 1.11 compatibility.

OpenStack plugin: fix a pull floating IPs operation causing OpenStackTenant FloatingIP to be duplicated twice. Reproduces on floating
IP assignment as well.

OpenStack plugin: pull tenant quotas when tenant is created.

OpenStack plugin: add event log details when floating IP is attached to or detached from OpenStack instance.
OpenStack plugin: fix cleanup of maximal backup count within backup schedules.

Social auth plugin: add authentication events logging.

Release 2.5.4 - 2.06.2017

Upgrade guide

® Django has been upgraded from 1.9 to 1.11.

® ElasticSearch has been upgraded from 1.4 to 5.4. Data migration is needed as well.

® Django model utils has been upgraded from python2-django-model-utils-2.5.2 to python-django-model-utils-3.0.0
In order to upgrade please remove old version first, because otherwise it leads to incompatibility conflict.

Changes

Analytics plugin: disable plugin in settings by default.

Ansible VirtEngine-Waldur module: OpenStack instance provisioning module is implemented.
Ansible VirtEngine-Waldur module: OpenStack security group provisioning module is implemented.
AWS plugin: mark i18n strings.

DigitalOcean plugin: mark i18n strings.

DigitalOcean plugin: synchronize size name on droplet import, skip invalid droplets in cost tracking.
FreelPA plugin: backend support for user creation, SSH key synchronization, enable/disable operations is implemented.
HomePort: disable autocomplete in provider create form.

HomePort: implement resources sorting.

HomePort: update package limits in summary when VPC package has been changed.

HomePort: skip unlimited service project link in checkout summary.

HomePort: allow to set cost limit on organization level for both new and existing organizations.
HomePort: allow user to request OpenStack tenant credentials via support.

HomePort: improve tooltip rendering in resource actions dropdown menu.

HomePort: add issue link to the event log details.

HomePort: fix footer overflow.

HomePort: migrate most of Bower and Grunt scripts to Webpack.

HomePort: add verification of emails from IdP and invitations.

HomePort: display an invitation check dialog for invited users.

MasterMind: add validation of the invitation email. Grant role only if user and invitation emails match.
MasterMind: add limit validation if organization cost limit is set.

MasterMind: allow to add usage to unlimited quota.

MasterMind: allow overriding sorting fields for resource filters.

MasterMind: fix field validation for provider provision.



MasterMind: fix quotas creation on provider settings creation via admin site.

MasterMind: synchronize price list item with package template automatically.

MasterMind: fix tests execution on PostgreSQL.

MasterMind: add name, abbreviation and UUID search in organization list in admin interface.
MasterMind: fix filtering OpenStack package by name.

MasterMind: implement filtering OpenStack package by template URL and UUID.
MasterMind: fix system notification, alert and webhook views on admin site.

OpenStack plugin: don't enforce default limits for service project link.

OpenStack plugin: reset invalid default quotas for service project link.

OpenStack plugin: fix tenant quotas usage synchronization.

OpenStack plugin: pull security groups, floating IPs and quotas on tenant pull operation.
OpenStack plugin: delete tenant volumes ignoring their current state.

OpenStack plugin: allow to hide OpenStack tenant credentials and use auto-generated login and password instead.
Social authentication plugin: save civil ID and ignore email coming from smartid.ee
Support plugin: disable plugin in settings by default.

Release 2.5.2 - 6.05.2017

Documentation

Upgrade guide

Price estimation strategy have been updated, refresh them with:

sudo -u nodeconductor "nodeconductor" rebuil dpriceestimtes

New OpenStack storage quotas were introduced, initialise them with:

sudo -u nodeconduct or "nodeconductor" recal cul at equot as

Changes

HomePort: added support for personal notifications (emails and webhooks).

HomePort: enable SAML2 authentication.

HomePort: reduce number of requests to counters endpoint.

HomePort: add links to owned organizations and managed projects on user dashboard.

HomePort: disable "remove button" in project list if removal is not possible.

HomePort: enable/disable "add project" button in project list if project quota has changed.

HomePort: reduce provider selector size in Service Store.

HomePort: enable project cost limit for project.

HomePort: render estimated cost of project in projects list.

HomePort: add project details dialog to project dashboard.

HomePort: make data volume an optional parameter for instance creation.

HomePort: support ticked description has a better format now.

HomePort: fix missing sizes of a DO droplet in a select widget on droplet creation.

HomePort: preselect UTC timezone on backup and snapshot schedule creation.

HomePort: populate retention time and timezone in the backup edit pop up.

HomePort: preselect the “default™ security group and make it non-removable in the OpenStack Instance creation pop up.
HomePort: preselect the first subnet if it is the only choice in the OpenStack Instance creation pop up.
HomePort: extend floating IP list with a link to related instance

HomePort: disable tenant password autofill in the tenant creation window

MasterMind: fix issue with "broken" images in admin interface (incorrect mime-type of SVG images).
MasterMind: added BackendURLField and validator supporting HTTP(S) and LDAP(S) schemas.
MasterMind: implement Celery task for pushing statistical data to InfluxDB.

MasterMind: implement Grafana dashboard for VirtEngine-Waldur managed resources and cost tracking across all organizations.
MasterMind: raise ElasticSearchClientError if elastic search configuration is missing or empty.
OpenStack plugin: allow backup and restoration of instances with 1 or more volumes.

OpenStack plugin: make data_volume_size an optional parameter for instance creation.

OpenStack plugin: prevent creation of duplicate floating IP on resource synchronization.


http://smartid.ee
https://opennode.atlassian.net/wiki/download/attachments/22976728/WD-060517-1840.pdf?version=1&modificationDate=1494085744943&cacheVersion=1&api=v2

OpenStack plugin: display a warning in VPC package template management form if components prices cannot be changed due to
linked VPCs.

OpenStack plugin: introduce quotas for volume and snapshot size.

OpenStack plugin: sync quotas usage when OpenStack Tenant is pulled.

OpenStack plugin: update next trigger time of backup and snapshot scheduling, so only one backup is created between schedule
checkpoints.

OpenStack plugin: extend openstack floating ip resource with information about linked instance

Support plugin: disable background processing if basic support mode is enabled.

Support plugin: update setup command to handle Elasticsearch check failures nicely.

SAML2 plugin: skip CSRF check on initial login request.

Release 2.5.0 - 23.04.2017

Documentation

Upgrade guide

New quotas were introduced, initialise them with:

sudo -u nodeconduct or "nodeconductor" recal cul at equot as

Changes

HomePort: project management dialog has been moved to organization workspace, to project list.
HomePort: concealChangeRequest configuration option has been added.

HomePort: allow to manage quotas for provider project links.

HomePort: remove image selector from volume creation form.

HomePort: change creation form title from ‘Configure' to 'Create’.

MasterMind Core: ensure that quota usage does not exceed new quota limit when quota is updated.
OpenlD plugin: generated usernames have been converted to UUID to avoid confusion with mapping from unicode names.
Support plugin: Disable issue notifications if only assignee changed.

OpenStack plugin: allow attaching a volume to an instance in active state.

SAML2 plugin: implement support for TAAT.

Social plugin: enable authentication for smartid.ee

Previous releases

Please see https://github.com/virtengine/ve-core-v2/blob/develop/CHANGELOG.rst or commit messages.

Project governance

Overview

Below we describe roles and high level process of VirtEngine-Waldur project governance. A person can have multiple roles, however some roles c
assigned only to a one person at a time for avoiding split brain problems.

Roles

Project manager - defines requirements for a particular VirtEngine-Waldur-based project. Multiple people can have this role.

Product owner - analysis requirements from project managers and fits into a product roadmap. Maintains technical feature list, maintains
changelog. Single person at a time can have this role.

Architect - oversees VirtEngine-Waldur platform development, including backend, frontend, external tools. Has a final word on the way hc
components are integrated. Single person at a time can have this role.

Component owner - responsible for the architecture and implementation of a particular component (e.g. VirtEngine-Waldur HomePort, Vi
MasterMind). Single person at a time can have this role.

Release manager - packages components, composes release documentation (changelog, notes, upgrade instructions). Multiple people
can have this role.

Developer - responsible for fulfilling tasks created. Multiple people can have this role.

External contributor - provides extensions to VirtEngine-Waldur ecosystem (tools, links, documentation, etc). Multiple people can have tl


https://opennode.atlassian.net/wiki/download/attachments/22976728/WD-230417-1745.pdf?version=1&modificationDate=1492958993681&cacheVersion=1&api=v2
http://smartid.ee
Please see https://github.com/virtengine/ve-core-v2/blob/develop/CHANGELOG.rst or commit messages.

Work flow

1. Project manager communicates with customers, defines requirements for product owner.
2. Product owner analyses requirements from all projects and creates epics for technical features implementation. Epics are assigned to ar

chitect.
3. Architect defines general development plan for features from product owner, adds description to the epic and creates separate tasks or

stories for component owners.
4. Component owner provides estimates for task from architect, splits them if necessary and implements them with developers.
5. Architect resolves Epics, Product owner validates, updates Changelog. Once all Epics are resolved, Product owner initiates version

release.
6. Release manager follows release checklist for a new VirtEngine-Waldur version.

Contributing

Source code

VirtEngine-Waldur source code is mirrored to GitHub: https://github.com/virtengine & https://github.com/opennode . Code is split into core, plugins & Ul.

Contributing to VirtEngine-Waldur

VirtEngine-Waldur is an open project welcoming contributions. To assure the smooth acceptance of contributions please review the contribution gt
below.

Pull requests

We welcome contributions (patches, new features, translations, etc) through pull requests. Please make sure that the following is addressed when
making a pull request:

- arequest has a clear scope - new feature, bugfix, refactoring. Granular pull requests make integration much faster;

- the code is following pep8/js code conventions;

License

By contributing your code, you agree to license your contribution under the MIT license.

Support

If you want to get guaranteed support for your VirtEngine-Waldur deployment, please contact info@opennodecloud.
For more information check: Waldur.com & VirtEngine.com.

For community support, please leave a comment under the corresponding wiki page.


https://github.com/opennode
https://waldur.com
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